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The purpose of this document is to guide the cloud EAM customers in Hexagon cloud to 
switch from the ION IMS connection point to the “IMS via ION API Gateway” connection 
point on Databridge BOD integration with ION. This document is applicable to cloud EAM 
customers in the Hexagon cloud who are currently using the Infor ION IMS connector for 
EAM Databridge BOD integration with ION. 

  

About this brief 
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As EAM is now a product of Hexagon, EAM tenants are gradually moving from the Infor cloud 
to the Hexagon cloud. While in the Hexagon cloud outside of the Infor cloud, EAM tenants 
may soon lose access to the Infor ION IMS end point inside the Infor cloud that is currently 
still exposed and may soon be restricted in its access inside the Infor cloud only. So, EAM as 
an external app outside the Infor cloud will need to access the ION IMS end point inside the 
Infor cloud via an API gateway called “IMS via API Gateway” Connector, which is a standard 
way provided by Infor for external apps to deal with this kind of scenario as shown in the  
below diagram. 

 
For EAM in the Hexagon cloud to integrate with other Infor products via Infor ION inside the 
Infor cloud, customers must switch from their IMS Connector based data flows (involving 
either ‘eam.databridgeims’ IMS connection point or ‘eam’ IMS connection point) to “IMS via 
API Gateway” Connector based data flows 

 

 

Overview 

 



 Overview 
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There are two phases for this transition or switch: 

• Preparation before the transition: While EAM is still using the IMS end point/data 
flow to integrate with ION in run time, you will need to follow the guidelines to do all 
the necessary preliminary preparation work for the transition. This preparation work 
should not interrupt the production environment running on IMS based flows. 

• Transition: This is the time when you will switch from the direct IMS approach to the 
IMS via ION API approach. You will need to follow the guidelines to switch from 
direct IMS based flows to “IMS via ION API Gateway” based flows. 

 
If all the preliminary preparation is done correctly, the actual downtime for the transition is 
very minimal, say a few minutes, that is, the time between deactivation of the IMS based 
flow and activating the “IMS via API Gateway” based flow. So, before the transition or 
switch, ensure all the preparation work is done and done correctly. 
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Follow the below steps as preparation for the transition. These preparation steps can be 
performed while the existing IMS based data flows are still running in the production 
environment. 
 

 
1. Define a Non-Infor API suite in Infor OS to expose the EAM IMS endpoint by 

following the steps mentioned in Appendix A: API Gateway Configuration. 
 

2. Once the Non-Infor API suite EAMIMS is successfully created, create a service 
account and Authorized App for EAM by following the steps mentioned in Appendix 
C: Service account and Client ID. 
 

3. Once we have the service account and Client id, create the “IMS via API Gateway” 
connection point by following the steps mentioned in Appendix D: ION 
Configuration. 
 

4. The user must configure tenant specific EAM security by following the steps 
mentioned in Appendix E: Tenant Specific EAM Security.   

 
  

Preparation before the transition 



 Transition 
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It is recommended to perform the transition on a non-business day(holiday/weekend) when 
the business impact is minimal. 
 
Before starting the transition, ensure all the steps mentioned in the Preparation for the 
Transition section are successfully executed. 
 
For the transition, follow the below steps in sequence. 
 
Step 1: Go to EAM Administration | Security | Install Parameters screen, add/set below 
install parameter: 
Field Name Field Value 
Install Parameter @IOBCONV 
Description Is Databridge IMS via API Gateway in 

progress? Y or N 
Value Y 

 
Step 2: Deactivate all ION Data flows referencing the EAM IMS connection point being used 
and make a note of which data flows were active and are now deactivated. 
 

 
 
Step 3: Modify the INFOR-EAM partner in EAM by following the steps in Appendix F: EAM 
Configurations. 
 

Transition  



 Transition 
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Step 4: On ION Desk | Connection Points, locate the new EAM “IMS via API Gateway” 
connection point, go to the Connection tab and click the ‘Test’ button to ensure you get a 
“Test succeeded” test result. 

 
 
Then go to the Documents tab and click the Refresh button. The Documents tab will be 
updated with the partner subscriptions/inbound documents for the INFOR-IMS partner in 
EAM. 
 

 
 



 Transition 
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If you are not able to refresh the Document tab and get the error below, you will need to 
check the INFOR-IMS partner configuration done in Step 3 above, and also test the 
connection by clicking the ‘Test Connection’ button under the Connection tab on the new 
IMS via API Gateway connection point to ensure the EAM IMS URL and EAM oauth1.0 
credentials are correctly configured for the API Gateway. 
 

 
 



 Transition 
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Step 5: Go to ION Desk | Connect | Data Flows, based on your previously active data flows 
that were deactivated in Step 2 (You have already made a note in Step 2), identify their 
corresponding duplicated data flows and activate these duplicated data flows one after 
another to ensure they are successfully activated. 
 
Step 6: Go to EAM Administration | Security | Install Parameters screen, locate and set the 
install parameter @IOBCONV created in Step 1 to “N”. 
 
Now the transition is complete. Verification that both EAM inbound and outbound BOD 
traffics work should be performed. 
 
If there are issues encountered during or after the transition and you cannot resolve them in 
time, you can roll back to the original IMS configuration by following the steps defined in 
Appendix G: Roll back to IMS Connection point. After the issues are resolved, you can retry 
the transition later. 

 
 

 
 
 

  



 Appendix A: API Gateway Configuration 
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The prerequisite for defining the “IMS via API Gateway” connector is to add and define the 
Non-Infor API Suite in Cloud Multi-Tenant environment, 
 
To add and define the Non-Infor Gateway suite, follow the steps below. 
 

1. Go to API Gateway in the Infor OS menu,  
 

  
 

2. Click Add for a new Non-Infor suite 

 
 

3. Click “Create New” to define a Non-Infor Api suite with below details. 
 

Appendix A: API Gateway Configuration 



 Appendix A: API Gateway Configuration 
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4.  

Add a target endpoint and then populate the EAM target endpoint with the below 
details, 

 EAM target Endpoint URL: https://<eam host>:<port>/axis/imsservice. See 
Appendix B: How to find EAM IMS end point URL 

 Proxy Context: eamims 
 Proxy Security: OAuth 2.0 
 Target Endpoint Security: OAuth 1.0a 
 Algorithm: HMAC-SHA256 
 Target Endpoint Access Key: tenant-specific databridge IMS access key you will 

define in EAM in Appendix E: Tenant Specific EAM Security, EAM Inbound Oauth1 
Security Configuration section 

 Target Endpoint Secret Key: tenant-specific databridge IMS secret key you will 
define in EAM in Appendix E: Tenant Specific EAM Security, EAM Inbound Oauth1 
Security Configuration section 

Note: You will need to determine the EAM IMS access/secret key values now to finish the 
above steps although EAM IMS access/secret keys are not yet configured in EAM at this 
point. EAM IMS access/secret key configuration is done in Appendix E: Tenant Specific 
EAM Security. 



 Appendix A: API Gateway Configuration 
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5.  

Add the attached(EAMIMS.json) documentation to the API Suite so the services 
defined in the IMS endpoint are available for the ‘IMS via ION API’ Connector. The 
user will need to edit the file to provide the tenant information in the documentation 
json before importing it into API Gateway as shown below 
 

EAMIMS.json

 
 
Tip: The EAMIMS.json document is attached to this PDF in the Attachments 
pane. To access this file, browse to the left-hand menu for this page, and then click 
1 attachment. The attachments view opens with the selected document available 
for downloading. 



 Appendix A: API Gateway Configuration 
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6. The Edited swagger documentation should be imported into the API endpoint by 
clicking on the “+” in the documentation section as shown below. 

 
7. Provide the Name and Type as shown below and then browse to the edited 

EAMIMS.json file and click SAVE. 
 

      
 

8. After importing the json file, the user should see the below swagger documentation 
with ping, protocol, and v2/message operations as shown below, 
 

 



 Appendix A: API Gateway Configuration 
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9.  
Once the Non-Infor API suite with documentation is successfully created, verify it is 
active.  This will complete the API Gateway configuration. 
 

 
  



 Appendix B: How to find EAM IMS end point URL 
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Go to EAM Administration | Security | Install Parameters screen and locate AXISURL install 
parameter. Copy the value of this install parameter to any text editor and then replace 
“services/EWSConnector” with “imsservice”. The result will be the EAM IMS end point URL. 

For example, when 
AXISURL=”https://hexdev.eamade.hxgnsmartcloud.com/axis/services/EWSConnector”, 

EAM IMS URL will be ”https://hexdev.eamade.hxgnsmartcloud.com/axis/imsservice”. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix B: How to find EAM IMS end 
point URL 

https://hexdev.eamade.hxgnsmartcloud.com/axis/services/EWSConnector
https://hexdev.eamade.hxgnsmartcloud.com/axis/servicector


 Appendix C: Service Account and Client ID 
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“Service Account” Creation : If you have already finished this step while 
configuring Infor API Gateway for Hexagon EAM integration with Infor Datalake, 
please skip this step as both integrations share the same Infor API Gateway 
configuration. 
 
Create a service account for the user who is used to run the integration in the  
User Management -> Manage -> Service Accounts section under User Menu in Infor OS. 

 
 
Add a new service account by clicking ‘+’ button, and then select the user name and click 
save button. 

Appendix C: Service Account and Client ID 



 Appendix C: Service Account and Client ID 
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You will be prompted with the below ‘Download Service Account Credentials’ windows. 
Click the DOWNLOAD button to download the service account information (.csv file) which 
will be used in Appendix D: ION Configuration 
 

 
 



 Appendix C: Service Account and Client ID 
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It is recommended to create a user not associated with an individual person and then create 
service account for that user. 
 
 
Authorized App Creation 
 

: If you have already finished this step while configuring Infor API 
Gateway for Hexagon EAM integration with Infor Datalake, please skip this step as 
both integrations share the same Infor API Gateway configuration. 
 
Create a Backend Service in the Authorized Apps section of the API Gateway menu in Infor 
OS as shown below.  

 
 
The user will be using this Backend Service in the configuration in Appendix D: ION 
Configuration, Also download the Oauth2 credentials file *.ionapi file by using the same 
account that was used to define a service account. 
 
Make note of the “Client ID”, this client id will be used in the Connection point creation in 
Appendix D: ION Configuration, 



 Appendix C: Service Account and Client ID 
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While downloading the Credentials, in the pop up, enable “Create Service Account” toggle 
button and enter the full name of the user that was used in “service account” creation on the 
Full Name field. The content of the downloaded file (EAMIMS.ionapi file) will be used in 
Appendix E: Tenant specific EAM Security.  
 

 
 
This completes the Service account and Client ID configurations. 
  



 Appendix D: ION Configuration 
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Create an “IMS via API Gateway” connection point in ION -> Connect -> 
Connection points in Infor OS 
 

 
 
 
Provide the flowing values for the connection point . 
 Name: databridgegateway 
 Desc: IMS Via API Gateway Connection point 
 Logical ID Type: eam 
 Logical ID: infor.eam. databridgegateway(read only)   

 
Note: Use the same name “databridgegateway” for the partner id field while configuring the 
INFOR-IMS partner in EAM Databridge Partners during the transition time. The names 
“eam” or “eam:databridgeims” should not be used as the connection point name as they are 
already reserved or used for other purposes. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix D: ION Configuration 



 Appendix D: ION Configuration 
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Connection Tab 
 

  
 
 Check the Application has IMS Endpoint check box 
 For Product and Operation, select the IONAPI Non-Infor Suite that we created in 

Appendix A: API Gateway Configuration section using the “SELECT” button 
provided in the above screen. Click the GET button before you click OK button in 
below screen. 
 

 
 

 Service Account: Import the account with the .csv file created in Appendix C: 
Service Account and Client ID 

 ION API Client ID:  Provide the Client ID value generated in Appendix C: Service 
Account and Client ID  

 Since the EAM IMS access/secret keys and INFOR-IMS partner are not yet 
configured for the new IMS via API Gateway connector in EAM, when you click the 
“Test Connection” button at this point, the test connection will fail with below error: 



 Appendix D: ION Configuration 
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You will wait to test connection at transition time.  

 
 
 
 
Documents Tab 
 
Since the EAM INFOR-IMS partner configuration is not done during the preparation time, 
users cannot use the Refresh button on the Document Tab to load the documents 
configured in EAM during preparation time. The below error will occur when clicking the 
Refresh button during preparation time. 

 
 



 Appendix D: ION Configuration 
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It is ok not to configure the Document tab during preparation. The Document tab will be 
refreshed during transition (see details in Transition section). 
 
Users have the option to manually add these documents to the Document tab temporarily 
during preparation time to avoid the warning messages when configuring and saving the 
duplicated data flows as mentioned below in the same Appendix. 
 
 
 
Identify, Duplicate the ION data flow, and Switch the connection point 
Identify the EAM IMS connection point that is being used (either infor.eam.eam or 
infor.eam.eam:databridgeims). On ION Desk, Connect | Connection Points, click ‘Usage’ 
of that connection point and you will see all the data flows referencing that connection point. 
Make a note of these data flows. 

 

 



 Appendix D: ION Configuration 
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Open each of the data flow that reference the EAM IMS connection point and duplicate the 
data flow by clicking Duplicate button shown in below screen shot, and give a name that 
can be easy to identify as a duplicate. For example, if the original data flow name is 
EAM_IDM_Integration, give the name New_EAM_IDM_Integration to the duplicated data 
flow. Configure the duplicated data flow by following the below steps. All the duplicated data 
flows that are referencing EAM IMS connection point should be switched to EAM “IMS via 
API Gateway” connection point,  

For example, in the above Usage screenshot there are 5 flows with references for the EAM 
IMS connection point, so all of these 5 flows have to be duplicated and the EAM IMS 
connection point has to be switched to the new “IMS via API Gateway” connection point. 

 



 Appendix D: ION Configuration 
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Open the duplicated flow and identify where the EAM IMS connection point is in the data 
flow. Select the EAM IMS connection point in the lower pane of the screen and click 
‘Remove’. 

 

Then click ‘Add’ or ‘+’, and select the new IMS Via API Gateway connection point in 
the lower pane of the screen. Save the duplicated data flow.  



 Appendix D: ION Configuration 
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Note: Since the Document tab of the new IMS Via API Gateway connection point is not 
configured during preparation, you will get warning messages like below when saving 
duplicated data flows, which is ok for the preparation stage, and these warning messages 
will be gone at transition when the Document tab refreshes and loads from the EAM 
Configuration. You have the option to manually add the referenced documents to the 
Documents tab to avoid the warning messages. 

 
 

Note: The duplicated data flow may contain other connection points also as part of the flow, 
change the EAM IMS connection point only to the new IMS Via API Gateway connection 
point, and do not alter other connection points in the duplicated data flows. 



 Appendix D: ION Configuration 
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Do not activate the duplicated data flows at this time when doing preparation for transition. 
At the transition time, the original data flows will be deactivated and then these duplicated 
data flows will be activated (See Transition section for details). 

 

  



 Appendix E: Tenant Specific EAM Security 
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EAM Outbound oauth2 Security Configuration Associated with IMS via API Gateway 
Connection Point 
 

: If you have already finished this step while configuring Infor API 
Gateway for Hexagon EAM integration with Infor Datalake, please skip this step as 
both integrations share the same Infor API Gateway configuration. 
 
Since we are using the API Gateway for EAM outbound communication, it uses Tenant 
specific oauth2.0 for authentication of the request from EAM, so we need to provide the 
oauth2 credentials to EAM that will be used for the generation of the oauth access token to 
communicate with the API gateway. 
 
The Contents from the EAMIMS.ionapi file downloaded in the Appendix C: Service Account 
and Client Id, should be provided to EAM using the Integration Configuration screen in 
EAM, Administration -> System Configuration -> Integration Configuration screen as shown 
below. 
 

 
 
In the Application Configuration, select “ION API” for application type as we are using an 
ION API based integration,  
 

Appendix E: Tenant Specific EAM 
Security 



 Appendix E: Tenant Specific EAM Security 
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Provide the contents from the EAMIMS.ionapi file in the EAM screen as shown in the below 
field mapping, the fields that are not mapped are optional fields and they can be ignored. 

 
 

Field on Application 
Configuration screen 

Field in EAMIMS.ionapi 
file 

Other Values 

Application Name  “ION API” 
Grand Type  Null 
Base URL “iu”  
Client ID “ci”  
Client Secret “cs”  
Client Authorization URL “pu”  
Authorization Path “oa”  
Access Token Path “ot”  
Revoke Token Path “or”  
Scope  Null 
Resource  Null 
User Name “saak”  
Password “sask”  
Active  Checked 

 
 
EAM outbound security configurations are now completed. 
 



 Appendix E: Tenant Specific EAM Security 
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EAM Inbound oauth1 Security Configuration Associated with IMS via API Gateway 
Connection Point 
 
Go to the EAM Databridge Partners screen, locate the INFOR-IMS partner and go to the 
record view tab, in the Databridge login section, input the IMS access key in the User ID field 
and input the IMS secret key in the Password field and then save the partner record. These 
values will be populated into the R5MGPROVISIONINGCONFIG table in the EAM database 
which are used for validation with incoming IMS requests to EAM. 
 

 
 
The IMS access key and secret key you defined here are used when you configure the ION 
API gateway in Appendix A: API Gateway Configuration. 
 
Note: Adding the IMS access key and secret key in the Databridge login section (for IMS 
via API Gateway connection point) for the INFOR-IMS partner will not disrupt the EAM/ION 
integration with the direct IMS connection point that is still running.  



 Appendix F: EAM Configurations 
 

 

HxGN EAM Databridge Configuration for IMS via API Gateway Switch 34 
 

 
Databridge Configuration  
 
On the Infor OS screen, select Assets, In the EAM Menu, Select Administration -> 
Databridge -> Databridge Partners 
 
We must use Infor-IMS partner for this integration, and since the user is already using the 
Infor-IMS partner, the user needs to change certain values on the partner screen as 
mentioned below; 
 

 
 
 Partner-ID:databridgegateway,  

o Keep track of the original value for partner id which is “eam” or 
“eam:databridgeims” before updating it to the new value, if the user wants or 
needs to roll back to the original IMS setup using Appendix G: Rollback to 
IMS Connection point then the value should be “eam” or 
“eam:databridgeims”. 

 Address: “INFORIMSAPIGATEWAY”, this needs to be set to make the IMS partner 
be used for the “IMS via API Gateway” based integration 

o Keep track of the original value for Address which is “INFOREAMIMS” before 
updating it to the new value. In case the transition is not successful, and the 
user wants to roll back to the original IMS setup, you will need to set it back 
using Appendix G: Rollback to IMS Connection point then the value should 
be “INFOREAMIMS”. 

 User ID and Password (in the Databridge Login section): These are EAM IMS 
access/secret keys configured during preparation time in Appendix E: Tenant 
specific EAM security. Leave these values as they are. 

 

Appendix F: EAM Configurations 



 Appendix F: EAM Configurations 
 

 

HxGN EAM Databridge Configuration for IMS via API Gateway Switch 35 
 

 
 
 
 
 
 
Original EAM Partner Screen 

 
 
New Updated Partner screen 
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If there are issues encountered during or after transition and you cannot resolve them in 
time, you can roll back to the original IMS configuration with the below steps. 
 

1. In ION Desk | Connect | Data Flows, deactivate the duplicated data flows that were 
activated in Step 5 during the transition if your transition has progressed that far. 
 

2. On the EAM Databridge Partners screen, locate the INFOR-IMS partner and go to 
the Record View, change the Partner ID back to what it was before the transition, 
and change the Address under the Response Details section to INFOREAMIMS 
and then save the record.  
 
Partner ID: eam or eam:databridgeims 
Address: INFOREAMIMS 
 

 
 

3. In ION Desk | Connect | Data Flows, identify and activate the original dataflows that 
were used/active before the transition, and were deactivated during the transition. 
You should have taken notes for these data flows during the transition. 
 

4. Go to the EAM Administration | Security | Install Parameters screen, locate and set 
the install parameter @IOBCONV to “N”. 
 

5. Check and verify that both inbound and outbound BOD traffics are working with the 
original IMS configuration. 

Appendix G: Rollback to IMS Connection 
Point 
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You may need to contact Infor ION support for ION or API Gateway related issues you 
encounter if these issues cannot be resolved on your own. 
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{
  "swagger": "2.0",
  "info": {
    "version": "3.0.202009",
    "title": "EAM IMS Service"
  },
  "basePath": "/<tenant name >/CustomerApi/ims/eam",
  "paths": {
    "/ping": {
      "get": {
        "tags": [
          "EAM IMS Messaging Service"
        ],
        "summary": "PING :: Ping Service interface, checks whether the server is available or not.",
        "description": "This method returns the server availability status.",
        "operationId": "PING",
        "produces": [
          "application/json",
          "application/xml"
        ],
        "parameters": [],
        "responses": {
          "200": {
            "description": "OK",
            "examples": {
              "application/json": {
                "status": "OK",
                "code": 200
              }
            }
          },
          "401": {
            "description": "Unauthorized"
          },
          "404": {
            "description": "Not Found"
          },
          "405": {
            "description": "Method Not Allowed"
          },
          "406": {
            "description": "Not Acceptable Response"
          },
          "500": {
            "description": "Internal Server Error ",
            "examples": {
              "application/json": {
                "status": "FAIL",
                "code": 540,
                "errors": "Infor IMS Internal Server Error"
              }
            }
          }
        }
      }
    },
    "/protocol": {
      "get": {
        "tags": [
          "IMS Messaging Service"
        ],
        "summary": "PROTOCOL :: Gets IMS API supported version and protocol parameters",
        "description": "This method is used to retrieve the expected IMS API version and protocol parameters of the client application.",
        "operationId": "PROTOCOL",
        "produces": [
          "application/json"
        ],
        "parameters": [],
        "responses": {
          "200": {
            "description": "OK",
            "examples": {
              "application/json": {
                "version": "v3",
                "messageMethod": "multipartMessage",
                "supportedEncoding": "DEFLATE",
                "supportedCharacterSet": "UTF-8",
                "hasDiscovery": false
              }
            },
            "schema": {
              "type": "object"
            }
          },
          "401": {
            "description": "Unauthorized"
          },
          "405": {
            "description": "Method Not Allowed"
          },
          "406": {
            "description": "Not Acceptable Response"
          },
          "412": {
            "description": "Precondition Failed"
          },
          "500": {
            "description": "Internal Server Error",
            "examples": {
              "application/json": {
                "status": "FAIL",
                "code": 540,
                "errors": "Infor IMS Internal Server Error"
              }
            }
          }
        }
      }
    },
	"/v2/message": {
      "post": {
        "tags": [
          "IMS Messaging Service v2"
        ],
        "summary": "MESSAGE_V2 :: Publish message to ION via IMS",
        "description": "This method will be validating message request as per API specification and publish the message and returns whether the message is successfully published or not.",
        "operationId": "MESSAGE_V2",
        "consumes": [
          "application/json",
          "application/xml"
        ],
        "produces": [
          "application/json",
          "application/xml"
        ],
        "parameters": [
          {
            "in": "body",
            "name": "message",
            "description": "The message request body which needs to be published.",
            "required": true,
            "schema": {
             "type": "object"
            }
          }
        ],
        "responses": {
          "201": {
            "description": "OK"
          },
          "401": {
            "description": "Unauthorized"
          },
          "404": {
            "description": "Not Found"
          },
          "405": {
            "description": "Method Not Allowed"
          },
          "412": {
            "description": "Precondition Failed",
            "examples": {
              "application/json": {
                "status": "FAIL",
                "code": 419,
                "errors": "fromLogicalId is required"
              }
            }
          },
          "415": {
            "description": "Unsupported Media Type"
          },
          "500": {
            "description": "Internal Server Error"
          }
        }
      }
    }
  }
}


