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S E C T I O N  1  

Integrity provides several ways to explore the assets within your organization and view details 
about those assets. You can search and sort to find exactly what you need, and then drill-down to 
the details and related information. The topics in this section provide an overview of the Integrity 
web interface. For more information about finding the exact information you need, see Viewing 
and Searching Data (page 35) and Reporting and Queries (page 101). 
 

Getting Started with Integrity 
Integrity provides a web interface and the Admin Utility. To perform initial setup and configuration 
tasks, as well as ongoing maintenance and management tasks, you need to use the Admin Utility.   

For more information about the Admin Utility, see the Administration Guide. 

The web interface allows you to perform many tasks, from reviewing the collected data and 
identifying changes to organizing your work with workflow cases and punch lists. 
 

Configuring Internet Explorer 
The Integrity web interface uses a supported browser listed in the Installation Guide. If you are 
using Internet Explorer, before you open Integrity in your browser the first time modify several 
security settings to allow Integrity to run properly. These settings help Integrity cache data 
correctly so you can perform the following tasks: 

 refresh the query definition 

 create reports 

 reserve spares 

 acknowledge issues 

 change summary items 

In addition to the settings identified in this section, you should disable popup blockers in Internet 
Explorer and any browsers you use for the Integrity web interface. If popup blockers are enabled, 
they can interfere with various parts of the Integrity web interface and data may not be displayed 
correctly. If you do not have permissions to change your Internet Explorer settings, you can either 
hold down the Ctrl key when clicking on a link that gets blocked or right-click the link and then click 
Open in a new window. 

To configure Internet Explorer to avoid caching issues: 

1. Start Internet Explorer. 

2. Click Tools > Internet options. 

3. In the Browsing history section of the General tab, click Settings. 

Integrity Web Interface Overview 
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4. In the Check for newer versions of stored pages area, select Every time I visit the 
webpage. 

5. Click OK. 

6. On the Internet Options window, click OK. 
 

Opening the Integrity Web Interface 
Before you can connect to the Integrity server, it must be installed and configured. For more 
information about Integrity installation and the initial configuration, see the Installation Guide. 

Login Authentication 
The authentication process occurs each time you open the Integrity web interface or the Admin 
Utility. Integrity supports the following modes of authentication: 

Application Authentication 
When Application Authentication is selected, you must login with a user ID and password 
defined in Integrity to open the Integrity web interface or the Admin Utility. The administrator must 
create these user IDs in the Admin Utility. 

Windows Authentication 
If Windows Authentication is selected, Integrity uses the currently logged on user to connect to 
Integrity and open the Integrity web interface or the Admin Utility. 

To open the Integrity web interface: 

1. Start a supported browser. 

2. In the URL address field, enter the URL for the Integrity web interface: 

http://ServerName/VirtualDirectory 

ServerName is the name of the web server where Integrity is hosted, and VirtualDirectory is 
the name of the Virtual Directory created in the Admin Utility, such as 
http://ISSserver/Integrity. 

 You can open the Admin Utility, click on the Virtual Directory link, copy the URL 
listed in that window, and paste it into the browser URL address field. 

3. If Application Authentication was selected during installation, type your user ID and password 
on the Login window. 

 If you attempt to login with an incorrect password five times, you are locked out 
until an administrator removes the lock in the Admin Utility. 

 

Changing Your Password 
If Integrity is configured to use Application Authentication, you can change your password 
through the Integrity web interface. 

To change your password: 
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1. In the Integrity web interface, click the Settings icon in the upper-right corner. The Settings 
window is displayed. 

2. Click the Change Password tab. 

3. In the Old Password text box, type your existing password. 

4. In the New Password text box, type your new password. 

5. In the Confirm Password text box, re-type your new password. 

6. Click OK. 
 

Defining Your System Settings 
The Settings window allows you to specify various Integrity system settings, such as the first 
page displayed when you open the Integrity web interface, query, and print settings. These 
settings are divided into Global and User settings. Global settings require Administrator 
permissions to change. 

To change your system settings: 

1. In the Integrity web interface, click the Settings icon in the upper-right corner. The Settings 
window is displayed. 

2. On each tab, review and change the settings you want, and then click Save on that tab. The 
Settings window provides several tabs: 

 Application Settings - Allows you to specify the start page and section when opening the 
Integrity web interface. For more information, see Configuring Application Settings (page 
11). 

 Change Password - Allows you to change your password if Integrity is configured to use 
Application Authentication. For more information, see Changing Your Password (page 
9). 

 Email Settings - Allows you to specify settings that Integrity uses to send email 
notifications. For more information, see Configuring Email Settings (page 11). 

 Groups - Allows you to configure groups with Integrity that work with impact factors. For 
more information, see Configuring Group Settings (page 11).  

 Impact Factors - Allows you to specify settings that Integrity uses to analyze risk in your 
environment. For more information, see Configuring Impact Factor Settings (page 12). 

 Integrations - Allows you to configure third-party application integrations with ICS 
Integrity. For more information, see Configuring Integration Settings (page 12).  

 Normalization - Allows you to create normalized values to group similar names that 
represent a single entity for items such as manufacturers, products, and engineering 
units. Normalized values apply to search results in Vulnerability Management, Inventory, 
and Sensor Data Integrity. For more information, see Configuring Normalization Settings 
(page 13). 

 Print Configuration - Allows you to specify the default paper size, page orientation, and 
headers for reports. This tab provides several other options for printing data displayed in 
the Integrity web interface. For more information, see Configuring Printer Settings (page 
14). 
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 Query Settings - Allows you to specify the query-related settings, such as the maximum 
number of columns to display, the number of rows per page, and several other options. 
For more information, see Configuring Query Settings (page 15). 

 

Configuring Application Settings 
You can configure several settings that determine the page and section first displayed when you 
open the Integrity web interface. Set the values as you would like on the Application Settings tab 
in the User settings area, and then click Save Settings. The options on this tab are defined as 
follows: 

Default Page 
Specifies the page to display first each time you open the Integrity web interface. 

Default Sub Page 
Specifies the subsection to display first each time you open the Integrity web interface. For 
example, if you select Reports in the Default Page field, you can choose whether to display Run 
Reports, Create/Edit Reports, View Reports, or Schedule Reports. 

Include Baseline in asset results 
Specifies whether to display baseline assets in drop-down lists throughout the Integrity web 
interface. Clear this check box to hide baseline assets in drop-down lists. 

If you want to clear your cache of user information, click Refresh Cache. For example, if an 
administrator changes your password or permissions, you should refresh your cache. When an 
administrator adds users or changes passwords, the administrator should use the Admin Utility to 
clear the cache for the whole Integrity web interface as well. 
 

Configuring Email Settings 
In the web interface, you can configure the email server settings for sending notifications from 
Integrity. 

To configure email settings: 

1. Click the Settings icon in the top right navigation bar area. The Settings window is displayed. 

2. Click the Email Settings tab in the Global settings area. 

3. Specify the server and port settings to send notifications. 

4. Select the security protocol to use. 

5. Click Save. 
 

Configuring Group Settings 
The Groups tab of the Settings window allows you to manage groups of impact factors used in 
risk analysis calculations. You can use groups to override default impact factor scores to calculate 
risk for a specific scenario in your environment. For more information, see Understanding Impact 
Factors and Groups (page 176) and Fine-tuning Impact Factor and Group Settings (page 181). 
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To configure groups of impact factors: 
1. Click the Settings icon in the top right navigation bar area. The Settings window is displayed. 

2. Click the Groups tab in the Global settings area.  

3. Click Add Group and add a name and description. 

4. Move impact factors from the left side to the right side of the window to include them in the 
group. 

5. If you want to override the default score for any impact factors in this group, click the Edit 
button next to the impact factor on the right side of the window and select the new default 
score to assign. 

 When you override a default impact factor score, the override applies only to that 
group. 

6. Click OK. 

After you create groups, you can assign endpoints to groups on the Vulnerability Browse and 
Endpoint Risk Analysis windows. 
 

Configuring Impact Factor Settings 
The Impact Factors tab of the Settings window allows you to manage built-in and custom impact 
factors used in risk analysis calculations. For more information, see Understanding Impact 
Factors and Groups (page 176). 

To configure impact factors: 
1. Click the Settings icon in the top right navigation bar area. The Settings window is displayed. 

2. Click the Impact Factors tab in the Global settings area.  

3. Use the left side of the window to manage built-in impact factors. 

 The Vulnerabilities impact factor is always enabled and automatically calculated. 

4. Use the right side of the window to manage custom impact factors. 

When you change a default impact factor score, anything associated with that impact factor will 
have that default score assigned. After you change or add impact factors, you can see updated 
risk scores on the Vulnerability Browse and Endpoint Risk Analysis windows. 

 When you override a default score through a group or endpoint assignment, the 
override applies only to that group or endpoint where you assign the override. 
 

Configuring Integration Settings 
The Integrations tab of the Settings window allows you to specify third-party application 
integrations to access from within ICS Integrity. For example, you can integrate Darktrace threat 
response systems with ICS Integrity. For more information, see Using Third-Party Integrations 
(page 30). 

To configure integrations: 

1. Click the Settings icon in the top right navigation bar area. The Settings window is displayed. 

2. Click the Integrations tab in the Global settings area. 
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3. On the row for the third-party application to integrate, complete the information required to 
connect to the application. 

4. Click Test to verify a successful connection from Integrity. 

5. Move the slider bar to the right to enable polling the integration application. 

 Darktrace requires a valid SSL certificate for polling to succeed. 

6. If the service does not show a status of Running, start the service using the Windows 
Services application. 

7. Click Save. 
 

Configuring Normalization Settings 
You can define a single, normalized, name or value when manufacturers, products, or 
engineering units are represented in different ways in your data. For example, some products in 
your environment could be represented by Microsoft or Microsoft, Inc. Also, you might have 
different versions of the same product that you want to see as a single unit. 

Normalization rules allow you to identify these multiple variations and set a single, normalized 
value that represents all the variations. Normalized values apply to search results in Vulnerability 
Management, Inventory, and Sensor Data Integrity. 

 Ensure that the PASIntegrityScheduler service is running on the Integrity server that 
provides the Integrity web interface. 

To configure normalization settings: 
1. Click the Settings icon in the top right navigation bar area. The Settings window is displayed. 

2. Click the Normalization tab in the Global settings area. 

3. Click Manufacturer/Product/Model or Engineering Units, depending on what values you 
want to normalize. 

4. Click Add Rule, and then enter a name for Normalized manufacturer. This name becomes 
the title for the rule. 

5. In Native search texts, click Add, or +, and enter a string to replace with the normalized 
value. 

6. Repeat Step 4 for each string to replace. 

7. Assign a priority to specify an order for rule to be applied. Priority 1 rules will be applied first. 
You might want this if you have rules for Microsoft and Micro Trend and you don't want the 
normalized value for Microsoft to be applied to Micro Trend. 

8. Click the Products tab or the Models tab to add normalized values for products, versions, or 
models of the manufacturer. The Products tab contains both normalized products and 
versions. 

9. Add normalized names on the left and the corresponding text to be replaced on the right. You 
can enter multiple values in these fields. For example, you can create the normalized product 
value Word and assign multiple native search text strings to be replaced with that value, such 
as MS Word and Microsoft Word. 

10. Click OK and then close the window. The list of normalized values updates when the Integrity 
server finishes applying the normalization rules. 
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You can export and import normalization rule sets to maintain consistency between sites with 
different Integrity servers. To accomplish this scenario, export the rule set to a CFF file using data 
forwarding steps, and then import the rule set from the CFF file using data receiving steps.  

For more information, see the Administration Guide. 
 

Configuring Printer Settings 
The Print Configuration tab in the User settings area allows you to specify the default settings 
for how Integrity prints your reports. You can override these default settings when you send a 
report to a printer. For example, you can specify the default paper size and page orientation 
settings, and then override those settings for specific reports. 

This tab also allows you to specify additional printer settings, such as whether to show various 
properties when printing control maps. You should review and configure these printer settings 
before printing information from any window in Integrity. 

To configure the printer settings: 

1. Click the Settings icon in the top right navigation bar area. The Settings window is displayed. 

2. Click the Print Configuration tab in the User settings area. 

 
3. In Select Paper Size, choose the default paper size to use when displaying reports. 

4. In Select Page Orientation, choose whether to display reports in portrait or landscape layout 
by default. 

5. In Set Headers, type the information you want to include as header information on printed 
pages, including the reports. 

6. In Map Properties, specify how to save the control map layout. In Auto Save Layout of Most 
Recent Objects in Current Session, specify a number greater than 0 to save the layouts of 
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that many most recently mapped objects in the current session. To display the saved layout 
on the Map tab for an object, click Reload Layout. 

7. In Report Properties, specify how Integrity prints and saves control map reports by 
completing the following steps: 

a. If you want to exclude references to other assets in your control maps, check Show 
References of Same Asset Only. 

b. In References Input, Output Levels, specify the number of input and output reference 
levels to include in your control maps. The maximum value recommended for input and 
output reference levels is 3 and 3. 

c. Specify whether to print maps as PDF or Visio files. Visio files apply only to Logic Map, 
Device Control Map, MFC Logic Block Map, Control Map, and SFC reports. 

d. Choose whether the control map is displayed on a single page or across multiple pages. 
In a PDF file, the control map is on a single page. 

8. In Map Signature Block, assign a value to each placeholder in your signature block template 
by completing the following steps for each place holder you use in your signature block: 

a. In Place Holder, select the placeholder variable, such as &LOGO, for which you want to 
assign a value. 

b. In Value, specify the value for the selected placeholder variable. 

c. Click Add. 

These values apply only to the Logic Map, Device Control Map, MFC Logic Block Map, 
and Control Map. 

9. Click Save. 
 

Configuring Query Settings 
You can configure the maximum number of columns to display in query results, as well as the 
number of rows per page. You can also adjust several other options to control how Integrity 
displays query results. Set the values as you would like on the Query Settings tab in the User 
settings area, and then click Save. 

If an administrator has categorized changes using the built-in categories, such as All, 
Operations, Maintenance, and Security, you can make these categories available in your Query 
Builder and in the options on the Changes window. 

To enable change tracking category selection in Query Builder: 

1. In the web interface, click the Settings icon in the upper-right corner. The Settings window is 
displayed. 

2. Click the Query Settings tab in the User settings area. 

3. Check the Enable Modification Categories check box. 

4. Click Save. 
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Once saved, the change categories are available in the Query Builder. When you select this check 
box, these categories are also available in the options on the Changes page. The following figure 
shows the categories on the show changes section in Query Builder. 

 
 

Understanding the Integrity Web Interface 
The Integrity web interface provides navigation to all Integrity features. Each link in the navigation 
bar on the left provides access to a set of functions. Some areas may require additional licenses. 

 
As you select items in the asset explorer tree, information about the selected item is displayed in 
the right pane. Each tab in the right pane provides a set of information about the selected item, 
such as properties or the associated notes. 

Common Buttons 
The buttons in the right pane of the Integrity web interface provide many usability features as 
described in the following table. 

Button Description 

 
Settings - Opens the Settings window, which allows you to configure how your 
Integrity web interface opens, how queries are structured, and how information 
is printed. 

 
Help - Opens the online help, which provides information about configuring, 
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Button Description 
managing, and using Integrity. 

 
Log Out - Signs out the currently logged in Integrity user. This option is available 
only when you are using Application Authentication. 

 
Favorite - Adds the current object to your list of favorites. You can click the down 
arrow next to this button to display your favorites, and then click a link to display 
that object. 

 
History - Displays a linked list of the previous objects you have viewed. You can 
use this list to view previously displayed information. 

 
Navigation Path - Displays the navigation path for the currently displayed object. 

 
Link - Opens a window with the URL for the object currently displayed. You can 
then copy the URL and share it as needed when directing someone to 
information. 

 
New Tab - Displays the right pane of information, with all the asset viewer tabs, 
in a new browser tab. The new tab does not include the navigation bar. 

 
Show All Columns - Displays all columns of information instead of the limited set 
of currently displayed columns. This button is on tabs with many columns of 
information. 

 
Export to Excel - Exports the currently displayed information to an Excel file. 
Integrity creates an XLSX file with the columns of information. 

 
Save - Saves the currently displayed file to your computer. Most browsers 
prompt you to specify where you want to save the file. 

 
Print - Opens the Print window, which allows you to print a printer-friendly 
version of the columns of information. 

Column Icons 
The columns in the right pane of the Integrity web interface provide several icons as described in 
the following table. 

Button Description 

 
Filter - Allows you to filter the displayed rows of data based on the value of that 
column. You can specify a multi-part filter with operators such as Contains or 
Starts with. 

 
Menu - Displays a drop-down menu with multiple options for that column, such 
as Sort and Filter. You can also select which columns to show and which to 
hide. 
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License Indicators 
The top-right bar of the Integrity web interface provides an indicator for the state of your license as 
shown in the following figure. 

 
The following table provides a description of each license indicator icon. 

Icon Description 

 
Valid License - Your license is valid. 

 
Temporary License - Your currently-installed license is a temporary license. 

 
Expiring License - Your license is scheduled to expire in the near future. 

 
Expiring Maintenance - Your maintenance is scheduled to expire in the near 
future. 

 
Expired Maintenance - Your maintenance agreement has expired. 

 
 

Customizing the Integrity Web Interface Home Page 
You can customize the Home page of the Integrity web interface to display the information you 
need. You can select multiple modules to add to the Home page and you decide where to place 
each module. You can also choose the layout for the entire page, such as how many columns and 
the relative size of those columns. 

When you first open the Integrity web interface, the Home page is similar to the following figure. 
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After you add a module to the page, you can configure the module properties. You can also 
choose to minimize one or more modules. 

 
The following table lists the available modules. 

Module Displays 

Defect Finder defects for the selected asset. 

Query the results of a predefined query. 

Change Tracker a summary of changes for the selected asset. 

Spares/Reservations spares and/or reservations for the selected asset. 

User Notes notes entered for the selected asset. 

Report Packages any report packages created for the selected asset. 

Key Performance 
Indicators 

key performance indicators for the selected asset. 

Custom Information any text or link in the format of http://pas.com. 

Last Import the date and time of the last import for the selected asset. 

Import Trend Trend data for a specified date or time range on the imports. 

To configure your Home page: 

1. In the Integrity web interface, click Home > Edit Home. 

2. Click the column layout you want to use. 

3. Click OK on the confirmation message window. 

4. Click Home > View Home. 
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5. Choose the zone where you would like to place a module and click the Click to add modules 
to this zone button for that zone. 

6. On the Catalog window, check the check box for each of the modules you want to add to that 
zone, and then click Add. 

7. For each added module, edit the module configuration by completing the following steps: 

a. Click the Edit icon in the title bar of the module you want to edit. 

 
b. In the Configure Module area, make changes as needed to specify the properties for the 

module. The properties vary based on the module you are editing. 

c. Click OK. 

8. If you want to remove a module from your Home page, complete the following steps: 

a. On the Home page, click the Delete icon in the title bar of the module you want to delete. 

 
b. Click OK to confirm deletion. 

 

Minimizing and Restoring Home Page Modules 
You can minimize a module on your Home page of the Integrity web interface to hide the contents 
of that module. The down arrow then changes to an up arrow, which allows you to restore the 
module to show its contents. 

To minimize or restore a module: 

1. In the Integrity web interface, click Home > View Home. 

2. If you want to minimize a module, click the down arrow in the title bar of a module next to the 
module name. 

 
3. If you want to restore a minimized module, click the up arrow in the title bar of a module next to 

the module name. 
 

Exploring Assets 
The Integrity web interface provides several ways for you to view and explore assets and objects: 



 Integrity Web Interface Overview 
 

 

ICS Integrity User Guide 21 
 

Asset Explorer 
Asset Explorer provides a hierarchical list of assets. The objects under each asset are determined 
by the asset model for that asset type and can be customized by an administrator. To expand an 
asset or object and view the children objects, click the arrow next to the asset or object. To display 
information about an object, click the object name in the hierarchical list. The right pane displays 
the object information organized on one or more asset viewer tabs. For more information, see 
Using the Asset Explorer (page 21). 

Hardware Overview 
Hardware Overview displays the hardware components of an asset. Once you select an asset, 
you can then click on any component to view items under that component. For more information, 
see Using the Hardware Overview (page 22). 
 

Using the Asset Explorer 
Assets are arranged in the Asset Explorer in a hierarchical list based on the import structure and 
how the administrator organized the top-level assets (data owners). 

 To improve performance, Integrity caches items in the asset explorer and periodically 
updates this information. A newly added item may not be immediately included in the asset 
explorer. The update interval is short so the item should be available soon. 

 
As you select a specific asset, details for the asset are displayed in the right pane in one or more 
asset viewer tabs. The type of asset selected determines which tabs are available. Click each tab 
to view information and details about the asset. For more information, see Using Asset Viewers 
(Tabs) (page 35). 

To view asset details: 

1. From the Integrity web interface, click Asset Explorer > Asset Explorer. 
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2. Navigate through the hierarchical list by clicking the arrow next to an asset or object until you 
locate the asset for which you want to view details. 

3. Click the name of the asset or object you want. The right pane displays one or more tabs of 
information about the selected asset or object. 

4. Click the tabs to review those details in the desired asset viewers (tabs). 

5. If you have configured an integrated third-party application, the item details include a property 
for the integrated application and a link to the application. 

6. If you click a link to an integrated third-party application, the application launches in a browser 
with the focus set to the object you are viewing in Integrity. The third-party application includes 
a link to the object in Integrity. 

 

Using the Hardware Overview 
When you select an asset on the Hardware Overview page, Integrity displays its hardware 
components. Clicking on any component displays the items under it. A golden colored border of a 
hardware component indicates that the component has one or more notes. 

 

To view hardware details: 

1. From the Integrity web interface, click Asset Explorer > Hardware Overview. 

2. In Assets, select the asset for which you want to view hardware details. 

3. Click a component to view the items under that component. 

4. Click an item in the list at the bottom to display the details about that item in the right pane. 
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S E C T I O N  2  

The ICS Integrity web interface allows you to access the various ICS Integrity features. This 
interface is similar to the Integrity web interface, but the ICS Integrity web interface provides many 
additional features, such as patch and vulnerability management. A few features, such as punch 
lists and spares, are available only in the Integrity web interface. For more information about 
finding the exact information you need, see Viewing and Searching Data (page 35) and Reporting 
and Queries (page 101). 
 

Getting Started with ICS Integrity 
ICS Integrity provides a web interface and the Admin Utility. To perform initial setup and 
configuration tasks, as well as ongoing maintenance and management tasks, you need to use the 
Admin Utility.  

For more information about the Admin Utility, see the Administration Guide. 

The web interface allows you to perform many tasks, from reviewing the collected data and 
identifying changes to organizing your work with workflow cases and performing vulnerability and 
patch management tasks. 
 

Opening the ICS Integrity Web Interface 
Before you can open the ICS Integrity web interface and connect to the Integrity server, it must be 
installed and configured. For more information about ICS Integrity installation and configuration, 
see the Installation Guide.  

For more information about configuring additional ICS Integrity features, see the Administration 
Guide. 

Avoiding Caching Issues 
The ICS Integrity web interface can use the Internet Explorer browser and can use cached data in 
a similar manner as the Integrity web interface. If you use Internet Explorer for your browser, 
before you open ICS Integrity in your browser the first time modify several Internet Explorer 
security settings to allow ICS Integrity to run properly. These settings help ICS Integrity cache data 
correctly. For more information, see Configuring Internet Explorer (page 8). 

Login Authentication 
The authentication process occurs each time you open the ICS Integrity web interface or the 
Admin Utility. ICS Integrity supports the following modes of authentication: 

Application Authentication 
When Application Authentication is selected, you must login with a user ID and password 
defined in ICS Integrity to open the ICS Integrity web interface or the Admin Utility. The 
administrator must create these user IDs in the Admin Utility. 

ICS Integrity Web Interface Overview 
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Windows Authentication 
If Windows Authentication is selected, ICS Integrity uses the currently logged on user to 
connect to ICS Integrity and open the ICS Integrity web interface or the Admin Utility. 

To open the ICS Integrity web interface: 

1. Start a supported browser. 

2. In the URL address field, type the URL for the ICS Integrity web interface: 

http://ServerName/VirtualDirectory/cyber 

ServerName is the name of the web server where Integrity is hosted, and VirtualDirectory is 
the name of the Virtual Directory created in the Admin Utility. For example, 
http://ISServer/Integrity/cyber. 

3. If Application Authentication was selected during installation, type your user ID and password 
on the Login window. 

 If you attempt to login with an incorrect password five times, you are locked out 
until an administrator removes the lock in the Admin Utility. 

 

Setting Your Password and System Settings 
The Settings window provides several tabs that allow you to change your password and specify 
various system settings, such as the query and print settings. For more information, see Changing 
Your Password (page 9) and Defining Your System Settings (page 10). 
 

Understanding the ICS Integrity Web Interface 
The ICS Integrity web interface provides navigation along the left. Some areas may require 
additional licenses. In addition, the Location tree at the top of the window provides secondary 
navigation within the asset hierarchy defined for your organization. The following sections provide 
more information about the ICS Integrity web interface: 

 ICS Integrity Navigation (page 25) 

 ICS Integrity Buttons and Icons (page 25) 

 ICS Integrity Security (page 25) 
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ICS Integrity Navigation 
ICS Integrity provides two main navigation areas to help you navigate to the features you need for 
your set of assets. Each link in the navigation bar on the left provides access to the ICS Integrity 
features, from policies and workflows to patch assessment, compliance, and reports. For more 
information about these features, see Understanding the ICS Integrity Features (page 26). 

 
ICS Integrity also provides the Location tree, which is a second navigation area that allows you to 
navigate within the asset hierarchy for your organization and limit information displayed 
throughout ICS Integrity to the location node you select. This navigation area is located at the top 
of the ICS Integrity web interface and is populated based on your permissions. The information 
displayed throughout ICS Integrity corresponds to the location selected in the tree. 

When you choose the Asset Hierarchy item on the left, you can drill-down through the Asset 
Hierarchy to find the asset you need. For more information, see Using the Asset Hierarchy (page 
29). 
 

ICS Integrity Buttons and Icons 
The ICS Integrity web interface and the Integrity web interface use many of the same common 
buttons and icons. For more information, see Understanding the Integrity Web Interface (page 
16). 
 

ICS Integrity Security 
One way to protect systems from malicious attacks or accidental settings is to restrict access and 
control to authorized individuals based on their role and function. The Users and Groups window 
of the Admin Utility allows administrators to grant or deny individual users or groups of users 
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access to sensitive areas. Administrators can also use Configuration Manager to define the asset 
hierarchy and grant or deny access based on that hierarchy.  

For more information about managing users and groups, see the Administration Guide. 
 

Understanding the ICS Integrity Features 
ICS Integrity provides a comprehensive solution to help you protect your organization from 
malicious or inadvertent changes and safety and reliability threats. These features enable you to 
inventory your assets, identify and assess risks, and manage changes and compliance 
throughout your organization: 

Dashboard 
The dashboard provides a high-level view of policy exceptions and other indicators. You can 
configure these indicators using the Admin Utility. ICS Integrity also allows you to integrate the 
PAS Dashboard with comprehensive, customizable widgets designed to meet your specific data 
analysis needs. For more information, see Using the ICS Integrity Dashboard (page 27). 

Asset Hierarchy 
The asset hierarchy allows you to organize your assets into parent/child groupings that help you 
manage and drill-down to view the specific assets you need to manage. The administrator defines 
the hierarchy using the Admin Utility or Configuration Manager. For more information, see Using 
the Asset Hierarchy (page 29). 

Asset Discovery 
ICS Integrity can help you maintain a complete and current inventory of IT and OT assets. 
Networks and devices on the Process Control Network (PCN) are constantly changing. New 
systems are added, existing systems are removed, and unauthorized devices may connect. To 
ensure security and compliance, we must know what assets or devices exist at all times. ICS 
Integrity can gather data from assets or devices connected to the PCN to determine what is and is 
not on the PCN. For more information, see Understanding Automated Asset Discovery (page 
138). 

Inventory 
The inventory explorer allows you to view all the IT and OT assets on the PCN by searching or 
browsing and drill-down to a specific area from summary displays. The inventory items for the 
asset inventory ensure that both proprietary and non-proprietary inventory items are displayed in a 
single view. For more information, see Understanding Inventory Items (page 121). 

Configuration Management 
This area includes change management and tracking, configuration policy management, and 
baselines. Policies allow you to monitor specific configuration parameters for your deployment 
and report when these parameters fall outside a defined limit. Baselines allow you to define 
standard system configurations and ICS Integrity can identify when a system deviates from that 
standard. With these powerful capabilities, ICS Integrity provides extensive configuration 
management. For more information, see Using Baselines and Policies (page 158) and 
Understanding Change Tracking (page 50). 
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Vulnerability and Patch Management 
ICS Integrity can automatically download the latest known vulnerability and patch information and 
compare it against the information imported from your assets. ICS Integrity can determine the list 
of patches that should be applied to the monitored assets. You can also identify the list of assets to 
investigate for potential vulnerabilities. Combined with workflow cases and views, this feature 
helps you manage identified assets and remediate or mitigate potential vulnerabilities. For more 
information, see Using Vulnerability and Patch Management (page 171). 

Workflows 
ICS Integrity provides a built-in workflow engine that you can use to define processes to follow for 
common tasks, such as evaluating and implementing patches. You can create checklists and 
define notifications as needed. ICS Integrity also includes a set of example security workflow 
templates. Using defined workflows, you can manually create a workflow case and assign it to 
someone, or cases can be created automatically, based on detected conditions or triggers. For 
more information, see Understanding Workflows and Cases (page 81). 

Compliance Documentation and Reporting 
ICS Integrity works with the Compliance asset module, which provides the requirements for a 
regulatory, industry, or company standard. The Compliance asset module states the 
requirements, allows you to document how your facility complies with the requirement, and 
provides links to reports that document your compliance. The NERC CIP compliance library is 
currently available. For more information, see Understanding Compliance - NERC CIP (page 
170). 

Standard Report Templates 
ICS Integrity provides an extensive list of reports to help you manage your assets. These reports 
provide the details you need. For more information, see Understanding the ICS Integrity Reports 
(page 31). 

Topology Risk Analytics 
The PAS Topology asset model provides risk analytics visualization capabilities to help you 
identify and visualize OT (Operational Technology) and IT risks. PAS Topology uses the 
information collected by the Network Devices and Recon asset models to identify systems and 
devices on your network. For more information, see PAS Topology Asset Model Implementation 
Guide. 

Windows Event Analytics 
ICS Integrity and the PAS Recon asset model allow you to collect Windows event logs from 
computers throughout your organization. Event analytics provides visibility into the health and 
Integrity of IP networked computer systems and components. You can view the Windows event 
data and analytics and configure notifications in the ICS Integrity web interface. For more 
information, see Viewing Event Analytics (page 32). 
 

Using the ICS Integrity Dashboard 
ICS Integrity provides the Dashboard navigation link, which displays a dashboard defined by the 
administrator. If the administrator integrates the PAS Dashboard product, ICS Integrity displays 
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the defined view as the Dashboard page. For more information, see the PAS Dashboard User 
Guide. 

ICS Integrity also provides a built-in dashboard of up to six summary indicators, which are set by 
the administrator. The configuration of each indicator includes its category, such as Inventory, 
Change Tracking, or Policy Exceptions. 

ICS Integrity provides a wide range of asset inventory indicators that provide valuable information. 
The dashboard the administrator configured may include information about inventory changes, 
operating system policy exceptions, Windows services policy exceptions, and unreconciled 
security changes. 

For more information about configuring these indicators, see the Administration Guide. 

The following view is a representation of the ICS Integrity built-in dashboard with the indicators 
configured. A numerical count of instances is placed directly to the left of the Indicator name. 

 
 Your defined role and the selection in the Location tree determine the data displayed in 

the ICS Integrity dashboard. 

When you click on the bar graph associated with a metric, a page displays details associated with 
the view. In the detailed view, each row item has a link to provide more detailed information. 
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Using the Asset Hierarchy 
An asset can have many relationships. For example, the following diagram represents an asset 
and the relationships that asset has. 

 
In ICS Integrity, the parent/child or hierarchical relationship between various items is represented 
in the asset hierarchy. This hierarchy allows you to drill-down to view the assets within your facility. 
The asset hierarchy is displayed when you click the Asset Hierarchy navigation link and as you 
view more details about an asset. 

The hierarchy for each asset is defined both programmatically based on the asset type and 
through configuration tasks an administrator performed to define the asset hierarchy so it 
represents your specific environment.  

For more information about defining the asset hierarchy, see the Administration Guide.  
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An administrator can create different views of your assets, such as physical, logical, and 
hierarchical views. Through these hierarchies, you can access and view information about your 
assets. The following figure illustrates a sample hierarchical view that administrators can 
configure to represent your organization. 

 
Your site or organization can configure the hierarchy to display the same information in a physical 
or logical view depending on your needs. The following figure illustrates the hierarchy seen above 
in a physical and logical view. 

 
 To improve performance, ICS Integrity caches items in the asset hierarchy and 

periodically updates this information. A newly added item may not be immediately included in the 
asset hierarchy. The update interval is short so the item should be available soon. 
 

Using Third-Party Integrations 
ICS Integrity includes the ability to integrate with third-party applications, such as Darktrace threat 
response systems. In the Topology view, you can visualize asset risk, including accessing some 
third-party applications that also monitor your assets. These integrations allow you to link directly 
to third-party applications to investigate alarms as well as link to the Integrity asset hierarchy from 
those applications. 
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The asset hierarchy defined for your environment includes integrated third-party applications that 
you have configured in Integrity. When you click a link to an integrated third-party application, the 
application launches with the focus set to the object you are viewing in Integrity. Integration 
applications also contain links to the Integrity asset hierarchy. 

For more information about configuring third-party integrations, see Configuring Integration 
Settings (page 12). 
 

Understanding the ICS Integrity Reports 
Currently, ICS Integrity reports are associated with the asset model from which the data is derived. 
For example, the Security Patches Not Implemented report is associated with the PAS Recon 
asset model. The following set of preconfigured reports and the data they provide depend on your 
permissions to view the data: 

Cyber Asset Open Ports Report 
List of Open Ports per Cyber Asset with the justification and approval state. This report is 
associated with the PAS Recon asset model. 

Cyber Asset Service Report 
List of services per Cyber Asset with the justification and approval state. This report is associated 
with the PAS Recon asset model. 

Security Patch Source Report 
List of patch sources by Cyber System across the implementation facility. This report is associated 
with the PAS Recon asset model. 

Security Patches not implemented Report 
List of applicable patches for a Cyber Asset not installed. This report is associated with the PAS 
Recon asset model. 

Anti-Malware Deployment Report 
List of Cyber Assets with anti-malware installed, listing the anti-malware and version. This report is 
associated with the PAS Recon asset model. 

Anti-Malware Updates Report 
List of virus definition changes for a Cyber Asset over a time period. This report is associated with 
the PAS Recon asset model. 

User Account Changes Report 
Changes to User Accounts or people added or removed from Cyber Assets. This report is 
associated with the PAS Recon asset model. 

Shared and Generic User Accounts Snapshot Report 
List of shared or generic user accounts listed by Cyber Asset and Cyber System. This report is 
associated with the PAS Recon asset model. 
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Cyber Asset Backups 
List of backups performed on a Cyber Asset over a time period. This report is associated with the 
PAS Recon asset model. 

Cyber Assets per Cyber System and Asset Report 
List of Cyber Assets associated with a physical asset listed by Cyber System. This report is 
associated with the PAS Recon asset model. 

Asset List with Risk Ranking 
List of physical assets with their location and associated risk ranking. This report is associated 
with the PAS Cyber Integrity asset model. 

Cyber Systems with Risk Ranking and Essential Status 
List of Cyber Systems associated with a physical asset, including risk ranking and essential 
status. This report is associated with the PAS Cyber Integrity asset model. 

Configuration Policy Detail Results Report 
List of details for a single policy by one or more assets with Pass/Fail results. This report is 
associated with the PAS Policies asset model. 

Configuration Policy Overview Report 
List of configuration policies with approval dates. This report is associated with the PAS Policies 
asset model. 

Configuration Policy Settings Report 
List of settings for a single policy with approval and justification date. This report is associated with 
the PAS Policies asset model. 

For more information about reporting in general, creating and modifying reports, and printing 
reports, see Understanding Reporting (page 114). 
 

Viewing Event Analytics 
Event logs are special files that record significant events on your computer, such as when a user 
logs on to the computer or when a program encounters an error. When these types of events 
occur, Windows records the event in an event log. You can view the Windows event data and 
analytics from the ICS Integrity web interface. 

The Event Analytics Summary tab allows you to easily monitor critical Windows systems in your 
environment for all assets in scope. Customizable widgets give you visual representations that 
provide proactive insight into system health, aid in troubleshooting, and reduce the risk of an 
outage. ICS Integrity provides the following preconfigured widgets to see data from the previous 
30 days: 

 Events by Criticality 

 Events by Time 

 Events by Category 
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The Event Analytics Settings tab allows you to see and configure events in the Windows event 
viewer and allows you to specify which Windows events should generate email notifications. By 
default, ICS Integrity monitors events recommended by Microsoft and other sources in your 
environment so that the highest criticality events are automatically monitored. You can add other 
events that are important in your environment as custom events to monitor. 
 

Customizing the Event Analytics Summary 
Before you can see your data in the Event Analytics Summary page, your administrator should 
configure settings in the PAS Dashboard. For more information, see the PAS Dashboard User 
Guide. 

In addition to the preconfigured widgets, ICS Integrity also provides a set of widgets about 
important events that you can add to PAS Dashboard views, such as the following logon failures: 

 Failed logons due to bad password 

 Logon failures due to unknown user name 

 Failed logons due to account disabled 

 Logon failures due to account or password expiration 

 Logon failures during non-working hours 

 Number of user-initiated logons 

 Remote interactive logons 

 Logon attempts using explicit credentials 

You can customize the preconfigured widgets on the Event Analytics Summary page and add 
widgets to it. 

1. From the ICS Integrity web interface, click Event Analytics > Summary. 

2. Click the Navigation Path and select a location in the tree to display data for assets starting 
from that location. 

3. Click on individual event counts to drill down to more details. 

4. Click Edit Current Dashboard View. 

The visual editor allows you to resize and arrange widgets by directly interacting with a 
preview of the widgets within the view. 

5. If you want to add widgets to the summary, click the plus sign (+) and then use the visual 
editor to customize any settings for that widget. 

6. Click Save when you are done editing your view. 

For more information, see the PAS Dashboard User Guide. 
 

Customizing Settings and Notifications 
The Windows event viewer displays collected event log messages along with descriptive 
information from Integrity to help you identify message sources and to see how many times the 
errors have occurred in your environment. You have several options to drill down to the 
information you want to see, including the following: 

 Show default or custom events 
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 Add new events to monitor 

 View events by source 

 View events in a specific time range 

 Filter any column and multiple columns with advanced filtering options 

After you have displayed the events you want to focus on, you can export or print the information. 
You can also easily specify which Windows events should generate email notifications. 

1. From the ICS Integrity web interface, click Event Analytics > Settings. 

2. On the Events tab, customize which events you want to monitor and how you want to view 
them. For example, you can select to view default or custom events, and you can view events 
from a single source or all sources. 

3. If you want to change whether an event is monitored, click the row containing the event, and 
then click the Monitor or Unmonitor button next to the Add New Event button at the top of 
the tab. 

 When you change whether an event is monitored or unmonitored, the position of 
the event in the table might change, depending on your filter settings. 

4. If you want to edit event details, click the Edit button on the row for that event and complete 
the following steps: 

a. Change values in the fields that are enabled for editing. 

b. Click OK. 

 If you edit event details for an unmonitored event, the event automatically changes 
to a monitored event, which might change the position of the event in the table, depending on 
your filter settings. 

5. If you want to configure email notifications, click the Notifications tab, complete the required 
fields, and then click Save. The events listed on the Events tab will be included in the 
notifications. 

 For notifications to succeed, your administrator needs to configure mail server 
settings. For more information, see Configuring Email Settings (page 11) and the 
Administration Guide. 
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S E C T I O N  3  

Integrity provides several ways to explore the assets within your organization and view details 
about those assets. You can search and sort to find exactly what you need, and then drill-down to 
the details and related information. The topics in this section provide an overview of how to find 
what you need, as well as how you can add notes to assets: 

 Using Asset Viewers (Tabs) (page 35) 

 Searching the Database (page 42) 

 Concurrent Users and Object Locking (page 45) 

 Using Notes (page 47) 
 

Using Asset Viewers (Tabs) 
Asset viewers allow you to review the details of a specific asset. When you select an asset in the 
left pane, Integrity displays information about the asset in one or more viewers, each represented 
by a separate tab, in the right pane of the window. 

 
Asset viewers are also available in other areas of the product to display the data you need. Each 
asset type can have unique types of data that require custom viewers to display the data. The 
asset model for each asset type provides these custom viewers. The following sections describe 
several of the available viewers to provide an example of the information available in Integrity. 

In addition to these viewer tabs, you can use reports and queries to get the information you need. 
For more information, see Reporting and Queries (page 101). 

Viewing and Searching Data 
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Alarms Viewer 
Integrity provides an Alarms viewer for several types of objects. For example, the Alarms viewer 
allows you to view all the alarms for a tag. 
 

Changes Viewer 
Integrity tracks the changes to all objects and maintains an audit trail in its database. The Changes 
viewer displays the audit trail of the changes to the selected object. You can choose to Highlight 
Differences or Unhighlight Differences by clicking the toggle button. 

 
If you have the PAS Workflows asset model installed, when you select a change by checking the 
check box in the left column, you can perform the following actions: 

 Assign the change to an existing workflow case by clicking on the + button. 

 Unassign the change from a case by clicking the x button. 

 Create a new case for the change by clicking the document icon button. 

 Assign the change to a case by typing the case ID and clicking the check mark. 

If you do not have the PAS Workflows asset model installed, when you select a change by 
checking the check box in the left column, you can Acknowledge or Unacknowledge the 
change. Then, Integrity displays a pop-up window that allows you to type comments in the 
Comments field, and then click Submit. 
 

Controller Viewer 
You can use the Controller viewer to display information about controllers. This viewer tab is 
available only when you select a controller. 
 

CL File Viewer 
You can use the CL File viewer to display information about CL programs. This viewer allows you 
to search for and skip to the next or previous occurrence of a search term. 
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When you search for a term, Integrity highlights all occurrences of the specified term in the CL file 
in yellow. Integrity highlights the currently selected occurrence in green. To highlight the next 
appropriate occurrence in green and scroll the viewable area so that it is visible, click Next (>) or 
Previous (<). This viewer tab is available only when you select a CL program object. 

 
To enable or disable the highlighting for code syntax, click Highlight. If you want to ignore 
comments in your search, click the Ignore icon. 
 

Defect Viewer 
The Defect viewer allows you to view data defects for an object. The asset model identifies these 
defects when the data is imported into Integrity. 
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Display Viewer 
The Display viewer allows you to view an image file. This viewer can display image files in BMP, 
GIF, and TIF format. This viewer tab is available only when you select an object that contains a 
display image as a property. 

 
 

Email Viewer 
The Email viewer displays the contents of imported emails. 
 

File Compare Viewer 
The File Compare viewer allows you to view differences between two versions of an ASCII file. 
This viewer tab is available only when you select an ASCII file object, such as an EB, EL, CL, or 
TXT file. This viewer displays a list of versions of the file that include differences, if applicable. 

To compare two versions, select the check boxes next to the two versions of the file, and then click 
the Compare button in the upper-right corner. The contents of the file are displayed with the 
differences highlighted. Deleted lines are highlighted in blue, changed lines are highlighted in red, 
and inserted lines are highlighted in green. 

The Deleted, Changed, and Inserted buttons allow you to find and highlight the next difference of 
that type in the displayed file version. The Clear button allows you to clear the highlighting. 
 

Flowchart Viewer 
The Flowchart viewer provides a graphical presentation of sequence programs. Shapes represent 
the logic and statements. The viewer indicates the sequence in which the programs are run with 
connecting arrows. 
 

IP Addresses Viewer 
The IP Addresses viewer displays ping information for a given range of computers in a plant area. 
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Logic Viewer 
The Logic viewer displays logic from logic tags, device control tags, and multifunction controller 
blocks. The Logic viewer for Foxboro I/A assets graphically displays the logic from CALC blocks, 
CALCA blocks, Logic blocks, and Math blocks. 

The MFC Logic viewer is similar to the Logic viewer. This viewer tab is available only when you 
select an object type that has a logic block. To print the map to a Visio file, click the Print icon. 
 

Map Viewer 
The Map viewer generates a control map for the selected object, if applicable. To improve map 
generation performance and to avoid time-out issues, the maximum number of objects in a control 
map is set to 100. When the maximum number is reached, you need to collapse previously 
expanded objects so that you can expand other objects. The map provides expand and collapse 
buttons so you can also view objects inside container objects and other objects connected to an 
object. To view the properties of an object, right-click on the object, and then click Properties. 

 
To view the control block of an object in a separate browser tab, right-click on the object, and then 
click View in new tab. The full set of object viewers opens in a new tab in your browser. 

The objects inside a container object can be small and their labels may be difficult to read. To 
quickly identify an object when its label is illegible, mouse-over the object to display a tool tip that 
shows the name of the object. You can also zoom in to read the labels. All objects are printed as 
displayed. 

At the top of the Map tab, the map navigator panel provides options to adjust how the control map 
is displayed. For example, you can use the map navigator options to select other objects 
connected to the currently selected object and to manipulate the view. The map navigator panel 
also indicates the number of objects in the map and allows you to save and reload the layout. The 
image in the top right allows you to identify which part of the expanded control map you are 
currently viewing. If objects are outside of the viewable area, click the map and drag it to view 
other parts of the map. 
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You can use filters to restrict the amount of information in the map. The map filters, available 
through the Edit Filters button, are defined as follows: 

Inputs 
Reduces the input connections displayed for the selected object. This filter does not apply to the 
container object. 

Outputs 
Reduces the outputs displayed for the selected object. This filter does not apply to the container 
object. 

Type 
Displays only the objects of the selected types. 

Property 
Filters the map to include only the objects that have the same property and value equal to that of 
the target object. 

Same asset only 
Displays only the objects from the same asset in the control map. 

 
 Maps saved using the Save Layout button have the Saved Layout indicator text next to the 

Reload Layout button. 

 Visio must be available on the Integrity server to generate reports from control maps. If you 
save a map as a Visio file and include it as a section of a report, the Visio Viewer is required to 
view the control map from client machines. 

 You can add a logo to maps printed to Visio. The logo can be up to 160 pixels wide. If the logo 
is smaller than 160 pixels wide, Integrity scales the logo to be 160 pixels. If the logo is larger 
than 160 pixels wide, Integrity crops the logo. 

 A Reports folder is automatically created to store control map reports. The folder is on the 
Integrity server in the same location as the Integrity installation folder. 

 

Notes Viewer 
The Notes viewer displays additional information from stored notes for the selected object. To 
open the Notes viewer for the selected object, click the Notes tab. 

To open the Notes Summary page for all objects, click the Notes navigation item. You can then 
select an asset and click an object name to display the Notes viewer for that object. For more 
information about notes, see Using Notes (page 47). 
 

Program Viewer 
The Program viewer allows you to view a text file, such as a program source file. You can search 
for text in the viewer and use the next and previous buttons to cycle through the results. 
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Properties Viewer 
The Properties viewer allows you to view the properties and values for the selected object. 
 

References Viewer 
The References viewer allows you to review the references for the selected object from other 
objects. Integrity displays the referenced objects under the respective headings as links. By 
default, Integrity displays all references for the selected object. To filter the results, clear the 
Inputs, Outputs, or Attachment options. To display references for other assets, select the Other 
Assets option. 

 
 

Reserve Viewer 
The Reserve viewer allows you to reserve a single spare object in Integrity. You can select the 
project for which you are reserving this asset. Other fields allow you to specify a description, 
comments, and more. 
 

SFC Viewer (Delta V or Foxboro I/A) 
The SFC viewer allows you to view the steps and transitions from the DeltaV control modules or 
Foxboro I/A DEP, EXC, and IND blocks. 
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Tags Viewer 
The Tags viewer allows you to review and export many columns of information about the tags for 
the selected tag type. 

 
 

User-Defined Viewer 
The User-Defined viewer allows you to add unique custom properties and values to any object. To 
add a property, click Add, and type the property name and a value for the property. Then, click 
Save Changes. 

 Administrators can add common, user-defined properties, which apply to all objects of 
that type (per asset). 
 

Searching the Database 
The Search page allows you to search the Integrity database or attached files. Searches can 
include: 

 text from any file, such as a program file, attached to an object. 

 text contained in an object property in the database. 

 an object name in the database. 

 deleted objects within the database. 
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You can choose to perform the search across all assets and all object types or across a selected 
asset. If you select an asset, you can choose to search all object types within the asset or a single 
object type. 

 
On the Search page, the Asset and Object Type fields allow you to type directly into the field, or 
you can select an item from the list. When you type in the field, the list scrolls automatically to a 
matching value. For example, if you type TA and then click the Object Type list, the list 
automatically scrolls to TAG object type. Click or press Enter to select. 

 You can select an object type if you select one asset. If you select more than one asset, 
or if you want to search all assets, the Object type field is disabled. 

To perform a search: 

1. From the Integrity web interface, click Search. 

2. In the Search text field, type the text string for which you want to search. For more 
Information, see Search Hints (page 44) and Search Operators and Wildcard Characters 
(page 44). 

3. In Asset, select one or more assets to search by completing the following steps: 

a. Click in the Asset field. The list of assets is displayed. 

b. Select the assets you want to search. Scroll to the asset or type to jump to the appropriate 
location in the list. 

c. If you want to search all assets, remove all the assets listed in the Asset list. All assets 
displays when you click somewhere other than in the Asset list. If you search all assets, 
the Object Type field is set to -----All Object Types-----. 

d. Click Close. 

4. If you selected a single asset, select either a single object type to search, or select -----All 
Object Types-----. 

5. Click each item you want to search, such as Object Name, Database, File, and Deleted 
Objects. 

6. Click the Search button next to the Search text box. 

7. Click on any result to display its details in the appropriate viewer. 
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Search Hints 
When searching the database, consider the following hints for search strings, operators, and 
wildcard characters to help you find exactly what you want: 

 Search strings are not case sensitive. 

 Several operators and wildcard characters are supported in searches. This support can vary 
based on the type of search, such as object name or text searches. 

 Database and file searches use the SQL Server full-text search engine, which dictates the 
rules regarding operator and wildcard character use. 

 You can use wildcard characters as a prefix or suffix in full-text searches, such as *FC or FC*. 

 Do not use operators in object name searches. 

 The search results can contain zero, one, or many items. 

 Each item listed in the search results provides a link to view the item. 

For more information, see Search Operators and Wildcard Characters (page 44). 
 

Search Operators and Wildcard Characters 
The following table shows the supported operators in full-text searches. 

Operator Example Description 

raise OR lower OR Operators - The use of the OR operator is supported in a 
search string. The search string raise OR lower searches the 
database for entries that include forms of the words raise or 
lower. 

raise AND lower AND Operators - The use of the AND operator is supported in a 
search string. The search string raise AND lower searches the 
database for entries that include forms of both words raise and 
lower. The AND operator is not necessary in this case since the 
search string raise lower would return the same results. 

"test method" "Phrases" - The use of quotations marks in a search string is 
supported to search for a phrase. The search string "test 
method" searches the database for entries that include the exact 
phrase test method. 

<drum level> Word Proximity - The use of < and > signs around a group of words 
in a search string searches for words in close proximity to each 
other. The search string <drum level> searches the database 
for an entry that contains the word drum in close proximity to the 
word level. 
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Operator Example Description 

+test Exact Word - The use of the + plus sign before a word indicates 
that the search should not include inflectional forms of the word. 
The search string +test searches the database for the word test 
exactly without including the inflectional forms, such as testing 
and tested. 

testing -method Word Exclusion - The use of the - minus sign before a word 
indicates that the search should not include a word and all 
inflectional forms of that word. The search string testing 
-method searches the database for entries containing inflectional 
forms of the word test without the word method. 

sub* Prefix or Suffix Searches - The use of the * asterisk symbol before 
or after a word searches the database for words that begin or end 
with the word specified. The search string sub* searches for 
words that begin with sub. The search string *meter searches for 
words that end with meter. 

~assessment Thesaurus - The use of the ~ tilde symbol before a word indicates 
that the search should return results of synonyms for the word. 

The following table shows the supported wildcard characters in object name searches. 

Wildcard Character Description 

* An asterisk * represents zero or more characters. The search 
string *.eb searches for any object names ending in.eb. 

? A question mark ? represents a single variable character in a 
search string. The search string 1?1 searches for 3-character 
object names beginning with 1 and ending with 1, such as 121 or 
1h1. The search string 1?1 does not match longer object names, 
such as 1341 or 12221. 

 
 

Concurrent Users and Object Locking 
Integrity supports user concurrency, which allows multiple users to access information and 
perform tasks at the same time. To provide this support, Integrity needs to manage when two or 
more users attempt to edit the same item. In this case, Integrity displays an indication that another 
user is trying to edit an item. Integrity also identifies the most up-to-date item to be edited, so 
information is not overwritten. This feature is enabled for punch lists, workflow cases, baseline 
deviations, and custom properties. 

The Integrity web interface provides several indicators related to concurrent users: 

 Locked by You (page 46) 
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 Conflict (page 46) 

 Locked by Another User (page 47) 

 If a concurrency state is active, you can save only when you have a lock. If someone 
else saves an object while you are viewing that object, you need to refresh the object before you 
can get a lock. 
 

Locked by You 
If you are the only user visiting and editing an item, Integrity provides no indication of concurrent 
users because only one user is editing the item. If a second user attempts to edit the same item, 
Integrity notifies the first user that they have locked the record. 

 
If you are inactive for 60 seconds, the item is automatically unlocked for another user to edit. If you 
decide to discard your changes, you can click Release to unlock the item for editing by another 
user. 
 

Conflict 
If you access an item that another user is viewing, Integrity displays the option to Lock the item so 
that your changes are not overwritten by the other user. 

 
Both users see the conflict message until one of the users locks the item or leaves the page and 
the conflict times out. 
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Locked by Another User 
When another user is editing an item, Integrity displays a red Locked message. You need to wait 
for the lock to time out, or until the other user saves the item, before you can lock it for editing 
yourself. 

 
 

Using Notes 
The Notes page displays a list of notes stored for one or more assets. When you add a note, you 
can specify whether the note is public or private. Using the Admin Utility, the administrator sets 
permissions for which users can view, add, edit, or delete notes as shown in the following table. 

 

Role and Permissions 

Public Notes Private Notes 

View Edit & Delete View 
Edit & 
Delete 

User Yes No No No 

Power User Yes Yes No No 

Administrator Yes Yes Yes Yes 

 
 

Viewing, Editing, or Deleting Notes for One or More Assets 
To open the Notes viewer for the selected object, click the Notes tab in the right pane. You can 
also use the Notes Summary page to select an asset and then display the notes for that asset. 
Public notes can be viewed by all users, and private notes are visible only for the creator of the 
note and the administrator. 

To view notes: 

1. In the Integrity web interface, click Notes. The Notes Summary page is displayed. 

2. In Asset, select an asset or choose -----All Assets----- to display a list of objects with notes. 

When you select all assets, Integrity displays any assets that have notes. When you select a 
specific asset, Integrity lists only the notes for that asset. 
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3. Click an object name in the list to view the Notes tab and other details for that object in the 
right pane. The Notes tab also shows the number of notes stored for the object. 

4. If you want to edit a note, hover your mouse over the note title, and then click Edit. 

 You can edit only one note at a time. If you do not see the Edit button, check to see 
if another note is being edited, and either cancel or save the open note. 

5. Make the changes you want, and then click Save Note. 

6. If you want to delete a note, hover your mouse over the note title, and then click Delete, and 
confirm the deletion. 

7. If you want to display the content of a note, click the one line of text for that note to expand that 
section and display the contents. You can also click the Expand All button to expand all the 
displayed notes. 

8. If you want to view a note attachment, click Download next to the attached file name. 
 

Adding a Note for an Asset 
To open the Notes viewer for a selected object, click the Notes tab in the right pane. You can also 
use the Notes Summary page to select an asset that already has notes. This task allows you to 
add a note for an asset even if it does not already have a note. For more information about notes 
and permissions, see Using Notes (page 47). 

To add a note for an asset: 

1. In the Integrity web interface, use Asset Explorer or the Asset Hierarchy to navigate to the 
asset for which you want to add a note. 

2. In the right pane, click the Notes tab for that asset. The Notes viewer tab is displayed. 

3. Click Add Note. The note editor is displayed. 

4. In Title, type the name of the note you want to display in lists. 
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5. In Note, type the text you want in the note. You can use formatting and other options to 
provide the information you need. 

 
6. If you want the note to be available only to you and administrators, check Keep Private. 

7. If you want to attach a file to the note, either drag-and-drop a file on the Reference File 
section of the note, or click Browse to select the file to attach. 

8. If you want to associate other objects with this note, click Associated Objects, select the 
object you want to associate with the note, and then click Done. 

9. Click Save Note. 
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S E C T I O N  4  

Identifying changes across your organization and their potential impact is vital. Integrity collects 
and stores information about systems. As updated information is collected and stored, Integrity 
identifies configuration changes, additions, and deletions. You can view the list of changes and 
then create workflow cases to record the review and evaluation process for those changes. 

Defect checks allow you to identify potential configuration issues and then investigate and resolve 
them. Each asset model provides defect checks, also referred to as Integrity checks. As updated 
information is collected and stored, Integrity uses these defect checks to identify inconsistencies 
in the collected information. These inconsistencies can indicate a potential configuration issue. 
You can then assign a defect to someone to investigate and resolve the issue. 
 

Understanding Change Tracking 
Integrity collects information about systems and stores that information in the database as objects. 
The asset model for each system type defines how the information is collected and which aspects 
are checked for changes. With each import of updated information, Integrity allows you to view 
changes to the systems, including additions, deletions, and modifications. For example, you can 
see property value changes and the values before and after each change. 

You can then create a workflow case for a set of related changes and assign that workflow case to 
someone. The case records the review and evaluation of the identified changes. With this change 
tracking process, you can quickly identify changes, evaluate their potential impact, and revert 
changes that could cause issues. 

You can also manage changes without using workflow cases. When workflow definitions are not 
configured, Integrity provides an Acknowledge button so you can identify the changes you have 
finished reviewing. 

Integrity offers the Maintenance asset model, which allows an administrator to turn off change 
tracking for some objects. For more information about this asset model, contact Technical 
Support. 
 

Understanding the Changes Window 
The Changes window allows you to view and manage identified changes, such as objects that 
have been added, deleted, or modified. For more information about the change tracking and 
management process, see Working with Change Tracking (page 52). 

The columns of the Changes window are defined as follows: 

Ack 
Indicates whether an identified change has been acknowledged. This column is available when 
workflow definitions have not been configured. When you select a change and click the 
Acknowledge button, a green check mark icon is displayed in the Ack column for that change. 

Change Tracking and Defects 
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Update Time 
Displays the date and time of the change. 

Action 
Identifies the type of change detected, such as Object Added, Object Modified, or Object 
Deleted. 

Object Name 
Displays the name of the object with a change. 

Object Type 
Displays the type of object with a change. 

Property 
Displays the name of the property that was modified on the object identified in the Object Name 
column. If the change is an added or deleted object, this column is blank. 

Old Value 
Displays the original value of the property identified in the Property Name column. If the change 
is an added or deleted object, this column is blank. 

New Value 
Displays the new value of the property identified in the Property Name column. If the change is an 
added or deleted object, this column is blank. 

Case ID 
Displays a linked case ID number of the workflow case for this change. If the changed object has 
not been assigned to a workflow case this column is blank. 

User 
Displays the name of the user who last modified the object within Integrity. If the change was just 
identified and has not be acknowledged or assigned to a workflow case, this column can identify 
the Integrity service account used to process the system configuration data. 
 

Understanding the Changes Tab 
You can display the changes for a specific object. Those changes are listed on the Changes tab 
for that object. Select the object in the Asset Hierarchy or Asset Explorer, and then select the 
Changes tab. This tab provides the same columns of information as the Changes window. For 
more information about the columns on this tab, see Understanding the Changes Window (page 
50). 

On the Changes tab, you can perform many of the same tasks you can perform on the Changes 
window. For more information, see Working with Change Tracking (page 52). 
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Working with Change Tracking 
The Changes window allows you to view and manage identified changes. For example, you can 
view changes for any objects that have been added, deleted, or modified. For more information 
about the Changes window, see Understanding the Changes Window (page 50). When you select 
an object in the Asset Hierarchy or Asset Explorer, the Changes tab lists the identified changes for 
the selected object. 

You can filter the list of changes to see only specific types of changes (added, deleted, modified). 
The process you use to manage identified changes depends on whether your administrator 
configured a workflow definition to use cases with change tracking. 

Without workflow cases, you can view a change in the list. When you consider it resolved or 
reviewed, you can acknowledge that change. Then, in addition to the change type filter options, 
you can filter the list of changes to see only the changes that either have or have not been 
acknowledged. 

With workflow cases, you can view a change in the list and assign one or more changes to a case. 
The case can then record the review and evaluation process for the changes associated with the 
case. You can assign changes to new or existing workflow cases. You can also use the workflow 
case windows to track those cases and related activities. 

For more information about tracking changes, see the following topics: 

 Viewing and Filtering the List of Identified Changes (page 52) 

 Labeling Imports for Easier Identification and Selection (page 53) 

 Viewing the Changes for a Specific Object (page 54) 

 Acknowledging or Unacknowledging a Change (page 54) 

 Assigning Changed Objects to a Workflow Case (page 55) 

 Viewing the Changed Objects Assigned to Cases (page 55) 

 Printing and Exporting the List of Changes (page 56) 
 

Viewing and Filtering the List of Identified Changes 
When you display the list of changes on the Changes window, you can select the type of query to 
use and other sort and filter options to reduce the list and allow you to focus on the changes that 
are important to you. When you select the query type, some options change so you can adjust 
details specific to the type of query you chose. 

To view and filter the list of changes: 

1. In the Integrity web interface, click Changes. 

2. In Asset, select an asset for which you want to view the list of changes. 

3. In Query by, select the type of query, and then fill in or select additional details to refine your 
query. 

4. If multiple import events are listed, click the import event with the changes you want to review. 
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5. If you want the import list to include all imports, click the All imports including ones without 
changes icon above the list. Including all imports in the list can help you identify and select 
the imports you want. 

 Inventory items imports with no changes do not show in the list of imports 
because inventory items are imported as a part of other imports, such as Recon. 

To help you more easily identify an import, you can label that import. For more information, 
see Labeling Imports for Easier Identification and Selection (page 53). 

6. Click Load Types. The available object types are displayed in a table under Filters. 

7. Select the object type to display the changes for that type, and then click Go. 

8. If you want to filter the list of changes, select additional filter options for the object type, 
change type, and change state, and then click Go. 

9. If you want to filter the list based on the value of one or more columns, complete the following 
steps: 

a. Click the Filter icon next to the column name to display the filter criteria. 

b. In Contains, select an operator, such as Starts with or Is equal to, and then type the 
criteria value in the text box below. For example, select Starts with, and then type Eng to 
search for all defects where the value for that column starts with Eng. Integrity provides 
the operators And and Or to specify up to two text values where you can specify text to 
compare with the column text value. 

c. Click Filter. 
d. To remove column filters, click the Filter icon next to the filtered column name, and then 

click Clear. 
10. If you want to sort the results by a column, click the column name. 
 

Labeling Imports for Easier Identification and Selection 
Each import is identified by the date and time Integrity processed the data. To help you more 
easily identify an import, users with the Administrator role can label the import with a descriptive 
name. The labels are displayed in the Import Events list at the top of the Changes window. 

 
 You cannot label an import for inventory item processing. 

To label an import: 

1. In the Integrity web interface, click Changes. 
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2. In Asset, select an asset for the import you want to label. 

3. In Query by, select Import Event. 
4. Click the pencil icon to the right of the import to label. 

5. Type a new label for the import or delete the text to remove the label, and then click Ok. 
 

Viewing the Changes for a Specific Object 
When you select an object in the asset hierarchy or asset explorer, the Changes tab in the right 
pane displays the changes for that object. This tab allows you to perform many of the same tasks 
you can perform on the Changes window, such as acknowledging a change and assigning a 
change to a workflow case. For more information about the columns on this tab, see 
Understanding the Changes Window (page 50). 
 

Acknowledging or Unacknowledging a Change 
If you are not using workflow cases to manage change tracking, Integrity provides the 
Acknowledge button so you can indicate you have reviewed and evaluated a listed change. 
When you view acknowledged changes, the Ack column includes a green check mark icon, and 
the Comment column displays the comments typed when the change was acknowledged. You 
can then unacknowledge the change, if needed. You can also filter the list of changes to exclude 
acknowledged changes. 

To acknowledge or unacknowledge a change: 

1. In the Integrity web interface, click Changes. 

2. Use the options to view the list of changes you want. For more information, see Viewing and 
Filtering the List of Identified Changes (page 52). 

3. If you want to acknowledge changes: 

a. Check the box in the left column for the listed change you want to acknowledge. 

b. Click the Acknowledge button. 

c. Type a comment to describe what you learned about the change. This comment can help 
when you view the list of acknowledged changes. This comment overwrites any 
previously saved comment for this change. 

d. Click Save. 

4. If you want to unacknowledge changes: 

a. Check the box in the left column for the listed change you want to unacknowledge. 

b. Click the Unacknowledge button. 

c. Type a comment to describe what you learned about the change. This comment 
overwrites any previously saved comment for this change. 

d. Click Save. 
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Assigning Changed Objects to a Workflow Case 
After an administrator has installed and configured the PAS Workflows asset model, you can use 
workflow cases to manage change tracking. In this configuration, Integrity replaces the 
Acknowledge and Unacknowledge buttons with buttons to support workflow cases. 

You can associate object changes to a new or existing workflow case. Then, you can use the 
workflow case to manage the change tracking process and to reconcile the changes of associated 
objects to cases. For more information, see Reconciling Changes Associated to a Case (page 91). 

To assign changed objects to a case: 

1. In the Integrity web interface, click Changes. 

2. Use the options to view the list of changes you want. For more information, see Viewing and 
Filtering the List of Identified Changes (page 52). 

3. Check the box in the left column for each listed change you want to assign to a case. Integrity 
assigns all the selected changes to the same case. 

4. If you want to assign the changes to a case with a number you know, complete the following 
steps: 

a. In Case ID, type the ID number of the case to which you want to assign the selected 
changes. 

b. Click the green check mark to the right to quick assign the changes. The linked case 
number is added in the Case ID column. 

5. If you want to assign the changes to a case without knowing the case number, complete the 
following steps: 

a. Click the plus sign button next to Workflows to assign to an existing case. A list of existing 
workflow cases is displayed. 

b. Select the case to which you want to assign the changes, and then click OK. The Changes 
window refreshes with the linked case number added in the Case ID column for each 
selected change. 

6. If you want to assign the changes to a new case, complete the following steps: 

a. Click the document button next to Workflows to create a new case. The Start a New Case 
window is displayed. 

b. Specify the requested information, and then click OK. The Changes window is displayed 
again with the linked case number added in the Case ID column for each selected 
change. 

 

Viewing the Changed Objects Assigned to Cases 
After an administrator has installed and configured the PAS Workflows asset model, you can use 
workflow cases to manage change tracking. In this configuration, you can associate object 
changes to a new or existing workflow case. Then, you may want to view which changed objects 
are associated with cases and which changes were reconciled. 

To view changed objects assigned to cases: 
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1. In the Integrity web interface, click Changes. 

2. Use the options to view the list of changes you want. For more information, see Viewing and 
Filtering the List of Identified Changes (page 52). 

3. Click the link button next to Highlight Differences to see the Changes Associated with Cases 
window. 

4. Click a link to expand the details for that item. 

5. Click Export to save and download a file with the listed changes. 

You can click on a column header to sort the list by that column. You can also export and print the 
list of changes. 
 

Printing and Exporting the List of Changes 
After you display the list of changes you want, you can export the results to a Microsoft Excel file or 
to a PDF file for printing. 

To print or export the list of changes: 

1. In the Integrity web interface, click Changes. 

2. Use the options to view only the changes you want to print or export. For more information, 
see Viewing and Filtering the List of Identified Changes (page 52). 

3. If you want to print the displayed list of changes, complete the following steps: 

a. Click the Print icon. Integrity creates and displays a PDF file that you can print or save. 

b. If you want to print the displayed PDF file, select a printer and then click the Print icon. 

c. If you want to save the displayed PDF file, click the Save icon. Specify where to save the 
PDF file, and then click Save. 

4. If you want to export the displayed list of changes as a Microsoft Excel file, complete the 
following steps: 

a. Click the Export to Excel icon. 

b. Click OK on the confirmation message. 

c. Click Save to save the Excel file in the default download folder for your browser. 
 

Understanding Defects 
Many asset models provide defect checks, also referred to as Integrity checks. As updated 
information is collected and processed, Integrity uses these defect checks to identify 
inconsistencies in the collected information. These inconsistencies can indicate a potential 
configuration issue. You can then assign a defect to someone to investigate and resolve the issue. 

For example, you may be cleaning up CL programs that are no longer needed. However, you may 
miss a tag that references a removed CL program. Integrity can identify this reference for you. 
Integrity can also detect data collection that provides incomplete or inconsistent data. 

An asset model can identify a set of defects, such as disabled programs or disabled I/O ports. The 
Implementation Guide for each asset model provides details about that asset model, including the 
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defect checks it provides. For more information about an asset model, see the Implementation 
Guide for that asset model. 
 

Understanding the Defects Window and Columns 
The Defects window allows you to view the results of a variety of checks performed on selected 
systems after importing their configuration data. Once Integrity identifies a defect, you can view 
and manage the defect from the Defects window and associate the defect with a punch list. 

 
When you display the list of defects, Integrity provides several columns of information about each 
defect. The columns are defined as follows: 

Status 
Indicates the current status of the defect. The buttons at the top of the Defects window allow you to 
change the status of the selected defects to manage the defect review process. Each state, which 
includes Acknowledged, Assigned, Resolved, and Suppressed, is indicated by an icon in the 
Status column that matches the icon for the associated state. For example, a green check mark 
indicates a defect is Acknowledged. 

Priority 
Indicates whether the defect is considered low, normal, or high priority. 

Object 1 
Displays the name of the object to which the defect is related. The object name is a link that allows 
you to open the object in the defect viewer. 

Object 2 
Displays the name of a secondary object if the defect is related to missing references between the 
objects identified in the Object 1 and Object 2 columns. If the defect is not related to missing 
references, this column is blank. 

Assigned User 
Displays the name of the user the defect is assigned to. If the defect has not been assigned, this 
column is blank. 

Title 
Displays the description of the defect as defined by the defect check. 
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Date Identified 
Displays the timestamp for when the import ran that identified the defect. 

Punch List 
Displays the number of the punch list the defect is associated with. If the defect has not been 
associated with a punch list, this column is blank. 
 

Understanding the Defects Tab 
You can display the defects for a specific object. Those defects are listed on the Defects tab for 
that object. Select the object in the asset hierarchy or asset explorer, and then select the Defects 
tab. This tab provides many of the same columns of information as the Defects window. For more 
information about the columns on this tab, see Understanding the Defects Window and Columns 
(page 57). 

On the Defects tab, you can perform many of the same tasks you can perform on the Defects 
window. For more information, see Working with Defects (page 58). 
 

Working with Defects 
The Defects window allows you to view the results of a variety of checks performed on selected 
systems after importing their configuration. Once Integrity identifies a defect, you can 
acknowledge it, assign it to a user for action, suppress it, and mark it as resolved. You can also 
associate a defect with a punch list. For more information, see the following topics: 

 Viewing and Filtering the Defects (page 59) 

 Viewing the Defects for a Specific Object (page 60) 

 Acknowledging a Defect (page 61) 

 Printing and Exporting the List of Defects (page 60) 

 Associating a Defect with a Punch List Item (page 62) 

 Assigning a Defect (page 62) 

 Suppressing a Defect (page 63) 

 Resolving a Defect (page 64) 
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Viewing and Filtering the Defects 
When you display the Defects window, you select the asset and defect type to determine which 
defects to include in the list. You can then use the filter options to reduce the list and allow you to 
focus on the defects that are important to you. 

 

To view and filter the list of defects: 
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1. In the Integrity web interface, click Defects. 

2. In Asset, select the asset for which you want to view the list of defects. 

3. In Defect type, select the type of defects you want to view. 

4. In Acknowledged and Resolved, select the defect states you want to view. 

5. Use the Show Suppressed or Hide Suppressed toggle to control display of suppressed 
defects. 

6. If you want to filter the list based on the value of one or more columns, complete the following 
steps: 

a. Click the Filter icon next to the column name to display the filter criteria. 

b. In Contains, select an operator, such as Starts with or Is equal to, and then type the 
criteria value in the text box below. For example, select Starts with, and then type Eng to 
search for all defects where the value for that column starts with Eng. Integrity provides 
the operators And and Or to specify up to two text values where you can specify text to 
compare with the column text value. 

c. Click Filter. 
7. If you want to sort the results by a column, click the column name. 
 

Viewing the Defects for a Specific Object 
When you click the link for an object in the defects list, the defect viewer displays for that object. 
Each defect for that object is listed in the defect viewer, and you can perform the same tasks from 
this drilled down view of the object defects. When you hover over the Status column in this view, 
the latest comment displays for that defect. 

When you select an object in the asset hierarchy or asset explorer, the Defects tab in the right 
pane displays the defects for that object. This tab allows you to perform many of the same tasks 
you can perform on the Defects window, such as acknowledging a defect and associating a defect 
with a punch list item. For more information about the columns on this tab, see Understanding the 
Defects Window and Columns (page 57). 
 

Printing and Exporting the List of Defects 
After you display the list of defects you want, you can export the results to a Microsoft Excel file or 
to a PDF file for printing. 

To print or export the list of defects: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view only the defects you want to print or export. For more information, see 
Viewing and Filtering the Defects (page 59). 

3. If you want to print the displayed list of defects, complete the following steps: 

a. Click the Print icon. Integrity creates and displays a PDF file that you can print or save. 

b. If you want to print the displayed PDF file, set the destination printer, and then click Print. 
c. If you want to save the displayed PDF file, set the destination to a saved file format, and 

then click Save. Specify where to save the PDF file, and then click Save. 
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4. If you want to export the displayed list of defects as a Microsoft Excel file, complete the 
following steps: 

a. Click the Export to Excel icon. 

b. Click OK on the confirmation message. 

c. Click Save to save the Excel file in the default download folder for your browser. 
 

Acknowledging a Defect 
You can acknowledge a defect to indicate that you are aware of that defect. Then, you can use the 
other buttons to assign or resolve the defect. When you display the list of defects, you can use the 
filter criteria to include or exclude acknowledged defects. 

 When you acknowledge a defect, the Status column includes a green check mark icon 
that matches the icon on the Acknowledge button and indicates the defect is acknowledged. 

To acknowledge a defect: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view the list of defects you want. For more information, see Viewing and 
Filtering the Defects (page 59). 

3. Click the check box in the left column for the listed defects you want to acknowledge. 

4. Click the Acknowledge button. 

5. Type a comment to describe what you learned about the defects. This comment overwrites 
any previously saved comments for each defect. 

6. Click Submit. 
7. Click Yes on the confirmation message, if displayed. 
 

Unacknowledging a Defect 
You can acknowledge a defect to indicate that you are aware of that defect. You can then 
unacknowledge the defect, if needed. 

To remove acknowledgment of a defect: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view the list of defects you want. For more information, see Viewing and 
Filtering the Defects (page 59). 

3. Click the check box in the left column for the listed defects from which you want to remove the 
acknowledged status. 

4. Click the Unacknowledge button. 

5. Type a comment to describe what you know about the defects. This comment overwrites any 
previously saved comments for each defect. 

6. Click Submit. 
7. Click Yes on the confirmation message, if displayed. 
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Associating a Defect with a Punch List Item 
You can use the punch list to manage and track the resolution of defects. You can associate a 
defect with a new or existing punch list item. Then, you can use the punch list to manage the 
defect resolution process. You can also associate the punch list item with a workflow case to 
provide additional process management capabilities. 

To associate a defect with a punch list item: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view the list of defects you want. For more information, see Viewing and 
Filtering the Defects (page 59). 

3. Click the check box in the left column for each listed defect you want to associate with the 
punch list item. Integrity associates all the selected defects with the same item. 

4. Click the Punch List button. A list of existing punch list items is displayed. 

5. If you want to associate the defect with an existing punch list item, select the punch list item 
from the list. 

6. If you want to associate the defect with a new punch list item, leave the Punch List Item ID 
field blank. 

7. Click Associate. The punch list item is displayed with the defect. 

8. Specify the information, as needed, in the punch list item fields, and then click Save. 
 

Assigning a Defect 
You can assign a defect to a user for further investigation. The user can then use the other buttons 
to acknowledge and resolve the defect. When you display the list of defects, you can use the filter 
criteria to include or exclude assigned defects. 

 When you assign a defect, the Status column includes a green user with plus sign icon 
that matches the icon next to Assign and indicates the defect is assigned. 

To assign a defect to a user: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view the list of defects you want. For more information, see Viewing and 
Filtering the Defects (page 59). 

3. Click the check box in the left column for the listed defects you want to assign to a user. 

4. Click the Assign button. 

5. Select the user or group to assign the defect to. 

6. Type a comment to describe what you know about the defects. This comment overwrites any 
previously saved comments for each defect. 

7. Click Submit. 
8. Click Yes on the confirmation message, if displayed. 
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Unassigning a Defect 
You can assign a defect to a user for further investigation. You can then unassign the defect, if 
needed. 

To unassign a defect: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view the list of defects you want. For more information, see Viewing and 
Filtering the Defects (page 59). 

3. Click the check box in the left column for the listed defects you want to unassign. 

4. Click the Unassign button. 

5. Type a comment to describe what you know about the defects. This comment overwrites any 
previously saved comments for each defect. 

6. Click Submit. 
7. Click Yes on the confirmation message, if displayed. 
 

Suppressing a Defect 
After reviewing a defect, you can choose to suppress the defect to hide it from the list of defects 
unless you choose to include it in the list. This option allows you to hide lower-priority defects while 
you focus on more important issues You can click the Show/Hide Suppressed Defects toggle to 
include or exclude suppressed defects in the list. 

 When you suppress a defect and choose to include suppressed defects in the list, the 
Status column includes a red circle with slash icon that matches the icon on the Suppress button 
and indicates the defect is suppressed. 

To suppress a defect: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view the list of defects you want. For more information, see Viewing and 
Filtering the Defects (page 59). 

3. Click the check box in the left column for the listed defect you want to suppress. 

4. Click the Suppress button. 

5. Type a comment to describe what you know about the defect. This comment overwrites any 
previously saved comments for this defect. 

6. Click Submit. 
7. Click Yes on the confirmation message, if displayed. 
 

Unsuppressing a Defect 
You can choose to suppress a defect to hide it from the list of defects unless you choose to include 
them in the list. You can then unsuppress the defect, if needed. 



 Change Tracking and Defects 
 

 

ICS Integrity User Guide 64 
 

To unsuppress a defect: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view the list of defects you want. For more information, see Viewing and 
Filtering the Defects (page 59). 

3. Click the check box in the left column for the listed defect from which you want to remove the 
suppressed status. 

4. Click the Unsuppress button. 

5. Type a comment to describe what you know about the defects. This comment overwrites any 
previously saved comments for each defect. 

6. Click Submit. 
7. Click Yes on the confirmation message, if displayed. 
 

Resolving a Defect 
You can resolve a defect to indicate that you evaluated the defect and resolved the issue. You can 
also add a comment to indicate how you corrected the defect. When you display the list of defects, 
you can use the filter criteria to include or exclude resolved defects. 

 When you resolve a defect, the Status column includes a blue check mark in a box icon 
that matches the icon on the Resolve button and indicates the defect is resolved. 

To mark an issue as resolved: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view the list of defects you want. For more information, see Viewing and 
Filtering the Defects (page 59). 

3. Click the check box in the left column for the listed defects you want to mark as resolved. 

4. Click the Resolve button. 

5. Type a comment to describe what you know about the defects and what you did to correct the 
issue. This comment overwrites any previously saved comments for each defect. 

6. Click Submit. 
7. Click Yes on the confirmation message, if displayed. 
 

Unresolving a Defect 
You can resolve a defect to indicate that you evaluated the defect and resolved the issue. You can 
then unresolve the defect, if needed. 

To mark an issue as unresolved: 

1. In the Integrity web interface, click Defects. 

2. Use the options to view the list of defects you want. For more information, see Viewing and 
Filtering the Defects (page 59). 
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3. Click the check box in the left column for the listed defects from which you want to remove the 
resolved status. 

4. Click the Unresolve button. 

5. Type a comment to describe what you know about the defects. This comment overwrites any 
previously saved comments for each defect. 

6. Click Submit. 
7. Click Yes on the confirmation message, if displayed. 
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S E C T I O N  5  

The number of instrumented systems at industrial plants makes maintaining consistent standards 
throughout extremely difficult. Over time, settings change by introducing newer systems or models 
in the plant, technicians at the plant replacing or tweaking settings, and by not having 
well-documented default parameters. The inconsistencies build up over time and often result in 
errors that cause lost time, productivity, and even unplanned shutdowns. 

Oftentimes it is hard to diagnose where the problems exist. Is the configuration wrong in the 
DCS/SIS or the instrument? Is it wrong across all devices of a model or only on a specific model? 
Sensor Data Integrity replaces manual processes that use Excel or CSV files for cross-checking 
and comparison with your standard settings that are built from best practices. Integrity allows you 
to design and import your standard templates and compares them with settings collected from 
your systems. Then Integrity creates defects from discrepancies found so that you can plan for 
remediation. You can adjust template values when needed to reflect your best practice values. 
 

Understanding Sensor Data Integrity 
Sensor Data Integrity identifies and manages defects for your instrument tag configurations 
across multiple systems. Integrity compares values in the AMS with corresponding values in the 
DCS/SIS and SPI to the imported templates to make sure the values are correct across all 
datasets. Integrity logs defects when it finds a discrepancy, so that you can plan to adjust settings 
to comply with your own best practices standards. 

Templates created with Excel from a chosen instrument tag give you a starting point for your best 
practice standards. You create a template candidate from an existing individual instrument tag 
through the Integrity web interface, and then modify, save, and import the newly created templates 
back into Integrity. For more information, see Editing a Template (page 71). 

You can export templates in bulk using the Admin Utility, which is useful for sharing template data 
between Sensor Data Integrity assets or other company sites if the individual template files no 
longer exist. Use the Admin Utility to import updated templates to your Integrity server. For more 
information, see the PAS Sensor Data Integrity Implementation Guide. 
 

Understanding the Sensor Data Summary Window 
The Sensor Data Summary window provides a graphical representation to quickly view the state 
of instrument tag configuration consistency in your environment. You can drill down to additional 
details through any of the widgets displayed on this dashboard. For more information, see 
Working with Sensor Data Summary (page 68). 

The following widgets are standard with Sensor Data Integrity: 

 Devices with Defects by Manufacturer 

 Devices with Defects by Device Type 

 Devices with No Template Defects 

 Devices with Defects by Priority 

Sensor Data Integrity 
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 Device Defect Age 
 

Understanding the Sensor Data Devices with Defects 
Window 

The Sensor Data Devices with Defects window allows you to view and manage the defects that 
Integrity has identified across your sensor data systems, such as discrepancies between collected 
data and your sensor data templates. 

 
The Sensor Data Devices with Defects window contains the following columns: 

Location 
Indicates the location of the device. 

Device Type 
Displays the type of the device. 

Manufacturer 
Identifies the manufacturer of the device. 

Model Number 
Displays the model number of the device. 

Revision 
Displays the revision of the device. 

DD Revision 
Displays the firmware revision of the device. 

Asset 
Displays the asset where the device is installed. 

Tag 
Displays the name of the tag. Click the link to display the Tag viewer. 
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Description 
Displays the description of the device or object. 

Defects 
Display the number of defects. Click the link to display all the defects for the object. 

Template 
Displays the template used to create the defect. Click the link to display the template values. 
 

Understanding the Tag Properties Tab 
The Tag Properties tab shows the properties and values collected from instruments in your 
environment. This tab also allows you to download a template candidate to Excel that you can 
modify and then import to Integrity to use as your standard values to compare across instruments. 
For more information, see the PAS Sensor Data Integrity Implementation Guide. 
 

Understanding the Tag Consistency Tab 
The Tag Consistency tab highlights the property values that do not match the master values as 
indicated by the template. The options for Master Value source are the template, the SPI, or the 
DCS. 
 

Understanding the Defect Summary Tab 
The Defect Summary tab shows the defect list values that do not match the master values as 
indicated by the template. The options for Master Value source are the template, the SPI, or the 
DCS. 
 

Understanding the Templates Tab and the Template 
Properties Tab 

In asset explorer, the Templates tab shows the templates that the Sensor Data Integrity asset 
model has imported. The Template Properties tab shows the details for each template. 
 

Understanding the Parameter Mapping Tab 
In asset explorer, you can add, delete, or modify a parameter and its mapping in the Parameter 
Mapping tab. Asset Explorer contains an object that holds your sensor data settings, including 
parameters and templates. For more information, see Working with Sensor Data Integrity Settings 
(page 71). 
 

Working with Sensor Data Summary 
The Sensor Data Summary window allows you to view a graphical representation of the defects 
Integrity finds when comparing your instrument and tag configuration settings to the standard 
templates for your Sensor Data Integrity assets. This window contains dashboard widgets already 
configured to show the following: 
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 Devices with Defects by Manufacturer 

 Devices with Defects by Device Type 

 Devices with No Template Defects 

 Devices with Defects by Priority 

 Device Defect Age 

For more information, see the following topics: 

 Showing Additional Details for Sensor Data (page 69) 

 Printing or Exporting the Sensor Data Summary (page 69) 
 

Showing Additional Details for Sensor Data 
When you click data on a summary page widget, the Sensor Data Browse page displays the 
appropriate defects that comprise the data you clicked. 

1. Open the Integrity web interface. 

2. Click Sensor Data in the left navigation bar. 

3. Mouse over widget data sections to display more details, such as device and count. 

4. Click a data section to display additional details represented in that data section. For example, 
click a manufacturer bar to show the devices with defects from that manufacturer. 

5. If you want to limit results, use the filters on the left to limit the results you see. 

6. Click a link to open a viewer with additional details. 
 

Printing or Exporting the Sensor Data Summary 
You can print the summary view or export it to a PDF file. 

1. Open the Integrity web interface. 

2. Click Sensor Data in the left navigation bar. 

3. Click Print or Export Current View. 

4. Review the window content, and then click Print or PDF. 
 

Working with Sensor Data Browse 
The Sensor Data Browse window shows details when you click through a widget on the Sensor 
Data Summary window and lets you filter and find more details for the defects Integrity has 
identified. After Integrity identifies a defect, you can acknowledge it, assign it to a user for action, 
suppress it, and mark it as resolved. 
 

Viewing and Filtering Sensor Data Defects 
When you display the Sensor Data Browse window, you can filter the tags with defects by various 
criteria, such as manufacturer, device type, or defect type to determine which defects to include in 
the list. You can use the filter options to reduce the list and allow you to focus on the defects that 
are important to you. 
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To view and filter the list of defects: 

1. In the Integrity web interface, click Sensor Data > Browse. 

2. In Filter, select the items for which you want to view the list of defects. 

3. If you want to filter the list based on the value of one or more columns, complete the following 
steps: 

a. Click the Filter icon next to the column name to display the filter criteria. 

b. In Contains, select an operator, such as Starts with or Is equal to, and then type the 
criteria value in the text box below. For example, select Starts with, and then type Eng to 
search for all defects where the value for that column starts with Eng. Integrity provides 
the operators And and Or to specify up to two text values where you can specify text to 
compare with the column text value. 

c. Click Filter. 
4. If you want to sort the results by a column, click the column name. 
 

Viewing the Sensor Data Defects for a Specific Object 
When you click the number of defects link for an object in the tags with defects list, the defect 
viewer displays for that object. Each defect for that object is listed in the defect viewer, and you 
can perform the same tasks from this drilled down view of the object defects as other types of 
defects that Integrity identifies. For example, you can acknowledge, assign, resolve, or suppress 
defects. For more information, see Working with Defects (page 58). 
 

Saving Favorite Sensor Data Searches and Views 
Favorites allow you to save searches and views that you use often for quick retrieval. 

You can make favorites private or you can choose to share them with other users. Private 
favorites show a person icon next to them. Public favorites show an Earth icon next to them. 

1. When you have a set of results displayed in the Sensor Data Browse window, click Save. 
2. Type a name for the favorite, click Public or Private, and click Save. 

3. To reload results from a favorite, click in the Select a favorite list at the top of the window, and 
then click the favorite you want to use. 

4. If you want to save a new favorite based on a favorite, load the favorite to use as a base and 
complete the following steps: 

a. Click Save > Save as. 

b. Type a name for the favorite. 

 You must use a unique name. Duplicate favorites are not allowed. 

c. Click Public or Private, and click Save. 

5. If you want to delete a favorite, load the favorite, click Delete favorite, and then click Yes. 
 

Customizing Sensor Data Browse Columns 
You can change displayed columns to focus on the information you want to see. 
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1. When you have a set of results displayed in the Sensor Data Browse window, click the Menu 
button at the top of any column. 

2. Click Columns and then select columns you want to see and clear columns you want to hide. 

3. If you want to change the sort order of the items, click the column name to sort by that column. 

4. If you want to quickly show all columns, click the Show all columns in the grid button. 
 

Exporting Sensor Data Defect Results 
You can export results from browsing or searching for sensor data defects to an Excel file. 

1. Open the Integrity web interface. 

2. Click Sensor Data > Browse in the left navigation bar. 

3. Use the options to view only the items you want to export. For example, use filters and 
customize columns. 

4. When you want to export the displayed results, click the Export to Excel icon. 

5. Click Save. 
 

Resolving Sensor Data Defects 
After you resolve defects that Integrity has reported, you need to run data imports on a regular 
basis to collect the updated settings and see that Integrity no longer reports the defects.  

For more information, see the Administration Guide. 
 

Editing a Template 
You can edit templates for AMS devices in your environment. After editing a template, you can 
import the updated template to Sensor Data Integrity. Sensor Data Integrity template names must 
begin with SDI Template_. You can also download all templates in bulk to edit. For more 
information, see the PAS Sensor Data Integrity Implementation Guide. 

To edit a template: 

1. Search for a tag or locate the tag in the asset explorer. 

2. On the Tag Properties tab, click the Template button to download a template candidate for 
the device. 

3. Open the Excel file and change any values you want to change. Do not change the file name. 

4. Copy the updated file to the import folder for the Sensor Data Integrity data owner. If you have 
older template files that you previously imported, delete those from the import folder. 

5. Run the Import Templates from Excel sequence definition. For more information, see the PAS 
Sensor Data Integrity Implementation Guide. 

 

Working with Sensor Data Integrity Settings 
The Sensor Data Integrity data owner is represented in asset explorer, where you can view and 
change asset model options and parameter mapping for object types as well as view the details 
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for templates imported by the asset model. For more information, see the PAS Sensor Data 
Integrity Implementation Guide. 

You can define a single, normalized, name or value when manufacturers, products, or 
engineering units are represented in different ways in your data. For example, some products in 
your environment could be represented by Microsoft or Microsoft, Inc. Normalization rules allow 
you to identify these multiple variations and set a single, normalized value that represents all the 
variations. For more information, see Configuring Normalization Settings (page 13). 

You can export and import normalization rule sets to maintain consistency between sites with 
different Integrity servers. To accomplish this scenario, export the rule set to a CFF file using data 
forwarding steps, and then import the rule set from the CFF file using data receiving steps.  

For more information, see the Administration Guide. 
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S E C T I O N  6  

To help you organize and manage your work, Integrity provides both a punch list and workflow 
cases. The punch list allows you to identify a list of work items to help you proactively manage a 
project. Workflow cases allow you to define standard work processes, including checklists and 
groups of assignees or approvers, and then create a case that follows one of those defined 
processes. For more information, see the following topics: 

 Understanding the Punch List (page 73) 

 Working with the Punch List (page 76) 

 Understanding Workflows and Cases (page 81) 

 Working with Workflow Cases (page 84) 
 

Understanding the Punch List 
The Punch list in Integrity allows you to proactively define and execute the validation of your 
systems and their configuration. By using the punch list, you can ensure systems are regularly 
validated during the project lifecycle to reduce the risk of discrepancies. This capability supports 
proactive management, which increases quality and on-time delivery. 

You can directly create a punch list item, or you can create one from a workflow case or defect. 
When you create a punch list item from a workflow case, the punch list item is associated with the 
case for coordination, follow-up, and resolution. The Punch List Summary allows you to view the 
list of existing punch list items. Each item has a unique ID number, title, and description. The 
Integrity administrator defines who can modify or delete punch list items. 

The following topics provide additional information about punch list concepts: 

 How Punch List Items Work with Cases, Objects, and Defects (page 73) 

 Understanding the Punch List Fields (page 74) 
 

How Punch List Items Work with Cases, Objects, and Defects 
The following list highlights several key aspects of punch lists: 

 You can associate a punch list item with up to one case. 

 You can associate a case with many punch list items. 

 You can associate a punch list item with 0 or more objects and defects. 

 You can associate an object with 0 or more punch list items. 

 You can associate a defect with 0 or more punch list items. 

 Integrity records all changes to a punch list item in the change tracking log. 

 An Integrity administrator assigns permissions for displaying, using, editing, and deleting 
punch list items. 

Organizing Work Items 
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Understanding the Punch List Fields 
Each punch list item has a number of fields that describe and define that punch list item. The 
Punch List Summary page provides many of these fields so you can search and sort the list of 
items. When you open an individual punch list item, you can view all the fields for that punch list 
item. The following list summarizes and defines the punch list fields: 

ID 
Provides a unique number assigned to the punch list item. 

Past Due Status 
Displays icons that identify whether the punch list item is Past Due, High Priority, Completed, 
Assigned, or Suppressed. You can hover over each icon to display a tooltip that identifies the 
meaning of the icon. 

Title 
Provides a unique name for the punch list item. The punch list does not allow two items to have the 
same title. 

Description 
Provides a description of the punch list item, such as how to complete the task. 

Category 
Provides a classification for the punch list item of up to 50 characters. This field allows you to 
identify and group punch list items as needed. 

Status 
Displays the current state of the punch list item, such as Open, Assigned, Suppressed, or 
Closed. 

Owner 
Displays the user who created the punch list item. This field is set by Integrity and cannot be 
changed. 

Assigned To 
Displays the user who is responsible for the next step for this punch list item. 

Date Entered 
Displays the date and time this punch list item was created. This field is set by Integrity and cannot 
be changed. 

Date Assigned 
Displays the date and time this punch list item was last assigned to a user. This field is set and 
updated by Integrity. 



 Organizing Work Items 
 

 

ICS Integrity User Guide 75 
 

Date Modified 
Displays the date and time this punch list item was last modified and saved. This field is set and 
updated by Integrity. 

Date Due 
Specifies the date and time when the punch list item should be complete. 

Date Closed 
Displays the date and time this punch list item was closed. This field is set by Integrity and cannot 
be changed. 

Cost 
Specifies the cost for this punch list item, up to 50 characters. If the punch list item is associated 
with a defect, Integrity populates this field based on the accumulated cost of all associated 
defects. 

Priority 
Specifies the priority for the punch list item, such as High, Medium, or Low. The default value is 
Low. 

Percent Complete 
Specifies the percentage of work finished, from 0 to 100%, for this punch list item. If the punch list 
item is associated with a single defect, Integrity displays the value of the associated defect in this 
field. 

Workflow Case 
Displays a link to the workflow case associated with this punch list item, if any. 

Workflow Case Status 
Displays the status of the workflow case associated with this punch list item, such as Open, 
Assigned, Suppressed, or Closed. This field is set and updated by Integrity. 

Comments 
Provides an optional description of the progress of work for this punch list item. 

Resolution 
Provides an optional description of what was accomplished to complete and close this punch list 
item. 

User Defined Fields (UDFx) 
Provides three additional optional fields that allow you to record more information related to the 
punch list item. You can define the information that is important to you for the work tracked by 
these punch list items. 
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Associated Defects 
Displays all the defects associated with this punch list item. Each defect in the list provides a 
linked ID, title, and status for that defect, and each defect is listed on a separate line. 

Associated Objects 
Displays all the objects associated with this punch list item. Each object in the list provides a linked 
ID for that object, and each object is listed on a separate line. 
 

Working with the Punch List 
The punch list provides a list of defined work items to accomplish for a project. When you create a 
punch list item, Integrity sets the status to Open. As you perform the work defined by the punch list 
item, you may need to modify the punch list to note your progress, assign it to someone else, or 
even suppress it if the work cannot be completed. When you finish the work defined by the punch 
list item, you can close it. 

Punch list items can often be associated with a set of objects or defects that are affected by the 
described work. You can also associate a punch list item with a workflow case to track related 
work using a defined workflow. Integrity also allows you to export the punch list to a Microsoft 
Excel file. The following sections provide more information about using the punch list. 
 

Viewing or Exporting the Punch List 
The punch list provides the list of punch list items. You can choose whether to include closed or 
suppressed items in the list. You can also export the list to a Microsoft Excel file. 

To view or export the punch list: 

1. In the Integrity web interface, click Punch List. The Punch List Summary page is displayed. 

2. If you want to include closed punch list items in the list, check Show Closed Items. 

3. If you want to include suppressed punch list items in the list, check Show Suppressed Items. 

4. If you want to export the list of punch list items to a Microsoft Excel file, complete the following 
steps: 

a. Click the Export button. 

b. Follow your browser instructions to save the Excel file. 
 

Creating a Punch List Item 
You can create a punch list item for each defined unit of work. You can assign a punch list item to 
someone and you can track its progress through to completion. Integrity provides a flexible design 
so you can record the information that is important to you in each punch list item, including up to 
three user-defined fields. 

Most of the fields allow you to type the text you need, or you can copy and paste text as needed. 
Several fields have preset selections from which to choose. 

To create a new item in the punch list: 



 Organizing Work Items 
 

 

ICS Integrity User Guide 77 
 

1. In the Integrity web interface, click Punch List. 
2. Click the Add New Item button. 

3. Specify information in the fields to define the work for this punch list item. For more 
information, see Understanding the Punch List Fields (page 74). 

 
4. Click Save. 
 

Reviewing and Modifying a Punch List Item 
You may need to modify a punch list item for many reasons, such as assigning it to someone, 
setting the due date, or adding a comment. To work with a punch list item, you need to open the 
Punch List Summary page, and then select the punch list item you want to review and modify. 

To review and modify a punch list item: 

1. In the Integrity web interface, click Punch List. 
2. Click the ID for the punch list item you want to review or modify. The punch list item is 

displayed to the right pane. 

3. Change the fields you want for this punch list item. For more information, see Understanding 
the Punch List Fields (page 74). 
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4. Click Save. Integrity saves the changes to the punch list item and records all changes to the 
punch list item in the change tracking log. 

 

Associating a Punch List Item with a Case 
You can associate a punch list item with a case by using the Associate Case button when you are 
viewing a punch list item. Remember to click Save after you change a punch list item. 

To associate a punch list item with a case: 

1. In the Integrity web interface, click Punch List. 
2. Click the ID for the item you want to associate with a workflow case. The item is displayed in 

the right pane. 

3. In the right pane, click Associate Case. The Workflow Cases window is displayed. 

4. Click the ID for the case you want to associate with the punch list item. 

5. Click Punch List at the top of the Case tab on the right. The Associate with Punch List Item 
window is displayed with the ID of the previously selected punch list item. 

6. Click Associate. The Punch List window is displayed for the selected punch list item. You can 
see the associated case in the Workflow Case field. 

7. Click Save to store the changes to the punch list item. 
 

Associating a Punch List Item with a Defect or Object 
In a similar way as cases, you can use the Associate Defects or Associate Objects button to 
associate a punch list item with one or more defects and objects. Remember to click Save after 
you change a punch list item. 

To associate a punch list item with a defect or object: 

1. In the Integrity web interface, click Punch List. 
2. Click the ID for the item you want to associate with one or more defects or objects. The item is 

displayed in the right pane. 

3. If you want to associate the punch list item with one or more defects, complete the following 
steps: 

a. Click Associate Defects. The Defects window is displayed. 

b. Select the options you want, and then click Go to display the list of defects. 

c. Check the check box to the left of each defect you want to associate with the punch list. 

d. Click Punch List at the top of the list. The Associate with Punch List Item window is 
displayed with the ID of the previously selected punch list item. 

e. Click Associate. The Punch List window is displayed for the selected punch list item. You 
can view the associated defects in the Associated Defects field. 

4. If you want to associate the punch list item with one or more objects, complete the following 
steps for each object you want to associate with the punch list item: 

a. Click Associate Objects. The Add Objects window is displayed. 
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b. Navigate to and select the object you want to associate with the punch list. 

c. Click Save. The Punch List window is displayed for the selected punch list item. You can 
view the associated objects in the Associated Objects field. 

5. Click Save to store the changes to the Punch List item. 
 

Removing an Associated Case, Defect, or Object from a 
Punch List Item 

If you have a case, defect, or object associated with a punch list item, you may want to remove 
that association. Remember to click Save after you change a punch list item. 

To remove an associated case, defect, or object from a punch list item: 

1. In the Integrity web interface, click Punch List. 
2. Click the ID for the item you want to change. The item is displayed in the right pane. 

3. If you want to remove the associated case, in the right pane, click Remove Case. You can 
see the associated case is no longer in the Workflow Case field. 

4. If you want to remove one or more associated defects, complete the following steps: 

a. Click Remove Defects. The Remove Defects window is displayed. 

b. For each associated defect you want to remove, select the defect in the list, and then click 
Remove. 

c. Click Save. The Punch List window is displayed. You can view the remaining associated 
defects in the Associated Defects field. 

5. If you want to remove one or more associated objects, complete the following steps: 

a. Click Remove Objects. The Remove Objects window is displayed. 

b. For each associated object you want to remove, select the object in the list, and then click 
Remove. 

c. Click Save. The Punch List window is displayed. You can view the remaining associated 
objects in the Associated Objects field. 

6. Click Save to store the changes to the Punch List item. 
 

Suppressing a Punch List Item 
If work cannot be completed for a punch list item, you may want to suppress that punch list item. 
Then, you can review the suppressed punch list items in the future and assign them to someone 
when the work can be completed. You may also choose to suppress a punch list item if you decide 
you no longer need to perform that work item. Suppressing a punch list item allows you to maintain 
the information in that item, but you can hide it from the list of open and assigned punch list items. 

Integrity records all changes to the punch list items in the change tracking log. When you click 
Save, Integrity saves the changes to the punch list item and displays a confirmation message 
about the change. 

To suppress a punch list item: 
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1. In the Integrity web interface, click Punch List. 
2. Click the ID for the item you want to suppress. The item is displayed in the right pane. 

3. Click Suppress. The status of the punch list item is set to Suppressed. You cannot change 
the punch list item until you unsuppress it by assigning it to someone. 

 

Unsuppressing a Suppressed Punch List Item 
You can unsuppress a punch list item by assigning it to someone. 

To unsuppress a punch list item: 

1. In the Integrity web interface, click Punch List. 
2. Check Show Suppressed Items to include suppressed punch list items in the list. 

3. Click the ID for the item you want to unsuppress. The item is displayed in the right pane. 

4. Click Assign. 

5. Select the user to whom you want to assign the punch list item. 

6. Click Save on the Assign To window. 

7. Click Save in the right pane. The status of the punch list item is set to Assigned. 
 

Closing a Punch List Item 
Once you close a punch list item, you cannot modify or delete that item. Closing a punch list item 
indicates that the item is finished and complete. 

To close a punch list item: 

1. In the Integrity web interface, click Punch List. 
2. Click the ID for the item you want to close. The item is displayed in the right pane. 

3. Click Close. The status of the punch list item is set to Closed. 
 

Deleting a Punch List Item 
You can delete a punch list item that is open or assigned. Once a punch list item is closed, you 
cannot modify or delete that item. If a punch list item is suppressed, you need to assign it to 
someone before you can modify or delete the punch list item. 

To delete a punch list item: 

1. In the Integrity web interface, click Punch List. 
2. Click the ID for the item you want to delete. The item is displayed in the right pane. 

3. Click Delete. 

4. Click Yes on the confirmation message. 
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Understanding Workflows and Cases 
You can use workflow definitions and cases to support your management of change (MOC) 
processes. You can define your standard work processes, and then create cases for units of work 
that follow the defined processes. The cases document the work as it progresses and can help 
you comply with regulations, such as those in OSHA 1910.119(l). 

A workflow definition, much like a process flow diagram, identifies each step (state) in a work 
process and the transition from one state to the next. The workflow definition also determines 
whether a state includes a checklist. An administrator creates and configures as many workflow 
definitions as you need. 

Each workflow definition consists of a beginning state and an ending state with a normal path that 
includes defined transitions between each state. An administrator can also create alternate paths. 
For example, the normal path might be that an issue is assigned, work is performed, work is 
reviewed, and then it is approved before completion. An alternate path might be that the work is 
rejected, additional work must be done, and then resubmitted for review and approval. 

Once configured, you can create a case based on a workflow definition. Cases allow you to 
document your specific procedures for managing changes with customized checklists, procedural 
states and transitions, and authorization sign-offs. A case provides the set of fields that describe 
the work to be completed and allow you to add information about the work. The case uses the 
states, checklists, and transitions defined by the associated workflow definition to follow the work 
process. 

Integrity provides several sample workflow definitions. Your administrator creates and configures 
the workflow definitions that meet your specific needs. Then, the Workflow Cases window in the 
Integrity web interface allows you to create and work with cases. You can click on a row in this 
window to display the details of that case. 

The Workflow Cases window is available only if the PAS Workflows asset model is licensed and 
configured.  

For more information, see the Administration Guide. 
 

Understanding How Workflow Cases Are Created 
When you click the Start New Case button to create a case, you select a workflow definition for 
the case. Then, the case is updated as each state of the workflow definition is achieved. An 
administrator can define which fields and workflow definitions you can select when starting a new 
case.  

For more information about configuring the case type selection properties, see the Administration 
Guide. 

Integrity also provides automation that integrates workflow cases with common functions, such as 
change tracking, vulnerability and patch management, and baselines. When you click a 
configured button or a condition is detected, Integrity creates a case using the appropriate 
workflow definition.  

For more information about configuring this automation, see the Administration Guide. 
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Understanding Workflow Case Fields 
Each workflow case has a number of fields that describe and define that case. Some of the fields 
are provided by Integrity and others are added by an administrator during the workflow 
configuration process. In addition, some of these fields support automation within Integrity to 
identify the case and allow Integrity to integrate workflow cases with several functional areas. 

The Workflow Cases page displays many of these fields as columns so you can search and sort 
the list of cases. When you open an individual case, you can view and modify the fields for that 
case. The following list defines the default Integrity case fields: 

Case ID 
Provides a unique number assigned to the case. 

Location 
Provides a location defined by an administrator. This field allows you to group cases, such as by 
plant or area within a plant. This field is often used to identify the workflow definition to use. When 
you start a new case and select a location, the Category and Selected Definition fields are 
populated. 

Category 
Provides a classification for the case. This field lists the defined categories for the location 
selected in the Location field. Integrity uses this value to identify the workflow definitions to list in 
the Selected Definition field. 

Selected Definition or Type 
Specifies the workflow definition used by the case. When you create a case, this field is labeled 
Selected Definition and it provides the workflow definitions available for the Location and 
Category field values you selected. The case uses the workflow definition you select to determine 
the states, transitions, checklists, and notifications for the case. You cannot change this value for 
an existing case. 

Description 
Provides a description of the workflow case, such as the overall goal and how to complete the 
task. Integrity displays the description in many cases like a title that identifies the workflow case. 

Case Prefix 
Provides the value to use with the Case ID value to identify the case. This field allows you to 
quickly group related cases, such as by type of work item or whatever prefixes your administrator 
defined. 

Date Started 
Displays the date and time this workflow case was created. This field is set by Integrity and cannot 
be changed. 



 Organizing Work Items 
 

 

ICS Integrity User Guide 83 
 

Date Modified 
Displays the date and time this workflow case was last modified and saved. This field is set and 
updated by Integrity. 

Date Completed 
Displays the date and time this workflow case was finished. This field is set by Integrity and cannot 
be changed. 

Current State 
Displays the current state of this workflow case as defined by the workflow definition, such as 
Begin. 

Owner 
Displays the user who is responsible for the next step for this workflow case. This field is set and 
maintained by Integrity. When you reassign a case, Integrity sets this field to the newly selected 
user. In some cases, Integrity can automatically set this value based on configured automation. 

Associated Deviations 
Displays all the deviations associated with this workflow case. Each deviation in the list provides a 
linked ID for that deviation, and each deviation is listed on a separate line. Integrity provides this 
field instead of the Associated Objects field for cases using a baseline deviations workflow 
definition. 

Associated Objects 
Displays all the objects associated with this workflow case. Each object in the list provides a linked 
ID for that object, and each object is listed on a separate line. 

Associated Vulnerability Matches 
Displays all the vulnerability matches associated with this workflow case. Each vulnerability match 
in the list provides a linked ID for that vulnerability match, and each vulnerability match is listed on 
a separate line. Integrity provides this field instead of the Associated Objects field for cases 
using a vulnerability management workflow definition. 

Awaiting Approval 
Lists the users who can approve the workflow case in its current state so it can transition to the 
next state in the workflow definition. When one of these users approves the workflow case, 
Integrity sets the Approved By field to that user and clears the Awaiting Approval field. 

Approved By 
Specifies the user who approved the workflow case in its previous state so it transitioned to its 
current state in the workflow definition. When a user approves a workflow case, Integrity sets the 
Approved By field to that user and clears the Awaiting Approval field. 

Checklist Assignment 
Specifies the user who is assigned to the checklist that is associated the current state of the 
workflow case. 
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Progress and Checklists 
Displays the states in the workflow definition for this workflow case and identifies the current state 
of this case. Each state with a checklist displays an icon that allows you to access that checklist. 

 

Transition Approvals 
Provides the check boxes and comment field for a user to approve the workflow case so it can 
transition to the next state in the workflow definition. When a user approves and saves the 
workflow case, Integrity transitions the case to the next state and records the change, approval, 
and transition in the history of the case. 

History 
Provides the list of actions and related changes made to the workflow case. Each action shows 
the date and time of the action and the user who performed the action. 
 

Working with Workflow Cases 
You can perform many tasks for workflow cases from the Workflow Cases window in the Integrity 
web interface. This window is displayed when you click the Workflows tab. This window lists all 
open workflow cases and allows you to filter and sort the list, as well as create new cases and 
modify existing cases. The next several sections provide more information about these tasks. 

If an object supports workflow cases, you can select the workflow case link associated with the 
object in the Integrity web interface and then work with workflow cases for that object on the MOC 
Case tab. The MOC Case tab lists case details you can view and act on. 
 

Viewing the Workflow Cases 
By default, the Workflow Cases window lists all open cases. This window provides options that 
allow you to filter which cases are displayed. For example, you can choose whether to include 
closed or deleted cases in the list. You can also limit the cases displayed based on the currently 
logged in user. 

This window also allows you to search for specific case identifiers. When combined with other 
options on the window, you can limit which cases are searched. For example, you can specify 
dates in the Date Started and Date Completed fields to limit the timespan searched. 

To view workflow cases: 

1. In the Integrity web interface, click Workflows. The Workflow Cases window is displayed. 

2. If you want to search by case content, type the content in the search box and click Search. To 
display all cases again, clear the search content, and then click Search. 

3. Click Options. 
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4. If you want to limit the displayed cases by the date the case was created or finished, complete 
the following steps: 

a. Click Date Started or Date Completed. 

b. Specify the begin and end dates and times to specify the date-time range for the date 
started or completed. You can type each date and time value or use the calendar to select 
the date and time values you want. 

5. If you want to limit the list of cases, select the appropriate View option: 

 Include closed cases 

 Include deleted cases 

 Only cases awaiting my approval - Displays cases that require your approval for the 
current state of the case so it can transition to the next state. 

 Only cases owned by me - Displays cases where you are the current owner. 

 Only cases awaiting my checklist completion - Displays cases where you are 
associated with the checklist for the current state of the case. 

1. If you want to display one or more optional information columns, toggle the button for the 
columns you want to display, such as Checklist Assignment, in the Optional Columns field. 

2. Click Go to apply the options you selected. 

You can adjust and filter the columns on the Workflows tab. Then, you can save the layout for 
future use. In Grid, the Save State button saves the current column sorting or grouping within the 
grid and the Clear State button clears the grid state. 

Integrity provides additional ways to view sets of workflow cases based on characteristics of those 
cases. For more information, see the following topics: 

 Viewing Case Summaries (page 85) 

 Viewing Cases with Associated Objects (page 87) 

 Viewing Files Attached to Checklists in a Case (page 87) 

 Exporting the List of Workflow Cases (page 88) 

 Searching the Cases (page 88) 
 

Viewing Case Summaries 
Integrity provides several types of workflow case summaries that include charts and statistics 
about the existing cases. You can choose from the following summaries: 

Number of open cases 
Provides a bar or trend chart showing the number of cases that are in a state other than completed 
or closed during a specified time period. 

Number of completed cases 
Provides a bar or trend chart showing the number of cases, including closed cases, that have 
been completed during a specified time period. 
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Number of completed but not closed cases 
Provides a bar or trend chart showing the number of cases that were completed but not closed 
during a specified time period. 

Duration of cases 
Provides a trend chart showing the average number of days that a case is open. Only the cases 
that were active during the specified time period are included in this summary. 

Integrity provides options so you can group the cases in the chart by the field you choose, such as 
the Location field. Integrity lists the cases that meet the selected summary criteria and options 
below the chart. 

 

To view a summary: 

1. In the Integrity web interface, click Workflows. 

2. On the Workflow Cases page, click Summary. 

3. In Summary Information on the Summary window, select the type of summary you want. 

4. If you want to use beginning and end dates to define the date range for cases to include in the 
summary, specify the begin and end dates in the Start Date and End Date fields and check 
the box next to these fields. You can type each date value or use the calendar to select the 
date you want. 
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5. If you prefer to use a rolling date range from today to define the date range for cases to include 
in the summary, check the Rolling Range check box, and then specify the number of days, 
weeks, or years of cases to include. 

6. Click Refresh Chart. 
7. Use the Presentation area options to select the chart type you want and to adjust how the 

chart is displayed. After you change the options, click Refresh Chart to display the new chart: 

 Total (bar chart) - allows you to select the primary and secondary fields by which to group the 
cases. 

 Trend (line chart) - allows you to select the interval time period for the trend and a primary 
field by which to group the cases. 

1. If you want to save the currently selected summary and options as the default when the 
Summary window is displayed, click Save Changes. 

 

Viewing Cases with Associated Objects 
Integrity provides a summary list of only the cases that have objects associated with them. You 
can sort the list by any column to quickly find the cases you want. You can also filter each column 
by value and drag one or more column headings into the top bar to group the list by those column 
values. 

 

To display the list of cases with associated objects: 

1. In the Integrity web interface, click Workflows. 

2. On the Workflow Cases page, click Cases with Associated Objects. 

3. If you want to export the results to a Microsoft Excel file, click Export, and then follow your 
browser instructions to save the Excel file. 

 

Viewing Files Attached to Checklists in a Case 
Some checklists allow you to attach one or more files to the checklist. You may need to review 
these files without knowing to which checklist each file is connected. Integrity simplifies this task 
by allowing you to view a list of files attached to any of the checklists in a case. 
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To view the files attached to the checklists in a case: 

1. In the Integrity web interface, click Workflows. 

2. On the Workflow Cases page, click the row of the case you want to open and view its attached 
files. 

3. Click the Attachments tab in the right pane. This tab lists the files attached to the checklists in 
the case. 

 

Exporting the List of Workflow Cases 
You can export the list of workflow cases from the Workflows tab. The Export button allows you to 
export the displayed grid to a Microsoft Excel file. Integrity exports the information as it is 
displayed, so you can group the list and size the columns as needed before you export the 
displayed grid. 

To export the list of workflow cases: 

1. In the Integrity web interface, click Workflows. 

2. Adjust the displayed information in the grid as you want it. 

3. Click Export. 
4. Follow your browser instructions to save the Excel file. 
 

Searching the Cases 
The text box to the left of the Search button allows you to find all cases that match the text you 
specify. Integrity finds all cases with a field that matches the text you specify. You can also use the 
display options to limit which cases are included in the search results. The Clear Search button, 
an x to the right of the search text, clears the search text. Click the Search button with no search 
text to refresh the displayed list. 

To search for cases with a field that contains a text string: 

1. In the Integrity web interface, click Workflows. 

2. If you want to limit which cases are included in the search, complete the following steps: 

a. Click Show Options. 

b. Specify the options you want. For more information about using these options, see 
Viewing the Workflow Cases (page 84). 

c. Click Go. 

3. Type a value, such as a case number, in the text box to the left of the Search button. For 
example, type 17 to find all cases with a field value that contains 17. 

4. Click Search. 

5. If you want to export the search results to a Microsoft Excel file, click the Excel button, and 
then follow your browser instructions to save the Excel file. 

6. If you want to open a case, click the row of the case you want to open. 
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Starting a Workflow Case (Creating a Case) 
You can create a case to document your specific actions for managing a change. When you click 
the New Case button to start a case, Integrity displays a set of initial fields to determine which 
workflow definition to use for the case. These case-type fields include the Selected definition 
field, which lists the names of the available workflow definitions. 

A workflow definition identifies the states and transitions to use for the case, much like a process 
flow diagram. An administrator must create and configure the workflow definitions before you can 
create a case. For more information, see Understanding Workflows and Cases (page 81). 

Integrity also provides automation that integrates workflow cases with common functions. For 
more information, see Understanding How Workflow Cases Are Created (page 81). 

To start a new case based on a workflow definition: 

1. In the Integrity web interface, click Workflow. 

2. Click New Case. 

3. Specify the common information required by a case, such as the Location, Category, and 
Selected definition fields, and then click OK. For more information, see Understanding 
Workflow Case Fields (page 82). 

4. In Description, type the description to identify the work required for this case. 

5. Specify values for additional required fields identified with a red asterisk (*). 
6. Click Save. 
 

Starting a Case with Associated Objects 
Integrity allows you to add associated objects to a workflow case. You can also create a workflow 
case while viewing an object. In this case, Integrity associates that object with the case. You can 
then select additional objects and associate those objects with the case. The following figure 
illustrates the Cases tab for the selected object. 

This functionality is available for specific object types, based on their asset model.  

For more information about enabling the Case tab for specific object types, see the Administration 
Guide. 

To start a case from an object: 

1. Select an object from the Asset Explorer. 

2. Click the Case tab in the right pane. 

3. Click Start New Case. 

4. Specify the common information required by a case, such as the Location, Category, and 
Selected definition fields, and then click OK. For more information, see Understanding 
Workflow Case Fields (page 82). 

5. In the Open Workflow Cases list, click the Case ID link for the case you just created. 

6. In Description, type the description to identify the work required for this case. 
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7. Specify values for additional required fields identified with a red asterisk (*). 
8. Click Save. 

Then, you can close the window opened for the new case. 
 

Updating a Case 
When you create a case, you select the workflow definition that designates the steps to follow to 
document the case. As you work on the case, you need to update it as it transitions from 
state-to-state in the workflow. Each state can have a checklist of items that you complete before 
the workflow can transition to the next state. The assigned user or the administrator can update 
the checklist. Only the assigned user can sign the checklist. 

An administrator assigns checklists to states in a workflow definition. A checklist can include 
required items, such as the date and time when a piece of equipment was serviced. To transition 
the case to the next state, Integrity requires an approval from one of the authorized approvers. 
When all states are complete, Integrity requires an approval to close the case. The History 
section of the case records the date and time of each change and approval for the case. 

To update a case: 

1. In the Integrity web interface, click Workflows. 

2. On the Workflow Cases page, click the row of the case you want to open and edit. 

3. If a checklist exists for the current state, complete the following steps to work on the checklist: 

a. In the Progress and Checklists area of the case, click the checklist icon in the current 
state. For example, the following image illustrates the Define Change state is the current 
state as it is highlighted in blue. 

 
b. On the Check List window, complete each section. A red asterisk (*) is displayed next to 

the label for each required field. The checklist can include many types of fields, such as 
check boxes, radio buttons, text boxes, and drop-down lists. The following types of fields 
provide key features: 

 Signature - Click the check box to indicate a signature. Then, click OK on the 
confirmation message box. 

 Proposed Changes - In each column of the data grid, type or select the value and add 
comments concerning the changes. 

 Reconciled Changes - Type comments concerning the changes. 

a. When you are done with the checklist, click Save Your Changes. 
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4. If the current state is complete, in the Transition Approvals area, click the check box to 
approve completion of the state. If the workflow has been configured to require specific 
signatures for approval, these users must complete this step. 

5. If you want to add a comment to the case, type a comment in the History field. You can 
include a URL in your comment. Integrity presents URLs that start with http:// or 
https:// as links to the specified URL. 

6. Click Save. 
 

Printing a Case 
You can print a case or save it as a PDF file. 

To print a case: 

1. In the Integrity web interface, click the Workflows tab. 

2. On the Workflow Cases page, click the row of the case you want to open and print. 

3. Click Print. The report is displayed in a new window in PDF format. 

4. If you want to print the displayed case, click the Print icon in the PDF window. 

5. If you want to save the case as a PDF file, click the Save icon in the PDF window. 
 

Reconciling Changes Associated to a Case 
In many situations, you have a workflow case for work related to a set of objects. For example, you 
may be reviewing changes made to several system resources. Those objects are associated with 
the case. Integrity simplifies the process for reconciling changes to objects associated with a case. 

The Reconcile Changes window provides a list of the associated objects that have no changes 
and a summary of all the identified changes. The list of changes indicates which changes have 
been reconciled for the selected case. 

 

To reconcile changes associated with a workflow case: 

1. In the Integrity web interface, click Workflows. 

2. On the Workflow Cases page, click the row of the case you want to open. 
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3. Click Reconcile Changes on the Case tab. 

4. Check the check boxes on the left of each change you want to reconcile. 

5. Click Save. 
 

Restarting a Case 
Administrators can restart a case that has at least one approved transition. When you restart a 
case, the approval signatures are removed, and the changes are recorded in the History section of 
the case. The Restart button on the Case tab is available only for administrators and only if the 
case is in a state that can be restarted. 

To restart a case: 

1. In the Integrity web interface, click Workflows. 

2. On the Workflow Cases page, click the row of the case you want to open and restart. 

3. Click Restart on the Case tab. 

4. Click OK on the confirmation message window. 
 

Reassigning a Case 
You can change the owner of a case by reassigning it. You can also use the Reassign 
Approver(s) button on the Case tab to change the selected approvers. 

To reassign a case: 

1. In the Integrity web interface, click Workflows. 

2. On the Workflow Cases page, click the row of the case you want to open and reassign. 

3. Click Reassign Owner on the Case tab. 

4. On the Change Owner window, select the new owner, and then click OK. 

5. Click OK to confirm the reassignment. 

Integrity changes the Owner field of the selected case to the name of the new owner. 
 

Updating Workflow Cases for Removed Active Directory 
Users 

The WorkflowUserUpdate.exe utility allows you to change one user account to another in 
workflow cases. In some cases, if you remove a user from the Active Directory, workflow cases 
assigned only to that user can become locked. When a user who is a case owner or approver is 
removed from the Active Directory, use the WorkflowUserUpdate.exe utility to change that 
user to another user who will take over those cases. 

In some rare cases, you may have a few workflow cases with a blank approver field. This utility 
also allows you to assign an approver if the field is blank. You can check Change approver and 
leave the Current Username and Current Full Name fields blank. 

To change one user account to another in workflow cases: 
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1. In the InstallPath\DataCollector folder, run the WorkflowUserUpdate.exe utility. 

 
2. In Log file, specify the text file where you want the changes logged. The utility overwrites this 

file each time it runs. 

3. If you want to change the owner of one or more cases, check Change owner. 
4. If you want to change the approver of one or more cases, check Change approver. 
5. If you want changes limited to only one case, specify the case number in Case ID. 

6. Specify the current and new account names in the remaining fields. 

7. Click Update. Status information is displayed as changes are made. More complete 
information is provided in the log file. When all changes are made, a confirmation message is 
displayed. 

8. Read the confirmation message, and then click OK. 
 

Closing a Case 
Once a case has transitioned to the end state, the case is considered Completed. The case can 
then be closed either automatically or manually. Although closed cases cannot be updated, the 
data and history for the case can be viewed, and the summary information can be displayed in the 
summary charts. 

 To manually close a case, you must be the case owner. 

To manually close a case: 

1. In the Integrity web interface, click Workflows. 

2. On the Workflow Cases page, click the row of the case you want to open. 
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3. In the Transition Approvals area of the Case viewer, click the Close check box, and then 
click Save. 

 
 

Deleting a Case 
You can delete cases as needed. The deleted cases remain in the database and are viewable 
when you select the Include Deleted Cases check box. 

To delete a case: 

1. In the Integrity web interface, click Workflows. 

2. On the Workflow Cases page, click the row of the case you want to open and delete. 

3. Click Delete. 

4. Click OK to confirm deletion. 
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The Spares page helps you identify and manage available slots for each asset you have created. 
Spares include I/O cards, I/O channels, tags, and displays. Spares are displayed in Integrity after 
the initial import based on open slots. Prior to installing a new device, you need to create a project 
and reserve a spare. If you install a new device, you should run a full import to show the filled 
spare. Integrity detects the new device after the next successful import. 
 

Understanding Spares 
The Spares viewer in Integrity allows you to view spares based on asset, object type, and spare 
type. You can view the status of the spare, create a project for reserving a spare, and view the 
properties of the spare. When reserving a spare, you need to associate the spare with a project. If 
no project is specified, Integrity will list the reservation as having No Project Assigned. 
 

Working with Projects 
Projects are entities that you create to identify blocks of reserved objects. When reserving a spare, 
you specify the project to which the reservation belongs. You can reserve multiple spares for each 
project. Deleting a project releases all reservations associated with the project. 
 

Creating a Project 
A project identifies blocks of reserved objects. To reserve objects, you need a project to associate 
the reservation with. If you do not create a project or assign a reservation to an existing project, 
Integrity defaults the reservation to No Project Assigned. 

To create a new project: 

1. In the Integrity web interface, click Spares > Browse Projects. 

2. Select an asset in the Asset field. 

Managing Spares 
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3. Click Add New. 

 
4. In the Project name field, type a name for the project. 

5. In the Description field, type a description to identify the project. 

6. In the Comments field, type any additional information about the project. 

7. Click Save. 
 

Modifying a Project 
You can rename a project, modify the description, and modify the comments for an existing project 
as well as view the current reservations for a project. 

To modify an existing project: 

1. In the Integrity web interface, click Spares > Browse Projects. 

2. Select an asset in the Asset field. 
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3. Select a project in the Project field. 

 
4. If you want to rename the project, click the Rename Selected Project button above the 

project name, enter the new name, and then click Ok. 

5. Make changes as needed in the Description and Comments fields. 

6. Click Save. 
 

Deleting a Project 
Integrity allows you to delete an existing project and its associated reservations. Deleting a project 
releases all reservations associated with the project. A released spare becomes available to 
reserve for another project. 

To delete an existing project: 

1. In the Integrity web interface, click Spares > Browse Projects. 

2. Select an asset in the Asset field. 

3. Select a project in the Project field. 
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4. Click Delete. 

5. Click Yes to confirm you want to delete the project and its associated reservations. 
 

Searching for Spares 
Integrity uses spare objects to reserve objects within the asset. This functionality allows you to 
create an asset structure with components that will be used in the future. You can search for 
spares in the Spares viewer or navigate to the location in Hardware Overview. You can view 
empty spares, reserved spares, and filled spares. Filled spares show the project, object type, and 
name in the Filled by column. Reserved spares show which user in the Integrity web interface 
reserved the spare. 

 

To search for spare objects: 

1. In the Integrity web interface, click Spares > Browse Spares. 

2. Select an asset from the Assets field. 

3. Select the object type to include in the list in the Object Type field. 

4. If you want to restrict the listed spares to specific types, click each type of spare you want to 
include in the list: 

 Empty - available spares you can reserve. 

 Filled - spares that are now permanent objects. 

 Reserved - spares that have been reserved. 

 If you do not select any of the Spare type boxes, Integrity includes all types of 
spares in the list. 

5. Click on a Spare Name to view the properties of the spare. 
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Reserving a Spare 
After locating spares, you can use the Reservation Information pane to reserve one or more 
spares under the same project. You can select multiple spares across multiple pages for 
reservation. Integrity maintains the selected spares from page to page. 

To reserve spares: 

1. In the Integrity web interface, click Spares, and then click Browse Spares. 

2. Search for the spare you want to reserve. For more information, see Searching for Spares 
(page 98). 

3. Select one or more spares from the results grid by selecting their check boxes. 

4. Click Reserve. The Reservation Information window is displayed. 

 
5. Select the project you want to assign the reservation to, or click New Project to create a new 

project. For more about creating a new project, see Creating a Project (page 95). 

6. In the Reservation name field, select an existing reservation name, or select Create New, 
and then type a new name. 

7. In the Description field, type a description for the spare. 

8. In the Comment field, type any additional information. 

9. Click Save. 
 

Searching for Reservations 
When a spare object has been reserved, the object is associated with a project and a comment 
concerning the reason the reservation was made. 
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To search for spare reservations: 

1. In the Integrity web interface, click Spares, and then click Browse Reservations. 

2. In the Asset field, select the asset for that project. 

3. In the Project field, select the project for the reservation. 

4. If you want to further refine the search results, select the name of a reservation in the 
Reservation field. 

5. Click the Reservation name to view additional details in the Properties, Reserve, and Notes 
tabs. 

 

Deleting a Reservation 
You can delete reservations if you no longer plan to fill a spare. Deleting a reservation releases the 
spare, allowing you to use the spare in a future project. Use the Browse Reservations window to 
delete a reservation. 

To delete a reservation: 

1. In the Integrity web interface, click Spares, and then click Browse Spares. 

2. On the Browse Spares window, search for reserved spares. For more information, see 
Searching for Reservations (page 99). 

3. Select a reserved spare from the results grid by clicking on its Spare Name. 

4. Click the Reserve tab. The Reservation Information pane is displayed and the Project and 
Reservation name are selected. 

5. Click Delete. 

6. Click Yes on the confirmation message window. 

You can verify the reservation as deleted in the Integrity web interface by clicking 
Spares > Browse Spares. 
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Integrity provides an extensive query builder that allows you to retrieve exactly the information you 
need. You can save queries and then use them as the basis for reports. Integrity also allows you to 
save both public and private queries, so you can share valuable queries across your team and 
allow individuals to create the custom views they need. Integrity can also use queries to identify 
complex data sets and use them as the basis for baselines. 

In addition to queries, Integrity provides a flexible reporting framework with built-in reports and 
powerful custom reports that can be based on saved queries or defined using independent search 
criteria and configuration options. You can create report packages of one or more reports. Each 
report identifies a set of configuration options, which can include the asset for which to run the 
report, whether to save the report as a PDF or Excel file, and which query to use for the report. 

After you have created the report packages you need, you can run the reports in a package 
individually or as a set. Then, you can view the run reports. Integrity also allows you to schedule a 
report package and email the resulting reports. For example, you can automatically run a report 
package weekly or when new data is imported and processed. These powerful query and 
reporting features allow you to work with the data in any way you need. 
 

Understanding Queries 
Integrity provides the query builder to help you query the Integrity database for the information you 
need. You can use a built-in query, or you can build and save custom queries to search 
references, change logs, and more. You can also build queries using SQL statements and 
compound queries based on the results of other queries. 

When you save a query, you can make it private or public. Private queries are accessible only by 
the creator. Public queries are accessible by anyone. You can also choose to save a query with 
the asset model, which makes the query available for all assets of that type. 

For example, you may initially create several private queries for the specific assets you manage. 
You can customize those queries to meet your specific needs. Over time, other users may want to 
use your queries for the assets they manage. You can save the private query as public and check 
Save with Asset Model so other users can use it with their assets of the same type. 

After you have the saved queries you need, you can run them when needed, or you can base 
reports on the saved queries and schedule them to run hourly, weekly, monthly, or when new data 
is imported and processed. 
 

Understanding the Types of Queries 
When you create a query, you can choose to create one of the following query types: 

Property Data 
Searches for the property values of specific object types. These queries allow you to find objects 
with one or more properties whose values match the defined criteria. You can identify the 
properties to include and the sorting to apply. 

Reporting and Queries 
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Change History 
Searches for added objects, deleted objects, and objects with modified properties. You can 
specify the time period during which to identify the types of changes you want to see. You can also 
identify the properties to include, old or new values, and the sorting to apply. 

Reference Data 
Searches for references/connections between two object types. You can identify the types of 
references to include or exclude. You can also provide additional criteria about the output and 
input objects. 

SQL (Advanced) 
Searches for a variety of objects and property data by using SQL. You can build an advanced SQL 
query with the selection options, and you can adjust the SQL as needed to return the specific data 
you need. 
 

Working with Queries 
When you create a query, you decide what asset or asset type it applies to, who should have 
access to the query, and what type of query you want to create. You define the criteria and related 
options for the query and save it. Then, you can run the query and use it as the basis for a report. 

Before you view the results of a query, you should review and define your query settings. These 
settings define the maximum number of rows and columns displayed, as well as other options. 
Each user defines his or her own query settings. For more information, see Configuring Query 
Settings (page 15). 

For more information about working with queries, see the following topics: 

 Creating a Query (page 102) 

 Creating a Property Data Query (page 103) 

 Creating a Change History Query (page 106) 

 Creating a Reference Data Query (page 108) 

 Creating a SQL Query (page 110) 

 Running a Query (page 112) 

 Printing and Exporting Query Results (page 113) 

 Modifying a Query (page 113) 

 Deleting a Query (page 114) 
 

Creating a Query 
When you create a new query, Integrity prompts you to select the asset for the query and the type 
of query. The asset you select defines the asset or the asset type for the query. If you save the 
query with the asset model, the query is available for all assets of the type selected in the Asset 
field. The purposes and parameters for each query type vary. For more information about the 
supported query types, see Understanding the Types of Queries (page 101). 

You can create the following types of queries: 
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 Property Data - Find objects with one or more properties whose values match your criteria. 
For more information, see Creating a Property Data Query (page 103). 

 Change History - Find added or removed objects, as well as objects with modified properties 
based on your criteria. For more information, see Creating a Change History Query (page 
106). 

 Reference Data - Find references between two object types based on your criteria. For more 
information, see Creating a Reference Data Query (page 108). 

 SQL (Advanced) - Define the exact SQL statement you want to run. For more information, 
see Creating a SQL Query (page 110). 

 

Creating a Property Data Query 
You can use a property data query to search for objects and their property values. You can specify 
the criteria to define object types, properties and their values, and more. 

To create and save a property data query: 

1. Click Queries > Create/Edit Queries in the left navigation bar. 

2. In Asset, select an asset for which you want to create the query. If you are creating a query for 
more than one asset of a specific type, select one asset of that type. The query will be listed 
for the asset you select. 

3. Click Create Query. The new query settings and criteria options are displayed in the right 
pane. 

4. In Query Type in the right pane, select Properties. 

5. In For Objects of Type in the right pane, select the type of objects you want to include in the 
query. 

6. If the object type includes subtypes, click the Subtypes link to select which subtypes to 
include. If the Subtypes link is available and you do not select any subtypes, Integrity 
includes all subtypes in the query. 

7. If you want to run this query against a list of assets in addition to the asset you selected, 
complete the following steps: 

a. Click From Asset(s). The Assets window is displayed. 

b. In Available Assets, select the assets you want to include in the query, and then click >. 
The selected assets are listed in Included Assets. 

c. Close the Assets window. 

8. If you want to select the properties to include in the query results, complete the following 
steps. If you do not select any properties, Integrity includes all common properties as columns 
in the results and sorts the results by object name. If the object type has no common 
properties, Integrity includes all properties in the results. 

If you selected multiple assets in From Asset(s), the Property Names list displays only the 
properties common to the object type for all selected assets. If the object type for any selected 
asset is missing a property, that property is not listed. 

a. Click Property Names. The Property Names window is displayed. 
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b. In Property names, select each property you want to include in the results, and then click 
on the right arrow (>) to add the property to the Included in results list. 

 You can use the Show Properties list at the bottom of the Property Names 
window to change which properties are listed. You can also select a property and click the 
Add item to common properties or Remove item from common properties links to 
change which properties are common for the selected object type. Common properties 
apply to all objects of that type for the selected asset. 

c. In Included in results, use the up and down arrow buttons below the list to set the order 
of the columns in the query results. 

d. If you want to modify the sort order, click each property in Included in results you want to 
use to sort the results, and then click the right arrow (>) to add the property to the Sort By 
list. By default, Integrity sorts the results by object name. 

e. In Sort By, use the up and down arrow buttons below the list to set the sort order for the 
query results. 

f. Close the Property Names window. 

9. If you want to send the results of the query to a subquery, complete the following steps: 

a. Click the plus sign (+) button in the bottom right of the right pane options area. 

b. Click the type of subquery to add. 

c. Specify the settings and options for the selected subquery. 

10. If you want to add more filters based on properties, complete the following steps: 

 You can add filters based on properties and a selection list that defines a list of 
objects. 

a. Click Search Criteria. 

b. Click Select from properties. 

 
c. In the Property names list, select a property. You can use the Show Properties field to 

change which properties are listed. 
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d. In the Operator list, select an operator to use to compare the property value with the text 
you specify in the Value field. You can also choose to compare whether a property exists. 

e. In Value, type a value or choose one of the values displayed in the list. 

f. Click ADD NEW. 

g. If you want to add more filter criteria expressions, repeat steps c-f as many times as 
needed. By default, Integrity uses AND to combine and evaluate all the criteria 
expressions. You can select expressions and then click GROUP AND or GROUP OR to 
change how expressions are evaluated together. 

h. When you are done specifying the parameter-based filter criteria you want, close the 
Search Criteria window. 

11. If you want to add more filters based on a list of objects, complete the following steps: 

a. Click Search Criteria. 

b. Click Use selection list. The Available objects list includes all the objects you can 
select. 

c. If you want to create a saved list of objects that you can reuse, in Select list name, click 
Add New, and then type the new selection list name. In Available objects, select the 
objects you want, and click the right arrow (>) to add them to List details. Then, click 
Save List. 

d. If you want to use an existing saved list of objects, in Select list name, click the name of 
the selection list you want. 

e. If you want to modify an existing saved list of objects, in Select list name, click the name 
of the selection list you want. Modify the list as needed, and then click Save List to 
overwrite the saved list. 

f. If you want to add a typed list of objects to the List details field, copy a list of object names 
you want separated by spaces, commas, semicolons, or the pipe (|) character to the 
Windows clipboard, then click the clipboard icon at the top right of the List details field. 

g. If you want to search for the objects you want, type a search string using wildcard 
characters, such as *24*, in the Available objects field, and then click the magnifying 
glass icon to display a list of matching objects. 

h. If your search does not provide the results you want, delete the text in the Available 
objects field or type a new value and click the magnifying glass icon again. 

i. Select one or more objects from the Available objects list, and then click the right arrow 
(>) to move the selected objects to the List details field. 

j. Click Add Criteria to add the list of objects to the search criteria. If a list was previously 
added the criteria, or if you make additional changes, click Update Criteria. 

k. When you are done specifying the selection list-based filter criteria you want, close the 
Search Criteria window. 

12. Click Run, and then review the results to make sure the query provides the results you want. 

13. Click Save As. The Save Query pane is displayed. 

14. In Enter a query name, type the name of the new query. 

15. Select whether to make the query Public or Private. 

16. If you want the query to be available for all assets of this type, check Save with Asset Model. 
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17. Click OK. 

18. Click OK on the confirmation message. 

Now you can run the query or use it as a basis for a report. For more information, see Running a 
Query (page 112). 
 

Creating a Change History Query 
You can use a change history query to search for objects that were added or removed. You can 
also search for objects with modified property values. The query criteria allow you to define object 
types, properties, the time period to check, and more. 

To create and save a change history query: 

1. Click Queries > Create/Edit Queries in the left navigation bar. 

2. In Asset, select an asset for which you want to create the query. If you are creating a query for 
more than one asset of a specific type, select one asset of that type. The query will be listed 
for the asset you select. 

3. Click Create Query. The new query settings and criteria options are displayed in the right 
pane. 

4. In Query Type in the right pane, select Changes. 

5. In For Objects of Type in the right pane, select the type of objects you want to include in the 
query. 

6. In Change Type, check the check box for each type of change you want to include in the 
query. If you do not check at least one change type (Added, Modified, or Deleted), Integrity 
includes all change types in the query. 

7. If you want to run this query against a list of assets in addition to the asset you selected, 
complete the following steps: 

a. Click From Asset(s). The Assets window is displayed. 

b. In Available Assets, select the assets you want to include in the query, and then click >. 
The selected assets are listed in Included Assets. 

c. Close the Assets window. 

8. If you want to select the properties to include in the query results, complete the following 
steps. If you do not select any properties, Integrity includes all properties as columns in the 
results and sorts the results by object name. 

a. Click Property Names. The Property Names window is displayed. 

b. In Property names, select each property you want to include in the results, and then click 
on the right arrow (>) to add the property to the Included in results list. 

c. In Included in results, use the up and down arrow buttons below the list to set the order 
of the columns in the query results. 

d. If you want to modify the sort order, click each property in Included in results you want to 
use to sort the results, and then click the right arrow (>) to add the property to the Sort By 
list. By default, Integrity sorts the results by object name. 

e. In Sort By, use the up and down arrow buttons below the list to set the sort order for the 
query results. 
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f. Close the Property Names window. 

9. Complete the following steps to filter the query results by time period or selected imports: 

a. Click Import Summary. The Import Summary window is displayed. 

b. If you want query data between two dates, in Query by, select Date Range. Then, specify 
the start and end dates and times to define the range of time you want to include in the 
results and click Update. 

c. If you want query data during a period of time up until now, in Query by, select Rolling 
Range. Then, specify the number of days from the current data to define the range of time 
you want to include in the results and click Update. 

d. If you want query data during a specific data import, in Query by, select Import 
Summary. Then, select the imports you want in Available imports and click the right 
arrow (>) to identify the imports you want to include in the results. Those imports are listed 
in Chosen imports. 

e. Close the Import Summary window. 

10. If you want to add more filters based on properties, complete the following steps: 

 You can add filters based on properties and a selection list that defines a list of 
objects. 

a. Click Search Criteria. 

b. Click Select from properties. 

c. Add a filter criteria expression by typing a value in one or more of the Object Name, 
Property Name, Old Value, New Value, Ack , and Comment fields, and then click Add 
New. For example, to include only objects with a name similar to TPS25 and 
unacknowledged changes, type TPS25 in the Object Name field and select False in the 
Ack field. 

d. If you want to add more filter criteria expressions, repeat the previous step as many times 
as needed. By default, Integrity uses AND to combine and evaluate all the criteria 
expressions. You can select expressions and then click GROUP AND or GROUP OR to 
change how expressions are evaluated together. 

e. When you are done specifying the property-based filter criteria you want, close the Search 
Criteria window. 

11. If you want to add more filters based on a list of objects, complete the following steps: 

a. Click Search Criteria. 

b. Click Use selection list. The Available objects list includes all the objects you can 
select. 

c. If you want to create a saved list of objects that you can reuse, in Select list name, click 
Add New, and then type the new selection list name. In Available objects, select the 
objects you want, and click the right arrow (>) to add them to List details. Then, click 
Save List. 

d. If you want to use an existing saved list of objects, in Select list name, click the name of 
the selection list you want. 

e. If you want to modify an existing saved list of objects, in Select list name, click the name 
of the selection list you want. Modify the list as needed, and then click Save List to 
overwrite the saved list. 
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f. If you want to add a typed list of objects to the List details field, copy a list of object names 
you want separated by spaces, commas, semicolons, or the pipe (|) character to the 
Windows clipboard, then click the clipboard icon at the top right of the List details field. 

g. If you want to search for the objects you want, type a search string using wildcard 
characters, such as *24*, in the Available objects field, and then click the magnifying 
glass icon to display a list of matching objects. 

h. If your search does not provide the results you want, delete the text in the Available 
objects field or type a new value and click the magnifying glass icon again. 

i. Select one or more objects from the Available objects list, and then click the right arrow 
(>) to move the selected objects to the List details field. 

j. Click Add Criteria to add the list of objects to the search criteria. If a list was previously 
added the criteria, or if you make additional changes, click Update Criteria. 

k. When you are done specifying the selection list-based filter criteria you want, close the 
Search Criteria window. 

12. Click Run, and then review the results to make sure the query provides the results you want. 

13. Click Save As. The Save Query pane is displayed. 

14. In Enter a query name, type the name of the new query. 

15. Select whether to make the query Public or Private. 

16. If you want the query to be available for all assets of this type, check Save with Asset Model. 
17. Click OK. 

18. Click OK on the confirmation message. 

Now you can run the query or use it as a basis for a report. For more information, see Running a 
Query (page 112). 
 

Creating a Reference Data Query 
You can use a reference data query to search for references or connections between two object 
types. You can specify the criteria to define object types, reference types, and more. 

To create and save a reference data query: 

1. Click Queries > Create/Edit Queries in the left navigation bar. 

2. In Asset, select an asset for which you want to create the query. If you are creating a query for 
more than one asset of a specific type, select one asset of that type. The query will be listed 
for the asset you select. 

3. Click Create Query. The new query settings and criteria options are displayed in the right 
pane. 

4. In Query Type in the right pane, select References. 

5. In For Objects of Type in the right pane, select the type of objects you want to include in the 
query. 

6. If you want to run this query against a list of assets in addition to the asset you selected, 
complete the following steps: 



 Reporting and Queries 
 

 

ICS Integrity User Guide 109 
 

a. Click From Asset(s). The Assets window is displayed. 

b. In Available Assets, select the assets you want to include in the query, and then click >. 
The selected assets are listed in Included Assets. 

c. Close the Assets window. 

7. Complete the following steps to filter the query results by type of references: 

a. Click the Reference Types link. The Reference Types window is displayed. 

b. In Available Reference Types, select each reference type you want to include in the list 
to include or exclude, and then click on the right arrow (>) to add the reference type to the 
Included Reference Types list. 

If you selected multiple assets for the query, Available Reference Types lists only the 
reference types that all the selected assets have in common. If one asset does not have a 
particular reference type, that type is not in the list. 

c. If you want to include objects with the selected reference types in the query, click Show 
objects with references of selected types. 

d. If you want to include objects that do not have the selected reference types in the query, 
click Show objects without references of selected types. 

8. If you want to send the results of the query to a subquery, complete the following steps: 

a. Click the plus sign (+) button in the bottom right of the right pane options area. 

b. Click the type of subquery to add. 

c. Specify the settings and options for the selected subquery. 

9. If you want to add more filters based on properties, complete the following steps: 

 You can add filters based on properties and a selection list that defines a list of 
objects. 

a. Click Search Criteria. 

b. Click Select from properties. 

c. Add a filter criteria expression by typing a value in one or more of the Output and Input 
fields, and then click Add New. 

d. If you want to add more filter criteria expressions, repeat the previous step as many times 
as needed. By default, Integrity uses AND to combine and evaluate all the criteria 
expressions. You can select expressions and then click GROUP AND or GROUP OR to 
change how expressions are evaluated together. 

e. When you are done specifying the property-based filter criteria you want, close the Search 
Criteria window. 

10. If you want to add more filters based on a list of objects, complete the following steps: 

a. Click Search Criteria. 

b. Click Use selection list. The Available objects list includes all the objects you can 
select. 

c. If you want to create a saved list of objects that you can reuse, in Select list name, click 
Add New, and then type the new selection list name. In Available objects, select the 
objects you want, and click the right arrow (>) to add them to List details. Then, click 
Save List. 
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d. If you want to use an existing saved list of objects, in Select list name, click the name of 
the selection list you want. 

e. If you want to modify an existing saved list of objects, in Select list name, click the name 
of the selection list you want. Modify the list as needed, and then click Save List to 
overwrite the saved list. 

f. If you want to add a typed list of objects to the List details field, copy a list of object names 
you want separated by spaces, commas, semicolons, or the pipe (|) character to the 
Windows clipboard, then click the clipboard icon at the top right of the List details field. 

g. If you want to search for the objects you want, type a search string using wildcard 
characters, such as *24*, in the Available objects field, and then click the magnifying 
glass icon to display a list of matching objects. 

h. If your search does not provide the results you want, delete the text in the Available 
objects field or type a new value and click the magnifying glass icon again. 

i. Select one or more objects from the Available objects list, and then click the right arrow 
(>) to move the selected objects to the List details field. 

j. Click Add Criteria to add the list of objects to the search criteria. If a list was previously 
added the criteria, or if you make additional changes, click Update Criteria. 

k. When you are done specifying the selection list-based filter criteria you want, close the 
Search Criteria window. 

11. Click Run, and then review the results to make sure the query provides the results you want. 

12. Click Save As. The Save Query pane is displayed. 

13. In Enter a query name, type the name of the new query. 

14. Select whether to make the query Public or Private. 

15. If you want the query to be available for all assets of this type, check Save with Asset Model. 
16. Click OK. 

17. Click OK on the confirmation message. 

Now you can run the query or use it as a basis for a report. For more information, see Running a 
Query (page 112). 
 

Creating a SQL Query 
You can use a SQL advanced query to search for a variety of objects and property data. These 
queries are the most flexible and allow you to combine results from multiple object types, other 
queries, or external data sources, and customize the formatting of the output columns. To create a 
SQL query, you need to understand SQL and how the object types in the asset model relate to one 
another. 

To create and save a SQL advanced query: 

1. Click Queries > Create/Edit Queries in the left navigation bar. 

2. In Asset, select an asset for which you want to create the query. If you are creating a query for 
more than one asset of a specific type, select one asset of that type. The query will be listed 
for the asset you select. 
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3. Click Create Query. The new query settings and criteria options are displayed in the right 
pane. 

4. In Query Type in the right pane, select SQL (Advanced). 
5. If you want to run this query against a list of assets in addition to the asset you selected, 

complete the following steps: 

a. Click From Asset(s). The Assets window is displayed. 

b. In Available Assets, select the assets you want to include in the query, and then click >. 
The selected assets are listed in Included Assets. 

c. Close the Assets window. 

6. Click SQL Query. The Advanced SQL Query window is displayed. This window allows you to 
build the SQL query statement. You can type the query you want, or use the data item 
selection options to help you build the SQL query statement. 

7. If you want to include data from objects for the selected asset, complete the following steps: 

a. In Select datasource, select Object Type. 

b. In the Available data items list, check the check box to the left of each table of data you 
want to include in the SQL Query. 

c. If you want the query to search cached data instead of the database, check Use Cache 
for each table you chose to include. Integrity returns data items from the first time the 
query was run. 

d. Click Add Data Items to add the selected tables to the query. The tables are added to the 
Selected data items list. 

8. If you want to include data from an existing query for the selected asset, complete the 
following steps: 

a. In Select datasource, select Query. 

b. Select whether you want to list Public, Private, or Built-in queries for this asset. 

c. In the Available data items list, check the check box to the left of each table of data you 
want to include in the SQL Query. 

d. If you want the query to search cached data instead of the database, check Use Cache 
for each table you chose to include. Integrity returns data items from the first time the 
query was run. 

e. Click Add Data Items to add the selected tables to the query. The tables are added to the 
Selected data items list. 

9. If you want to include data from an external data connection for the selected asset, complete 
the following steps: 

a. In Select datasource, select External data source. 

b. Select a defined connection for the selected asset. For example, you can select the tag 
server connection or the LCN Main connection, if one exists for the selected asset. 

c. In the Available data items list, check the check box to the left of each table of data you 
want to include in the SQL Query. 

d. If you want the query to search cached data instead of the database, check Use Cache 
for each table you chose to include. Integrity returns data items from the first time the 
query was run. 
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e. Click Add Data Items to add the selected tables to the query. The tables are added to the 
Selected data items list. 

10. Click Create SQL to generate SQL from the selected data sources and populate the SQL* 
field with that SQL. 

11. In SQL*, edit the displayed SQL query statement as needed. For example, you can edit the 
JOIN clause to indicate the primary keys used to join the values of the selected tables. 

12. Click Update to transfer the text in the SQL* field to the SQL query you are creating. 

13. Close the Advanced SQL Query window. 

14. Click Run, and then review the results to make sure the query provides the results you want. 

15. Click Save As. The Save Query pane is displayed. 

16. In Enter a query name, type the name of the new query. 

17. Select whether to make the query Public or Private. 

18. If you want the query to be available for all assets of this type, check Save with Asset Model. 
19. Click OK. 

20. Click OK on the confirmation message. 

Now you can run the query or use it as a basis for a report. For more information, see Running a 
Query (page 112). 
 

Running a Query 
You can run a previously defined and saved query. To provide faster access, query results are 
cached on the Integrity web server for 24 hours. 

To run an existing query: 

1. Click Queries > Run Queries in the left navigation bar. 

2. In Asset, select the asset for which you want to run the query. If the query was not saved with 
the asset model, you must select the asset for which the query was created. 

3. In Access, select All. If you want to filter the list of queries based on their access setting, 
select that access type, such as Public or Private. 

4. In Type, select the type for the query you want to run. The list of queries in the Query column 
is limited to the type you select. 

5. In Query, select the name of the query you want to run. 

6. Click Go. Integrity displays the data returned by the query. 

7. If you want to view the details about a row of the results, click the information icon on the left of 
the row to open the right pane with tabs for the object found. 

8. If you want to hide the right pane, click the right side (>) of the gray vertical bar between the 
left and right panes. The left pane fills the window and displays the query results. 
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Printing and Exporting Query Results 
After you run a query, you can export the results of the query to a Microsoft Excel file or to a PDF 
file for printing. 

To print or export the query results: 

1. Click Queries > Run Queries in the left navigation bar. 

2. Run the query for the results you want to print or export. For more information, see Running a 
Query (page 112). 

3. If you want to print the displayed results, complete the following steps: 

a. Click the Print icon. Integrity creates and displays a PDF file that you can print or save. 

b. If you want to print the displayed PDF file, click the Print icon. 

c. If you want to save the displayed PDF file, click the Save icon. Specify where to save the 
PDF file, and then click Save. 

4. If you want to export the displayed results as a Microsoft Excel file, Click the Export to Excel 
icon. Integrity saves the Excel file in the default download folder for your browser. 

 

Modifying a Query 
After you create a query, you can edit the query to change whether it is public or private, as well as 
many other aspects of the query. You cannot change the name of the saved query, but you can 
save it as a new query and then delete the original query. 

To modify a query: 

1. Click Queries > Create/Edit Queries in the left navigation bar. 

2. In Asset, select the asset for which the query you want to modify was created. If the query 
was saved with the asset model so it is available for all assets of a specific type, select one 
asset of that type. 

3. In Access, select All. If you want to filter the list of queries based on their access setting, 
select that access type, such as Public or Private. 

4. In Type, select the type for the query you want to modify. The list of queries in the Query 
Name column is limited to the type you select. 

5. In Query Name, click the name of the query you want to edit. 

6. Modify the query parameters in the right pane. For more information about these parameters, 
see Creating a Query (page 102) and the topics for each type of query. 

7. If you want to overwrite the existing query, complete the following steps: 

a. Click Save. 

b. Select whether to make the query Public or Private. 

c. If you want the query to be available for all assets of this type, check Save with Asset 
Model. 

d. Click OK. 
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e. Click OK on the confirmation message. 

8. If you want to save the modified query with a new name, complete the following steps: 

a. Click Save As. 

b. In Enter a query name, type the name of the new query. 

c. Select whether to make the query Public or Private. 

d. If you want the query to be available for all assets of this type, check Save with Asset 
Model. 

e. Click OK. 

f. Click OK on the confirmation message. 
 

Deleting a Query 
If you no longer need a query, you can delete it. Be sure no reports are based on the query before 
you delete the query. 

To delete a query: 

1. Click Queries > Create/Edit Queries in the left navigation bar. 

2. In Asset, select the asset for which the query you want to delete was created. If the query was 
saved with the asset model so it is available for all assets of a specific type, select one asset of 
that type. 

3. In Access, select All. If you want to filter the list of queries based on their access setting, 
select that access type, such as Public or Private. 

4. In Type, select the type for the query you want to delete. The list of queries in the Query 
Name column is limited to the type you select. 

5. Click Delete (trash can icon). 

6. Click Yes to confirm the deletion. 
 

Understanding Reporting 
In addition to queries, Integrity provides a flexible reporting framework. You can use the built-in 
reports, and you can create custom reports to meet your specific needs. Each report can be based 
on a saved query, or you can specify independent search criteria and configuration options. 

To run and view reports, you create report packages of one or more reports. Each report identifies 
a set of configuration options, which can include the asset for which to run the report, whether to 
save the report as a PDF or Excel file, and which query to use for the report. After you create the 
report packages you need, you can run the reports in a package individually or as a set. 

After you run a report, you can view that report. Integrity also allows you to schedule a report 
package and email the resulting reports. For example, you can automatically run a report package 
weekly or when new data is imported and processed. These powerful reporting features allow you 
to view and distribute the data as needed. 
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Working with Reports 
Integrity provides built-in reports and allows you to create the custom reports and queries you 
need. A custom report can be based on a saved query, or you can specify independent search 
criteria and configuration options. To view a report, you first need to run the report. 

Integrity allows you to create report packages of one or more reports. When you run a report 
package, you can combine multiple reports, include divider (separator) pages, and add a table of 
contents and cover sheet. The following list outlines how to prepare and use reports. 

1. Before you print a report, you need to define your printer settings. For more information, see 
Configuring Printer Settings (page 14). 

2. Define the queries you want to use for reports. For more information, see Understanding 
Queries (page 101) and Creating a Query (page 102). 

3. Create the report packages you need. You can create one or more report packages with one 
or more reports in each report package. For more information, see Creating a Report Package 
(page 115). 

4. Run the report packages so the reports are available. For more information, see Running and 
Printing a Report Package (page 117). 

5. View the reports. For more information, see Viewing Previously Run Reports (page 118). 

6. Schedule the reports as needed to distribute the reports on a regular basis or when new data 
is processed. For more information, see Scheduling a Report Package (page 119). 

The following topics provide additional information about working with reports: 

 Editing a Report Package (page 116) 

 Deleting a Report Package (page 119) 

 Modifying a Report Schedule (page 120) 

 Deleting a Report Schedule (page 120) 
 

Creating a Report Package 
A report package can include one or more reports. When you create a report package, you first 
select the asset to define the type of assets to include in the reports. To run a report package, you 
need to know the asset selected when you created the package. 

You can configure the report package to create a separate file for each report or to combine all the 
reports into a single file. You can also add a cover sheet and table of contents to the report 
package and define whether the reports are available for everyone or only for you. 

To create a report package: 

1. Click Reports > Edit/Run Reports in the left navigation bar. 

2. In Asset, select the asset for which you want to create the report package. 

3. Click Create Package. The Create New Package pane is displayed on the right. 

4. In Report Package Name, type the name for the new report package. Since Integrity creates 
a folder with this name to store the reports, the name cannot contain some special characters, 
such as a backslash (\) or a hyphen (-). 
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5. Select whether to make the report Public (available for all users) or Private (available only for 
the current user). 

6. Check any of the following options: 

 Combine Reports into a Single File 

 Generate Cover Sheet 
 Generate Table of Contents 

7. Click Save Package. The Available Reports pane replaces the Create New Package pane. 
The Available Reports pane allows you to select which reports to include in the report 
package. 

8. In Available Reports, select a report you want to include in the package, and then click the 
right arrow (>) to add the report to the Included Reports list. Repeat the step for each report 
you want to include in the report package. Use the up and down arrow buttons below the 
Included Reports list to order the reports in the package. 

9. Configure each report you included in the package by completing the following steps for each 
report in the Included Reports list: 

a. In Included Reports, select the report you want to configure. The report name in the list 
indicates if it is not yet configured. 

b. Click Configure below the Included Reports list. The Report Configuration pane is 
displayed at the bottom of the window. 

c. In Report title, type the title you want to use for the report. 

d. If you want to include a divider (separator) page before the report, check Include divider 
page. This blank page is helpful to separate reports when you combine reports in a 
package into a single file. You do not need to check this check box for the first report in the 
report package. 

e. In Export type, select whether you want to save the report in PDF or Excel format. 

f. If you want to include data for a specific time period, set the beginning and ending dates in 
Time Period. 

g. If you want to run this report for a different asset than you selected for the report package, 
select the asset for the report in the Asset field. You should select an asset of the same 
type as the asset you selected for the package. For example, if you selected a Honeywell 
EPKS asset when you started to create the report package, select a Honeywell EPKS 
asset in the Asset field. 

h. Specify other report configuration options as needed for the report you selected. For 
example, if you are configuring a Change Tracker, Properties, Query Results, or 
References report, you can choose whether to base the report on an existing saved query, 
or you can define the specific criteria for the data to include in the report. 

i. Click Save Config. The Included Reports list shows the report is configured. 

After you create a report package and configure each report in the package, you can run that 
package to view, print, or save one or more of the reports in that package. 
 

Editing a Report Package 
After you create a report package, you can edit the package to change the reports to include in the 
package and configure those reports to meet your specific needs. You can add and remove 
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reports in each package as needed. If you add a report to a report package, you need to configure 
that report in that package. 

To configure and change included reports in a report package: 

1. Click Reports > Edit/Run Reports in the left navigation bar. 

2. In Asset, select the asset for the report package you want to change. 

3. In Package, click Edit package (the pencil icon) next to the report package name. The 
package details are displayed on the right. 

4. In Available Reports, select a report you want to add to the package, and then click the right 
arrow (>) to add the report to the Included Reports list. Repeat the step for each report you 
want to add to the report package. Use the up and down arrow buttons below the Included 
Reports list to order the reports in the package. 

5. If you want to remove a report from the package, in Included Reports, select a report you 
want to remove from the package, and then click the left arrow (<). 

6. Configure each report you added to the package by completing the following steps for each 
report you added in the Included Reports list: 

a. In Included Reports, select the report you want to configure. The report name in the list 
indicates if it is not yet configured. 

b. Click Configure below the Included Reports list. The Report Configuration pane is 
displayed at the bottom of the window. 

c. In Report title, type the title you want to use for the report. 

d. If you want to include a divider (separator) page before the report, check Include divider 
page. This blank page is helpful to separate reports when you combine reports in a 
package into a single file. You do not need to check this check box for the first report in the 
report package. 

e. In Export type, select whether you want to save the report in PDF or Excel format. 

f. If you want to include data for a specific time period, set the beginning and ending dates in 
Time Period. 

g. If you want to run this report for a different asset than you selected for the report package, 
select the asset for the report in the Asset field. You should select an asset of the same 
type as the asset you selected for the package. For example, if you selected a Honeywell 
EPKS asset when you started to create the report package, select a Honeywell EPKS 
asset in the Asset field. 

h. Specify other report configuration options as needed for the report you selected. For 
example, if you are configuring a Change Tracker, Properties, Query Results, or 
References report, you can choose whether to base the report on an existing saved query, 
or you can define the specific criteria for the data to include in the report. 

i. Click Save Config. The Included Reports list shows the report is configured. 

7. Click Save As, change any details for this package, and then click Save Package. 
 

Running and Printing a Report Package 
When you run a report package, you can choose whether to run and preview all the reports in the 
package or only the selected reports. You can also choose whether to include divider (separator) 
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pages, a cover page, and a table of contents. You need to run a report before anyone can view the 
report. When you view a report, you can choose to print it or save it. 

To run and preview a report package: 

1. Click Reports > Edit/Run Reports in the left navigation bar. 

2. In Package, click the report package you want to run. 

3. By default, the Include dividers, Include table of contents, and Include cover sheet 
options are selected for all report packages. Clear any of these check boxes to exclude those 
items when you run the report package: 

 Include dividers - Generates a divider page containing the name of the next report 
inserted between each report section. 

 Include table of contents - Generates a contents page at the beginning of the report that 
lists all the reports in the report package with their page numbers. 

 Include cover sheet - Generates a cover page at the beginning of the report. 

4. If you want to run all the reports in the package, click Preview All. 
5. If you want to run a subset of the reports in the package, select one or more reports you want 

to run in the Configured Reports list, and then click Preview Selection. To select multiple 
reports, press and hold the Ctrl key while selecting the reports. 

The right pane displays the status of the report processing, which is refreshed every five 
seconds while the package is generated. When finished, the right pane lists all the generated 
report sections. 

6. In the Name column, click the link for the report section you want to view to download the file. 

7. Open the report using a program appropriate for the report format. 

8. If you want to print the displayed report, click the Print icon in the report viewer and then follow 
the prompts to send the report to a printer. 

9. If you want to save the displayed report, click the Save icon in the report viewer to save the 
report to the location you specify. 

 

Viewing Previously Run Reports 
After you run a report package, you can view the generated reports from that package. Each 
report package can create several PDF or Excel files based on the settings defined in the 
package. 

To open a previously run report: 

1. Click Reports > View Reports in the left navigation bar. The View Reports window is 
displayed. This window lists all previously run report packages that have not been deleted. 

2. In the left column, click the report package you want to view. The View Reports window now 
lists all the files generated when that report package was run in the right column. 

3. In the Name column, click a link to view the contents of that file. 
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Deleting a Report Package 
If you no longer need a report package, you can delete that package. 

To remove a report package: 

1. Click Reports > Edit/Run Reports in the left navigation bar. 

2. In Asset, select the asset for the report package you want to delete. 

3. In Package, click Delete Package (the trash can icon) next to the report package. 

4. Click Yes on the confirmation message window. 
 

Scheduling a Report Package 
You can schedule a report package to run and the generated report files to then be emailed to a 
distribution list. Integrity provides flexible scheduling options that allow you to run and email a 
report package after an import of data, or on an hourly, daily, or weekly schedule. 

When you schedule a report, remember that the time you specify is the time on the Integrity server 
providing the Integrity web interface. For example, your Integrity server is in Houston, Texas (US 
Central Time) and you are in New York, New York (US Eastern Time), if you want to run a report 
weekly at 9:00am on Monday, you need to schedule the report for 8:00am, which is the time of the 
Integrity server when it is 9:00am in your time zone. If you want to schedule the report for several 
recipients in different time zones, you may need to schedule the report individually based on the 
time zone of each recipient. 

To schedule a report package: 

1. Click Reports > Schedule Reports in the left navigation bar. 

2. In Asset, select the asset for the report package you want to schedule. 

3. Click New. All fields on the New Schedule window are required. 

4. If you want to create a schedule that you do not want to start running, change the Enabled 
toggle to no. 

5. In Schedule Name, type a name for the schedule. 

6. In Recipient(s), type the email addresses for the people you want to receive the generated 
report files each time the report package schedule occurs. If you specify multiple email 
addresses, separate each email address with a comma. Integrity sends an email with the 
report package files to all the recipients you specify. 

7. In Message, type the text you want to include as the subject of the email. 

8. If you want to run the report package when data is imported for the associated asset, in Run 
On, click Import. If you also want to run the report package on a scheduled basis, you need to 
create another report schedule. 

9. If you want to run the report package on a regular schedule, complete the following steps: 

a. In Run On, click Schedule. 

b. In Time, select the time (Integrity server time) to run and send the report package. 
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c. In Interval, select how often you want to run and send the report package. 

 Hourly - Select an integer from 1 to 23. For example, if you select 1, Integrity emails the 
report package on an hourly basis. 

 Daily - Select an integer from 1 to 100. For example, if you select 2, Integrity emails the 
report package every other day. 

 Weekly - Select an integer from 1 to 100, and then select the days of the week on which to 
email the report package. For example, if you select 4 and Monday, Integrity emails the 
report package on Monday every four weeks. 

10. In Report Package, select the report package to run and email. 

11. At the top of the right pane, click Save. 

12. If you want to create another report schedule based on this schedule, click Save Copy, type a 
new schedule name, and then click OK. 

 

Modifying a Report Schedule 
After you schedule a report package, you may need to modify that schedule. For more information 
about the individual report package schedule settings, see Scheduling a Report Package (page 
119). 

To modify a report schedule: 

1. Click Reports > Schedule Reports in the left navigation bar. 

2. In Asset, select the asset for the report package schedule you want to modify. 

3. In the Schedule Name column, click the name of the schedule you want to modify. 

4. If you want to rename the report schedule, complete the following steps: 

a. Click Save Copy. 

b. In Schedule Name, type a name for the schedule, and then click OK. 

5. Change the email, schedule, and criteria settings as needed. 

6. Click Save. 
 

Deleting a Report Schedule 
If you no longer need to run a report package using a defined schedule, you can delete that 
schedule. 

To delete a report schedule: 

1. Click Reports > Schedule Reports in the left navigation bar. 

2. In Asset, select the asset for the report package schedule you want to delete. 

3. Click Delete Schedule (the trash can icon) to the right of the report package that you want to 
delete. 

4. Click Yes on the confirmation message window. 
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S E C T I O N  9  

Industrial control systems face growing risk from malicious or inadvertent changes. Hackers have 
increased their knowledge of industrial control systems and are becoming more coordinated and 
targeted in their efforts to take over process control systems. Engineering mistakes can go 
unnoticed and potentially affect production without automated detection in place. 

With safety and profitability at stake, companies are taking steps to mitigate risk within their plants 
by maintaining an accurate inventory of both OT and IT assets, automating closed-loop patch 
management processes, and detecting and managing change to inventoried assets. 
Unfortunately, today's IT-focused security solutions do not address proprietary control assets 
sufficiently, and vendor-based solutions do not cover the heterogeneity of plant environments. 

ICS Integrity hardens industrial control systems against safety and reliability threats for the power 
and process industries by automating PCN inventory management, configuration baseline and 
policy enforcement, patch management, change management, reporting, and backup and 
recovery. ICS Integrity provides these capabilities for the major control systems in a plant 
including OT and IT assets. 

The following list highlights the key benefits: 

 Gain inventory visibility into IT and OT assets 

 Reduce compliance efforts by up to 90 percent 

 Avoid regulatory fines and penalties 

 Prevent unplanned downtime due to unauthorized changes 

 Manage across all major control system manufacturers 

The ICS Integrity web interface allows you to access the various ICS Integrity features. This 
interface is similar to the Automation Integrity web interface, but the ICS Integrity web interface 
provides many additional features, such as patch and vulnerability management. For more 
information, see ICS Integrity Web Interface Overview (page 23). 
 

Understanding Inventory Items 
Within Integrity, you can look at assets by physical location, and drill-down to a particular area or 
asset. With inventory items, you can also identify and evaluate systems and their individual 
components. 

An inventory item is an asset or component of an asset, such as an installed software product or a 
hardware component. The PAS Inventory Items asset model uses information from the other 
asset models and assets to build a set of inventory items in Integrity. The administrator installs and 
configures the PAS Inventory Items asset model. 

The inventory items for the asset inventory are created in a way to ensure that both proprietary 
and non-proprietary inventory items can be displayed in a single view. In most cases, an inventory 
item has a model number, serial number, or version number that helps identify the item. In a few 
rare cases, an inventory item relies on other properties to identify the component or asset. 

Using Inventory and Asset Discovery 
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In some cases, you may want to manually create inventory items and add inventory information for 
assets that are not automatically identified through data collection. The PAS Manual Inventory 
asset model allows you to extend Integrity so you can manually add inventory items. You can also 
use the Integrity workflow case management to define the work processes for reviewing and 
approving manually created inventory items. For more information, see the PAS Manual Inventory 
Implementation Guide. 
 

Understanding the Inventory Summary Window 
The Inventory Summary window displays preconfigured dashboard widgets based on the 
category of the endpoint. Flexible filtering allows you to quickly find the specific inventory 
information you need for the following endpoints: 

 Computer systems 

 Network devices 

 Industrial control systems 

 
When you click on data displayed in the summary, the detailed information is displayed in the 
Browse window, allowing you additional investigation options. From the Summary window, you 
can also customize the widgets displayed in the summary. 

For more information, see Working with Inventory Summary (page 127). 
 

Understanding the Browse Window 
The Inventory Browse window displays inventory items grouped by endpoint and inventory type. 
When you click on data displayed in the summary, the detailed information is displayed in the 
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Browse window, allowing you additional investigation options. From the Browse window, you can 
do the following: 

 Use free text search 

 Add or remove filters for displayed inventory items 

 Customize the display widget 

 Save the display widget to the Summary 

 Save favorite searches and views 

 Export search results 

 Show only selected columns 

 
For more information, see Working with Inventory Browse (page 129). 
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Understanding the Advanced Search Window 
The Inventory Advanced Search window displays information based on the point selected in the 
Location tree area at the top. You can also use the view options to easily sort and filter this view 
and identify the inventory items for your specific needs. You can create multiple filters and save 
them for future use. When you apply a filter, Integrity displays only the inventory items that match 
the filter criteria and uses the saved layout settings. 
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The following image is an example of the default list of inventory items, grouped by Integrity data 
owner (asset). The Data Count column indicates the number of inventory items for the associated 
asset. The HW_EPKS asset is expanded so you can see the inventory items for that asset. 

 
For more information, see Working with Advanced Search (page 133). 
 

Understanding Inventory Item Properties 
Results lists in Inventory Browse have two columns that persist as you scroll across other 
columns. Endpoint identifies the object from the search or browse results, and # identifies the 
number of components that make up the object. Depending on which Inventory window you are in, 
each inventory item displays some or all of the following properties: 

Asset Model 
Identifies the asset model for the associated data owner. 

Classification 
Specifies how the inventory item is classified. The predefined list of values identifies the type of 
inventory item object and these predefined values are used by both the Device and 
Classification properties. For more information about the predefined values, see the Device 
property. 
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Cyber Asset 
Specifies whether this object is a collection of inventory items that independently perform a 
defined function. An inventory component that connects to a network and can function 
independently, such as a computer or system, is a Cyber Asset. This value can be Yes or No. 

Descriptor 
Provides additional information that may be needed for the inventory item. 

Device 
Specifies from what object the inventory item is derived. The following predefined list of values 
identifies the type of inventory item object and these predefined values are used by both the 
Device and Classification properties: 

 PC 

 Server Machine 
 Interface Station 

 Printer 

 Scanner 

 Firewall 
 Router 

 Switch 

 Memory 

 Networked Device 
 Drive 

 Operating System 

 OS Patch 

 Software 
 Antivirus 

 Controller Card 

 IO Card 
 Communication Card 

 Wireless IO Card 

 Motherboard 

 Control System 
 Communication 

Module 

 Card 

Integrity Asset 
Specifies the name of the data owner (asset) for the system that the inventory data comes from. 
For example, an inventory item is associated with an individual Integrity data owner (asset), such 
as HW_EPKS. You can create a filter to view only the inventory items associated with the 
HW_EPKS data owner. 

Integrity OUID 
Specifies the unique number that identifies the inventory item object. 

Manufacturer 
Specifies the name of the manufacturer as identified by the asset model for the proprietary 
system. For a non-proprietary system, this value is derived from the attribute of the object. 

Model Number 
Specifies the model number associated with the overall inventory item. If multiple model numbers 
exist for components of the inventory item, and those numbers are essential for logging, that value 
is considered an additional inventory item. If an item does not have a model number, this value is 
not required as long as there is a Serial Number or Version Number value. 
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Name 
Specifies the name of the inventory item object. 

Product 
Specifies the object type the inventory item represents, such as LCN, GUS, or NIM. For 
non-proprietary systems, this value could be Server, Video card, Hard Drive, Physical Port, or OS 
Patch. 

Serial Number 
Specifies the serial number associated with the overall inventory item. If multiple serial numbers 
exist for components of the inventory item and those numbers are essential for logging, that value 
is considered an additional inventory item. If an item does not have a serial number, this value is 
not required as long as there is a Model Number or Version Number value. 

Type 
Specifies the classification of the type of Version Number, Model Number, or Serial Number 
value, such as HW/FW/SW (hardware/firmware/software). 

Version Number 
Specifies the version number associated with the overall inventory item. If multiple version 
numbers exist for components of the inventory item and those numbers are essential for logging, 
that value is considered an additional inventory item. The version number can be combined with 
the revision number, since this field is a text field. This field should use a common naming 
nomenclature so it can ensure consistent naming. For items that have a revision, the revision is 
concatenated with the version, such as version_number Revision revision_number. 

Other properties 
Various other properties specify the details about the object, such as amount of memory or 
number of processors contained in the object. 
 

Working with Inventory Summary 
The Inventory Summary window contains dashboard widgets already configured to show the top 
inventory information you need for computer systems, network devices, and industrial control 
systems in your environment. From the inventory summary, you can do the following: 

 See counts of items for each inventory category 

 See breakout counts for individual data sections 

 Add or edit custom widgets 

 Click a category or data section to display more details 

You can edit widgets that you create and add to the summary. You cannot edit or remove the 
following default summary widgets: 

Computers category 
 Top 10 Software Applications 
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 Operating Systems 

 Antivirus Software 

 Systems 

Network Devices category 
 Top 10 Manufacturers 

 Device Counts by Type 

 Component Type 

Industrial Control Systems category 
 Top 10 Manufacturers 

 Products 

 Component Type 

 If you change the connected database, you might need to navigate to the Inventory 
Summary window to load the Inventory view in your Dashboard views. 
 

Showing Additional Details for an Inventory Item 
When you click data on a summary page widget, the Inventory Browse window displays the 
inventory items that comprise the data you clicked. 

1. Open the ICS Integrity web interface. 

2. Click Inventory in the left navigation bar. 

3. If you want to limit results to a location, select the node in the Location tree area for the 
inventory items you want to see. 

4. Mouse over widget data sections to display more details, such as item type and count. 

5. Click a data section to display additional details for the inventory items represented in that 
data section. For more information, see Working with Inventory Browse (page 129). 

 

Adding Widgets to the Summary 
In addition to the preconfigured widgets on the Summary window, you can add and edit 
customized widgets if you are logged in as an Administrator or Power User. You cannot edit or 
remove the default widgets from the summary. You cannot create duplicate widgets. 

1. Log in to Integrity as an Administrator or Power User. 

2. Open the ICS Integrity web interface. 

3. If you want to limit results to a location, select the node in the Location tree area for the 
inventory items you want to see. 

4. Click Inventory in the left navigation bar. 

5. Click Edit Current Dashboard View. 

The visual editor allows you to resize and arrange widgets by directly interacting with a 
preview of the widgets within the view. 
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6. If you want to add widgets to the summary, click the plus sign (+) and then use the visual 
editor to customize any settings for that widget. 

7. Click Save when you are done editing your view. 

 If you change the connected database, you might need to navigate to the Inventory 
Summary window to load the Inventory view in your Dashboard views. 

For more information, see the PAS Dashboard User Guide. 
 

Printing or Exporting the Inventory Summary View 
You can print the summary view or export it to a PDF file. 

1. Open the ICS Integrity web interface. 

2. Click Inventory in the left navigation bar. 

3. If you want to limit results to a location, select the node in the Location tree area for the 
inventory items you want to see. 

4. Click Print or Export Current View. 

5. Review the window content, and then click Print or PDF. 
 

Working with Inventory Browse 
The Browse window provides many flexible ways to view inventory items and details about them. 
The first time you click Inventory > Browse, you then select whether to browse categories 
Computers, Network Devices, or Industrial Control Systems. When you are already on the 
Browse window, navigational icons allow you to switch between the categories you want to 
browse. 

When you are browsing inventory items, then navigate to another part of Integrity, and then 
navigate back to Inventory Browse, Integrity maintains your previous view settings, allowing you 
to pick up where you left off. 

From the Browse window, you can view the individual components of an inventory item, such as 
firmware and device driver, by clicking the number in the # column. When you click an inventory 
item name, Integrity opens the standard viewers for that item in a separate tab. 

Inventory results might include normalized names configured in your environment. For more 
information, see Configuring Normalization Settings (page 13). 

The following topics provide helpful tasks for working with items in the browse window. 

 Using Free Text Search (page 130) 

 Viewing and Filtering Inventory Items (page 131) 

 Customizing Widget Settings and Adding them to the Inventory Summary (page 132) 

 Viewing Inventory Items in Topology (page 132) 

 Saving Favorite Inventory Searches and Views (page 132) 

 Customizing Inventory Browse Columns (page 133) 

 Exporting Inventory Item Results (page 133) 
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Using Free Text Search 
Free text search provides flexibility to search for inventory items using keywords that appear in 
any columns. 

1. Open the ICS Integrity web interface. 

2. Click Inventory > Browse in the left navigation bar. 

3. If you want to limit results to a location, select the node in the Location tree area for the 
inventory items you want to see. 

4. Click the appropriate category for your search. For example, if you are searching for a 
particular brand of router, click Network Devices. 

5. Click Search next to the Browse button. 

6. Enter your search text in the Search text field and click Search. 

When searching the inventory, consider the following hints for search strings, operators, and 
wildcard characters to help you find exactly what you want: 

 Search strings are not case sensitive. 

 If a string contains an underscore, you can replace it with a space and get the same results. 

 Double quotes are removed from wildcard searches. 

 When you do not use wildcard characters in the search string, the search functionality used is 
the full-text search in SQL Server. 

 When the search string is multiple words, then the search is looking for strings that contain all 
of the search words. 

 When you use wildcard characters (* and ?) results show the search string criteria anywhere 
within a string. 

The following table shows the supported wildcard characters in inventory searches. 

Wildcard Character Description 

* An asterisk * represents zero or more characters. The search string 
*.eb searches for any inventory items containing the string .eb. 

? A question mark ? represents a single variable character in a search 
string. The search string 1?1 searches for inventory items containing a 
3-character string beginning with 1 and ending with 1, such as 121 or 
1h1. The search string 1?1 does not match longer strings beginning 
with 1 and ending with 1, such as 1341 or 12221. 

When searching, the following columns are included in the search: 

Endpoints Components 

Manufacturer Manufacturer 

Product Product 
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Endpoints Components 

Product Version Component Name 

Model Number Location 

Serial Number Product Version 

Descriptor Model Number 

Location Serial Number 

Endpoint Name Descriptor 

IP Addresses OUID 

MAC Addresses  

Domain Role (Computers only)  

Domain (Computers only)  

Operating System (Computers only)  

Data Owner  

Endpoint Type  

 
 

Viewing and Filtering Inventory Items 
You can add or remove filters to change displayed items to allow you to focus on the information 
you want to see. 

1. When you have a set of results displayed in the Browse window, Integrity adds appropriate 
filters on the left side of the window. Select and clear filters to view only the results you want to 
view. 

2. To change column filters, click the Menu button at the top of any column. 

3. Click the Filter button. 

4. Specify how you want to filter the results. You can specify a multi-part filter with operators 
such as Contains or Starts with. When you have the results displayed as you want them, you 
can create a favorite to be able to quickly return to the same settings. For more information, 
see Saving Favorite Inventory Searches and Views (page 132). 

5. If you want to quickly remove all filters, click the Clear all filters button. 



 Using Inventory and Asset Discovery 
 

 

ICS Integrity User Guide 132 
 

 

Customizing Widget Settings and Adding them to the 
Inventory Summary 

You can customize the widget displayed on the Inventory Browse window and save these 
customized widgets to the Inventory Summary window. 

1. When you have a set of results displayed in the Inventory Browse window, click the Menu 
button at the top of the widget. 

2. Click Customize. 

3. Select the options you want to customize, and then click Save. 

4. If you want the customized widget to display on the Summary window, click the Menu button 
and then click Add to Summary. 

 

Viewing Inventory Items in Topology 
If you have a license for and have implemented both Inventory and Topology, you can quickly 
navigate from Inventory views of items to the Topology view of that item or, in some cases, the 
group that contains the item. 

When you have a set of results displayed in the Inventory Browse window, click the icon in the 
first column next to the item you want to view in Topology. Integrity opens a new browser tab 
containing the Topology view with the group that contains the inventory item you selected 
expanded and the item itself selected. In some cases, the group that contains the inventory item 
you selected is expanded and no item is selected. 
 

Saving Favorite Inventory Searches and Views 
Favorites allow you to save searches and views that you use often for quick retrieval. For 
example, during a software upgrade initiative, you might save a favorite showing all computers 
running Windows 7. When you reload results from this favorite, over time, you should see the 
number of computers running Windows 7 reduce. 

You can make favorites private or you can choose to share them with other users. Private 
favorites show a person icon next to them. 

1. When you have a set of results displayed in the Inventory Browse window, click Save. 
2. Type a name for the favorite, click Public or Private, and click Save. 

3. To reload results from a favorite, click in the Select a favorite list at the top of the window, and 
then click the favorite you want to use. 

4. If you want to save a new favorite based on a favorite, load the favorite to use as a base and 
complete the following steps: 

a. Click Save > Save as. 

b. Type a name for the favorite. 

 You must use a unique name. Duplicate favorites are not allowed. 

c. Click Public or Private, and click Save. 

5. If you want to delete a favorite, load the favorite, click Delete favorite, and then click Yes. 
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Customizing Inventory Browse Columns 
You can change displayed columns to focus on the information you want to see. 

1. When you have a set of results displayed in the Inventory Browse window, click the Menu 
button at the top of any column. 

2. Click Columns and then select columns you want to see and clear columns you want to hide. 

3. If you want to change the sort order of the items, click the column name to sort by that column. 

4. If you want to quickly show all columns, click the Show all columns in the grid button. 
 

Exporting Inventory Item Results 
You can export results from browsing or searching for inventory items to an Excel file. 

1. Open the ICS Integrity web interface. 

2. Click Inventory > Browse in the left navigation bar. 

3. Use the options to view only the items you want to export. For example, select a location in the 
Location tree area, use filters, and customize columns. 

4. When you want to export the displayed results, click the Export to Excel icon. 

5. Click Save. 
 

Working with Advanced Search 
Integrity allows you to view inventory items in many ways using Advanced Search. You can create 
and save filters with multiple filter criteria. Each saved filter also allows you to save grouping and 
sorting settings to produce the specific list of inventory items you need. You can also define 
aliases to indicate that one manufacturer or vendor is identified by multiple values collected from 
your systems. 

The administrator defines how often the inventory data is updated and processed by Integrity. The 
administrator also defines the asset hierarchy, which allows you to drill-down to specific assets 
and view the inventory items for those assets. With flexible views for displaying sets of inventory 
items, and the asset hierarchy for another organizational view, Integrity helps you find the 
important information you need about your assets and their components. 

The following topics provide helpful tasks for working with inventory items in Advanced Search: 

 Creating a Filter for Inventory Items (page 134) 

 Modifying a Filter for Inventory Items (page 135) 

 Deleting a Filter for Inventory Items (page 135) 

 Viewing Inventory Items and Applying Filters (page 135) 

 Using Vendor Aliases with Inventory Advanced Search (page 137) 

 Viewing Inventory Items in the Asset Hierarchy (page 136) 
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Creating a Filter for Inventory Items 
ICS Integrity includes several predefined filters and the default view displays all the assets with 
one or more inventory items. With the ICS Integrity web interface, you can create and save new 
filters to query specific information about one or more assets. You can also choose whether to 
make a view public or private. 

To create a new filter: 

1. Open the ICS Integrity web interface. 

2. Click Inventory > Advanced Search in the left navigation bar. 

3. Select the node in the Location tree area for the inventory items you want to filter. Selecting a 
location displays a count of assets in that location that are configured for inventory items. 

4. Click View to expand the filter pane. The default view displays all inventory items for the node 
you selected from the Location tree area. 

5. Click New. The New window is displayed. 

6. Type a name for the filter. 

7. Define the filter criteria by completing the following steps: 

a. Click Filter. 
b. For each filter criteria you want to define, select the Property, Operator, and Value you 

want to filter by, and then click Add. You can add additional filters to meet your 
requirements. 

c. If you want to display only the inventory items that match all the specified filters, click and. 

d. If you want to display inventory items that match at least one of the specified filters, click 
or. 

8. If you want to define how to group the displayed inventory items, complete the following steps: 

a. Click Group By. 

b. Select an object type, and then click the right arrow button to add it to the Selected pane. 
You can add additional objects by which to group the displayed inventory items. 

c. Use the up and down buttons to order the objects in the Selected pane. 

9. If you want to define how to sort the displayed inventory items, complete the following steps: 

a. Click Sort By. 

b. Select an object type, and then click the right arrow button to add it to the Selected pane. 
You can add additional objects by which to sort the displayed inventory items. 

c. Use the up and down buttons to order the objects in the Selected pane. 

10. If you want the view to be available only for you, click Visibility, and then select Private. By 
default, the view is available for all users (Public). 

11. Click Save. ICS Integrity applies the filter, and you can view the results in the bottom pane. 
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Modifying a Filter for Inventory Items 
The Inventory Items window allows you to create the filters you need to display sets of inventory 
items. You can modify existing filters to meet your specific needs. The filter pane provides the list 
of existing filters. 

To modify an existing filter: 

1. Open the ICS Integrity web interface. 

2. Click Inventory > Advanced Search in the left navigation bar. 

3. Select the node in the Location tree area for the inventory items you want to filter. 

4. Click View to expand the filter pane. 

5. Click the view in the list that you want to modify. 

6. Click Edit. The Edit window is displayed. 

7. Modify the filter as needed, and then click Save. 
 

Deleting a Filter for Inventory Items 
The filter pane of the Inventory Items window lists the existing filters you can use to display sets of 
inventory items. If you no longer need a filter, you can delete it. 

To delete an existing filter: 

1. Open the ICS Integrity web interface. 

2. Click Inventory > Advanced Search in the left navigation bar. 

3. Click View to expand the filter pane. 

4. Click the view in the list that you want to delete. 

5. Click Delete. The Delete window is displayed. 

6. Click Delete to confirm you want to delete the selected filter. 
 

Viewing Inventory Items and Applying Filters 
Filters allow you to view data important to you for any Integrity assets that have one or more 
associated inventory items. Each asset can contain hundreds or thousands of results, so applying 
filters displays the relevant data while hiding the data you do not want to view. After you have 
created and saved a filter, you need to apply the filter to view the results. 

To view inventory items and apply filters: 

1. Open the ICS Integrity web interface. 

2. Click Inventory > Advanced Search in the left navigation bar. 

3. Select the node in the Location tree area for the inventory items you want to view. 

4. Click View to expand the filter pane. 
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5. Select the filter you want to use. 

6. Click Apply Settings. The filtered results are displayed in the bottom pane. 

7. Click the arrow next to each Integrity asset to view the inventory items for that asset with 
additional details about those inventory items. 

8. If you want to export the results of the filter to Excel, click the Excel button. 

9. If you want to view the results in the asset hierarchy, click the Show on Tree button to open 
Asset Explorer so you can view the results of your filter in the asset hierarchy tree. 

 

Viewing Inventory Items in the Asset Hierarchy 
The asset hierarchy in ICS Integrity groups and organizes your assets based on your site needs. 
The ICS Integrity web interface provides a Location tree that you can use to focus on a specific 
subset of assets based on the node in the hierarchy you select. You can drill-down into specific 
locations and groupings to find and view the assets you need.  

For more information about defining your asset hierarchy, see Understanding and Defining Your 
Asset Hierarchy. 

For more information about defining your asset hierarchy, see the Administration Guide. 

To view inventory items in the asset hierarchy: 

1. Open the ICS Integrity web interface. 

2. Click Asset Hierarchy in the left navigation bar. 

3. Select a node in the Location tree area, or select the top level to view all assets. 

4. Click the > in the asset tree to view the subfolders for an asset. 

5. Select the data owner object, such as the HT1A:DATAOWNER:HT1A object in the following 
image, to view the inventory items for that asset. 
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6. Select an inventory item object in the tree to view additional information about that inventory 
item. For example, the previous image shows the properties for the selected inventory item. 

The asset hierarchy in the ICS Integrity web interface provides detailed information for each 
inventory item associated with an Integrity asset. Each inventory item object provides multiple 
viewer tabs in the right pane. Select an inventory item in the left pane. Then, you can click the tab 
with the information you want to view in the right pane. The following tabs are available for 
inventory items: 

Properties 
Displays the standard properties of a typical inventory item. The values for respective properties 
depend on the primary asset data. 

Extended Properties 
Lists all the network IP addresses and MAC addresses for the inventory item. The Extended 
Properties tab is available only if IP or MAC addresses are available. 

Inventory Components 
Lists all the children inventory item objects under the selected object. This tab also provides the 
properties of the listed inventory items. The Inventory Components tab is available only if an 
object has children inventory items. 

Changes 
Lists the details for changes based on the selected object and its properties. For example, this tab 
lists when an object was added or deleted, as well as when a property change was identified and 
what the original value was as well as its new value. 

References 
Shows the original object in the primary asset to which each inventory item object refers. 

Notes 
Displays notes and allows you to add new notes about the inventory item. 
 

Using Vendor Aliases with Inventory Advanced Search 
ICS Integrity allows you to define aliases that indicate a manufacturer or vendor is identified by 
other names, for example Honeywell and Honeywell, Inc. ICS Integrity automatically groups and 
displays the aliases for a vendor in the Vendor Aliases section of the Vendor Aliases window. For 
more information about vendor aliases, see Defining Vendors and Vendor Aliases for Patch 
Management (page 193). 

To enable or disable vendor aliases in the Advanced Search window: 

1. Open the ICS Integrity web interface. 

2. Click Inventory > Advanced Search in the left navigation bar. 

3. On the Advanced Search window, select whether to enable or disable vendor aliases: 

 To enable vendor aliases, check the Use Vendor Aliases checkbox. 
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 To disable vendor aliases, clear the Use Vendor Aliases checkbox. 

4. Click Refresh to update your filtered results. 
 

Understanding Automated Asset Discovery 
An important aspect of actively monitoring for safety and reliability threats is maintaining a 
complete inventory of IT and OT assets. To keep an inventory complete and current, it cannot be 
managed manually. Networks and devices on the Process Control Network (PCN) change. New 
systems are added, existing systems are removed, and unauthorized devices may connect. For 
security and compliance, we must know what assets or devices exist at all times, which requires 
automated discovery. 

An administrator can configure Integrity to gather data from assets or devices connected to the 
PCN. By referencing this data, you can learn valuable information about these assets or devices 
and accomplish the following goals: 

 Dynamically detect what is or is not on a PCN. 

 Detect previously identified assets or devices that are no longer on a PCN. 

 Ensure that the assets or devices are being managed. 

An administrator configures automated asset discovery with the System Wide Settings in the 
Admin Utility.  

For more information about this configuration, see the Administration Guide.  
 

Understanding MAC Addresses, Vendors, and Aliases 
A media access control address (MAC address) of a device is a unique identifier assigned to 
network interfaces for communications at the data link layer of a network segment. MAC 
addresses are used as a network address for most network technologies, including Ethernet and 
WiFi. Logically, MAC addresses are used in the media access control protocol sublayer of the OSI 
reference model. 

 The asset discovery feature matches MAC address and IP Address using a common 
format. In most cases, Integrity discovers assets with no issue. 
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MAC addresses are most often assigned by the manufacturer of a device and are stored in its 
hardware, such as the card read-only memory or another firmware mechanism. The following 
image illustrates how the MAC Vendor Alias window lists the discovered MAC addresses and 
vendors. 

 
Integrity allows you to create an alias name for a detected device based on the MAC address 
registered by the vendor. You can also add a description and comment for each device to help you 
identify and recognize that device. For more information, see Creating an Alias for a Discovered 
Asset (page 140) and Adding a Description or Comment for a Discovered Asset (page 141). 
 

Understanding How Assets Are Discovered and Categorized 
Data for the automated asset discovery is collected using the Network Device and Recon asset 
models. Once data is collected and imported for these asset models, Integrity uses that data to 
identify and categorize network assets. Assets are categorized by setting the Status column to 
one of the following values: 

Missing 
Assets that were previously discovered and are no longer found on the network. 

Added 
Assets that were not previously identified and are discovered on the network. 

Existing 
Assets that were previously discovered and are still present on the network. 

Transient 
Assets that were previously discovered, were found to be missing, and then discovered again on 
the network. These assets are categorized as having a transient connection to the network. 
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Understanding Remediation Actions and Workflow Cases 
An administrator can configure Integrity to create a workflow case when an asset is identified as 
added, missing, or transient. The administrator can also specify who to notify. 

When the criteria are met, Integrity creates a case using the appropriate workflow definition and 
sends a notification email as defined. The email notification includes a link to the automatically 
generated case. Users who receive the email notification can click the link to open the associated 
case. For more information, see Viewing the Workflow Case for a Discovered Asset (page 143). 

 
 

Working with Automated Asset Discovery 
After an administrator configures the automated asset discovery options in System Wide Settings, 
Integrity helps you discover and identify the devices on your network.  

For more information about this configuration, see the Administration Guide.  

You can create an alias for a detected device and add a description and comment to help you 
recognize that device. You can also review the list of discovered assets and use Integrity workflow 
cases to track and streamline the evaluation of these assets. The following topics provide tasks for 
automated asset discovery: 

 Creating an Alias for a Discovered Asset (page 140) 

 Adding a Description or Comment for a Discovered Asset (page 141) 

 Viewing Discovered Assets and Their Status (page 142) 

 Viewing the Workflow Case for a Discovered Asset (page 143) 
 

Creating an Alias for a Discovered Asset 
Integrity lists the detected devices (assets) by MAC address and the vendor who registered that 
address. You can use this information to create an alias name for that asset to help you recognize 
it. 

To create an alias for a discovered asset: 

1. Open the ICS Integrity web interface. 

2. Click Asset Discovery > MAC Vendor Alias in the left navigation bar. 
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3. Click the Edit icon to the left of the MAC address that you have identified. The Edit Device 
window is displayed. 

 
4. In Alias, type the alias name you want to associate with this MAC address. 

5. Click Save. 
 

Adding a Description or Comment for a Discovered Asset 
In addition to setting an alias name for a detected device (asset), you can also add a description 
and comment for each device. The description can describe the asset, such as a copy room 
printer or a telephone, and the comment can provide additional information about the asset. The 
View/Edit Assets window within asset discovery provides the Device Description and Comment 
columns to display this information for each asset. 

To add a description or comment for a discovered asset: 

1. Open the ICS Integrity web interface. 

2. Click Asset Discovery > View/Edit Assets in the left navigation bar. 

3. Click the Edit icon to the left of the Source column. The Edit Device window is displayed. 

4. Click Edit. The Edit Device window is displayed. 

 
5. In Description, type a description of the asset to help you identify it. 

6. In Comments, type any additional information you may need. 

7. Click Save. 
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Viewing Discovered Assets and Their Status 
The View/Edit Assets window within asset discovery provides columns of information about the 
discovered assets. The Status column provides important information about each asset. This 
column and the others help you identify new, unexpected devices. For more information, see 
Understanding How Assets Are Discovered and Categorized (page 139). 

 

To view the list of discovered assets and their status: 

1. Open the ICS Integrity web interface. 

2. Click Asset Discovery > View/Edit Assets in the left navigation bar. The Status column 
identifies whether an asset was added since the previous data collection. 
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3. If a discovered device is managed, you can click the link in the Inventory Item column to view 
information about the associated inventory item. When you are done viewing the information, 
click Close. 

 
4. As you recognize and identify assets, add aliases, descriptions, and comments to build your 

knowledge base. For more information, see Creating an Alias for a Discovered Asset (page 
140) and Adding a Description or Comment for a Discovered Asset (page 141). 

5. If a workflow case is associated with the discovered asset, you can click the link in the Case 
column to display information about the cases associated with the asset. 

 

Viewing the Workflow Case for a Discovered Asset 
When Integrity automatically creates a workflow case for a discovered asset, Integrity can send an 
email notification that includes a link to the automatically generated case. Users who receive the 
email notification can click the link to open the associated case. 

The list of discovered assets also provides a link to the workflow case associated with each asset. 
You can click the link in the Case column to display information about the cases associated with 
the asset. 

To view the workflow case for a discovered asset: 

1. Open the ICS Integrity web interface. 

2. Click Asset Discovery > View/Edit Assets in the left navigation bar. 
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3. In the Case column, click the link for the case associated with the asset you want to view. 

 
4. When you are done, click Close. 
 

Understanding PAS Topology and Risk Analytics 
The Topology asset model provides Risk Analytics visualization capabilities to help you identify 
and visualize OT (Operational Technology) and IT risks. Unlike reactive network-based 
monitoring solutions, which examine network traffic to identify active threats, this asset model 
allows you to visualize risk to your industrial endpoints to help your cybersecurity teams 
proactively reduce attack surfaces. The Topology asset model is available to ICS Integrity 
customers who purchase a license that includes the asset model and then configure the model. 

Topology uses the information collected by the Network Devices and Recon asset models to 
identify systems and devices on your network. Topology combines this information with details 
collected from other asset types to provide a comprehensive visual representation of your 
network. You can drill-down to the essential information for the servers, workstations, computers, 
and devices on the Process Control Network (PCN). If you have a license for and have 
implemented Inventory, you can quickly navigate to Topology from the Inventory Browse window 
to see devices represented in the same context. With this powerful capability, you can effectively 
use Risk Analytics in the following ways: 

 Continuously measure your industrial endpoint security posture and provide visibility into 
cybersecurity risks, such as vulnerabilities, patch currency gaps, configuration baseline 
deviations, and unauthorized configuration changes. 
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 Identify OT endpoint relationships and risk propagation to better understand how risk 
propagates to critical processes and highlights at-risk endpoints, their connections and 
dependencies, and shows potential propagation paths. 

 Identify both IT and OT endpoint security degradation so that OT security specialists, 
automation engineers, and risk/compliance managers can prioritize remediation and 
reduce industrial cybersecurity attack surfaces. 

 Enable forensic investigations through extensive, multi-vendor configuration and 
referential insight to provide foundational ICS cybersecurity, enterprise scalability, 
performance, and platform independence. 

When you select the Topology item in the navigation bar, Integrity displays your network 
information so you can visualize how risks can affect other areas. The following scenarios outline 
some of the important uses for Topology: 

 Continuous Endpoint Risk Visualization (page 146) 

 Endpoint Relationships and Risk Propagation (page 146) 

 IT and OT Endpoint Risk Perspectives (page 147) 

 Joint IT and OT Forensics and Response (page 147) 

The Topology view provides a powerful, flexible way to explore your network and its assets. For 
more information about this view, see the following topics: 

 Using the Topology View (page 148) 

 Working with Network Nodes and Groups (page 150) 

 To provide faster response times, the Topology view caches data it displays, such as 
the number of vulnerabilities, patches needed, and baseline deviations for each asset. If you 
process vulnerabilities, apply patches, or resolve baseline deviations, you may need to restart the 
Integrity web interface to display that updated data in the PAS Topology view.  

For more information about using the Admin Utility to restart the web application, see the 
Administration Guide. 
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Continuous Endpoint Risk Visualization 
You often need to quickly identify at-risk OT endpoints in your environment. The Topology view 
simplifies this task by allowing you to visualize asset risk based on vulnerabilities, patch status, 
and baseline deviations and allows you to link to third-party applications to investigate alarms. 

 
 

Endpoint Relationships and Risk Propagation 
Another common challenge is understanding how an at-risk OT endpoint can impact other related 
endpoints and how that risk propagates to critical processes. The Topology view shows at-risk 
endpoints, their connections and dependencies, and potential risk propagation paths. 
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IT and OT Endpoint Risk Perspectives 
To effectively reduce risk, cybersecurity teams need both IT and OT perspectives. With the 
Topology asset model, you can visualize shared risk perspectives to accelerate troubleshooting, 
incident response, risk prioritization, and remediation. 

 
 

Joint IT and OT Forensics and Response 
You often have limited visibility into the root cause of OT cybersecurity incidents and risk 
remediation status. The Topology asset model provides deep insight and systematic workflows to 
reduce incident response times and improve forensic analysis capabilities. 
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Using the Topology View 
When you select the Topology item in the navigation bar, Integrity displays the Topology view. 
You can edit the displayed view (perspective) to include the information you need, and then save 
that view as a favorite. The flexible design allows you to save multiple favorite views so you have 
the views you need to quickly evaluate risks within your environment. 
 

Editing the View (Perspective) 
When you select the Topology item in the navigation bar, Integrity displays the Topology view. 
The Perspective Editor drop-down at the top left allows you to select what information to include 
in the view, such as IP address and object name. You can also include information about 
vulnerabilities, patches, and deviations. 

To edit the view: 

1. Click Topology in the left navigation bar. 

2. Click Perspective Editor. The Perspective Editor pane is displayed. 

 
The numbers in parenthesis that follow the Vulnerabilities, Patches, and Deviations section 
labels indicate the number of nodes that have that type of data. For example, if 10 computers 
are loaded on the Topology map, and 1 of the computers has 5 vulnerabilities while the other 
computers have 0 vulnerabilities, the number after the Vulnerabilities label is 1. 
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3. Check the check box for each item you want to include in the view, such as IPv4 Address and 
Object Name. 

4. Click Apply. To view the additional information you selected, you need to be zoomed in far 
enough to display the details for each network node. 

5. Click Perspective Editor to hide the editor options. 

6. Click the Filter icon to display the Map Display Filters window. 

 
7. If you want to search for an item by name, set the Navigation Menu to ON. 

a. Type the search term in the box, separating multiple terms with spaces. 

b. Select either AND or OR, and click the Filter icon to show only the items containing the 
search criteria. 

c. Click the filter icon again to show all the items in the selected map area. 

8. Set each item you want to include to ON, and then close the Map Display Filters window. 

 The Map Display Filter options are not saved with a perspective or favorite. 
 

Saving the View as a Perspective or Favorite 
Once you customize a view (perspective), you can save it as a perspective or a favorite. A 
perspective includes only the options you selected in the perspective editor. A favorite includes 
the selected options and the zoom level and position of the objects in the view. 

You can start with a saved view and then customize it. When you save the view, you decide 
whether to save it over the existing view or as a new view. To save a perspective, use the Select 
a perspective list instead of the Select a favorite list in the following task. 

To save a view as a favorite: 

1. Create the view you want. For more information, see Editing the View (Perspective) (page 
148). 

2. In the Select a favorite list, choose Select a favorite. 

3. Click the Save icon to the right of the Select a favorite list. 

4. In Name, type the name for your new favorite view, and then click Save Favorite. 
 

Displaying a Saved Favorite View 
The Select a favorite list allows you to save a number of favorite views so you can quickly access 
the view you need. 
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To display a saved favorite view: 

1. Click Topology in the left navigation bar. 

2. In the Select a favorite list in the top right, choose the favorite view you want to display. 
 

Deleting a Saved Favorite View 
The Select a favorite list allows you to select and delete a saved favorite view that you no longer 
need. 

To delete a saved favorite view: 

1. Click Topology in the left navigation bar. 

2. In the Select a favorite list in the top right, choose the favorite view you want to delete. 

3. Click the Delete trash can icon to the right of the Select a favorite list. 

4. Click Yes on the Delete Favorite confirmation message window. 
 

Working with Network Nodes and Groups 
Integrity uses information from the Network Devices, Recon, and Inventory Items asset models to 
create a visual representation of your network. Other asset models provide details about nodes on 
the network. 

You can explore this visual representation of your network, create logical groups of network 
nodes, view details about each node, and see which devices are linked to the node. You can also 
expand the view by adding nodes and links not identified by Integrity. In some cases, Integrity may 
identify the same node in two locations. You can indicate two nodes are the same object by 
merging those nodes. 

When you right-click on a node in the view, Integrity displays a circular menu with the available 
tasks for that node. When you hover over one of those tasks, additional options are displayed if 
any are available for that task. Click the area of the menu to start that task. 

 
You can also right-click on an open area of the view to start a task not associated with a specific 
node, such as creating a new node or a new group. For more information about working with 
network nodes and groups, see the tasks in the following sections. 



 Using Inventory and Asset Discovery 
 

 

ICS Integrity User Guide 151 
 

 

Understanding Network Icons and Colors 
The Topology view uses a set of icons and colors to visually represent your network. These icons 
and colors help you quickly identify each network component and the status of that component. 

The icons represent types of devices on your network, such as firewalls, routers, and switches. 
Icons also indicate components from the hardware overview for an asset, such as a card or card 
file. At the top of each icon, Integrity provides additional images to indicate specific aspects about 
the network node: 

 A gear and pencil indicate the node is an editable custom node. 

 An eye with a line through it indicates the node is hidden. In addition, the entire icon for a 
hidden node is displayed as a grayed-out node. 

The Topology view displays colors as the background for icons to indicate the status of that 
component. The status indicates the level of the most critical issue identified for that component. 
The colors can represent the status for vulnerabilities, patches, and baseline deviations. For 
example, required patches are classified as a high-severity issue. 

The following table summarizes the colors used to indicate the relative status levels. 

 

Color Description 

Red Indicates a critical issue exists for the associated asset. 

Orange Indicates a high-severity issue exists for the associated asset. 

Yellow Indicates a medium-severity issue exists for the associated asset. 

Blue Indicates a low-severity issue exists for the associated asset. 

 

The Topology view displays lines using colors and styling to indicate the type of link between 
components. When you hover the mouse over a network node, the line color and style changes 
depending on the link type. 

The following table summarizes the line colors and styles used to indicate the type of link for the 
components. 

 

Color and 
Style Description 

Red dashed Indicates a network node link you have created. 

Dark green 
solid 

Indicates a computer or network node. 

Purple solid Indicates devices linked to a node. 
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Color and 
Style Description 

Grey solid Indicates a DCS node. 

 
 

Displaying Details for a Network Node 
You can view tabs of information about a network node. You can view the information in a pane 
within the current window, or in a separate window. To view the information in a separate window, 
click the linked name of a network node in the view. 

If you have enabled any third-party application integrations, you will see a link to the application in 
the details of nodes monitored by the application. Clicking the link launches the third-party 
application on the computer where it is installed, opened to the node where you clicked the link. 
For more information, see Defining Your System Settings (page 10). 

To display details for a node in a pane within the current window: 

1. Click Topology in the left navigation bar. 

2. Right-click on the node for which you want to view the details. 

3. Click Detail on the circular menu. 

4. Select the different tabs to display the associated details about the node. 

5. If you click a link to an integrated third-party application, the application launches on the 
computer where it is installed with the focus set to the object you are viewing in Integrity. 

 

Editing Information for a Custom Network Node 
You can create custom network nodes, which allows you to add items not automatically identified 
by Integrity. Then, you can change information about those custom network nodes, as needed. 

To edit information for a custom network node: 

1. Click Topology in the left navigation bar. 

2. Right-click on the custom node you want to edit. 
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3. Click Edit on the circular menu. The Edit Node window is displayed. 

 
4. Specify the information you want to change about the node, and then click Edit Node. 
 

Hiding a Network Node 
You can choose to hide a network node. The network node is then hidden, but the filters allow you 
to show hidden nodes in the view. To unhide the node, you need to set the display filters to show 
hidden nodes in the view so you can select the node you want to unhide. For more information, 
see Unhiding a Hidden Network Node (page 153). 

 When you hide a node, the node is hidden only for you and only during your current 
session unless you save the view as a favorite. 

To hide a network node: 

1. Click Topology in the left navigation bar. 

2. Right-click on the network node you want to hide. 

3. Click Hide/Show on the circular menu. 
 

Unhiding a Hidden Network Node 
To unhide a hidden network node, you need to set the display filters to show hidden nodes in the 
view so you can select the node you want to unhide. 

To unhide a hidden network node: 

1. Click Topology in the left navigation bar. 

2. Click the Filter icon next to the Perspective Editor. The Map Display Filters window is 
displayed. 
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3. Set Hidden Nodes to ON, and then close the Map Display Filters window. 

4. Right-click on the network node you want to unhide. 

5. Click Hide/Show on the circular menu. 
 

Creating a Link Between Two Network Nodes 
Integrity uses the information it collects to automatically identify network objects and the 
relationships and connections between these objects. In some cases, Integrity may not 
automatically identify all the objects and connections. You can expand the identified information to 
document and represent your network. 

To create a link between two network nodes: 

1. Click Topology in the left navigation bar. 

2. Click on one network node you want to link, which selects that node. 

3. Hold the Ctrl key and click on the second network node you want to link. Both nodes should be 
selected. 

4. Right-click on one of the two network nodes to display the circular menu. 

5. Click Create > Link on the circular menu. 

6. In Name, type the name for this link, and then click Create Link. 
 

Removing a Link Between Two Network Nodes 
You can add links to identify relationships and connections between network nodes. These links 
are indicated by dashed red lines. You can then remove these links as needed. 

To remove a link between two network nodes: 

1. Click Topology in the left navigation bar. 

2. Right-click on the dashed red line link you want to delete. 

3. Click Remove > Link on the circular menu. 
 

Creating a Custom Node 
In some cases, Integrity may not automatically identify all the objects on your network, such as a 
computer or device from which you do not collect information. You can create a custom network 
node for each of these objects. 

To create a custom network node: 

1. Click Topology in the left navigation bar. 

2. Right-click on an open area where you want to create a custom node. 



 Using Inventory and Asset Discovery 
 

 

ICS Integrity User Guide 155 
 

3. Click Create > Node on the circular menu. The Create Node window is displayed. 

 
4. Specify the information you want for the node, and then click Create Node. 

5. Drag the node to where you want it in the view. You can then add links as needed. For more 
information, see Creating a Link Between Two Network Nodes (page 154). 

 

Creating a Custom Group 
You can group network nodes into logical groups. These groups can help you visualize your 
network. You can add one or more network nodes to each group. 

 You cannot change the location group or controlled asset group for a node identified by 
Integrity. 

To create a custom group: 

1. Click Topology in the left navigation bar. 

2. Right-click on an open area where you want to create a custom group. 

3. Click Create > Group on the circular menu. 

4. In Name, type the name of the new custom group, and then click Create Group. 

5. Drag the group to where you want it in the view. You can then add nodes as needed. For more 
information, see Adding a Network Node to a Group (page 155). 

 

Adding a Network Node to a Group 
You can add nodes to a group. Each network node can be in only one group. When you add a 
node to a group, Integrity moves the node from its current group, if any, to the group you specify. 
To avoid changing a discovered network node, Integrity allows you to move only network nodes 
that are not already in a group or custom nodes. 
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To add a node to a group: 

1. Click Topology in the left navigation bar. 

2. Right-click on a node you want to add to a network group. 

3. Click Group on the circular menu. 

4. In Select Group, select the network group to which you want to add the node, and then click 
Move to Group. 

5. To view the nodes in a group, click the plus sign (+) to the left of the group name. 
 

Removing a Network Node from a Group 
You can remove a node from a custom group. When you add a node to a group, Integrity removes 
the node from its current group, if any, and adds the node to the group you specify. To avoid 
changing discovered network nodes, Integrity does not allow you to remove discovered network 
nodes from their location group or controlled asset group. 

To remove a node from a group: 

1. Click Topology in the left navigation bar. 

2. To view the nodes in a group, click the plus sign (+) to the left of the group name. 

3. Right-click on a node you want to remove from a group. 

4. Click Remove > From Group on the circular menu. 
 

Indicating Two Nodes Are the Same (Merging Two Nodes) 
In some cases, Integrity can identify a network node twice, such as a control system that is also a 
computer identified by the PAS Recon asset model. In this case, you may want to indicate the two 
nodes are the same object. Integrity allows you to merge a control system node with a PAS Recon 
node, which changes the PAS Recon node appearance to indicate it is represented elsewhere. 
The control system can be any asset type that has a hardware overview. 

To merge two network nodes: 

1. Click Topology in the left navigation bar. 

2. Click on one network node you want to merge, which selects that node. 

3. Hold the Ctrl key and click on the second network node you want to merge. Both nodes should 
be selected. 

4. Right-click on one of the two network nodes to display the circular menu. 

5. Click Create > Merge on the circular menu. 
 

Unmerging Two Nodes 
If you incorrectly merge two nodes to indicate they are the same network object, you can unmerge 
the two network nodes. 
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To unmerge two network nodes: 

1. Click Topology in the left navigation bar. 

2. Right-click on one of the network nodes you want to unmerge. 

3. Click Remove > Merge on the circular menu. 
 

Deleting a Custom Node 
You can delete a custom network node. When you delete a custom node, Integrity deletes the 
links to that node. 

To delete a custom node: 

1. Click Topology in the left navigation bar. 

2. Right-click on the custom node you want to delete. 

3. Click Remove > Node/Group on the circular menu. 
 

Deleting a Custom Group 
You can delete a custom group. When you delete a custom group, Integrity does not delete the 
network nodes within that group. 

To delete a custom group: 

1. Click Topology in the left navigation bar. 

2. Right-click on the custom group you want to delete. 

3. Click Remove > Node/Group on the circular menu. 
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S E C T I O N  1 0  

Baselines and configuration policies provide ways for you to identify standard configurations for 
systems. You can compare systems to these standards and identify deviations. Then, you can 
address the deviations by updating the system to match the standard, or by updating the standard 
if needed. This capability is closely related to change management, so you can configure your 
systems to meet your standards and then identify changes that could make a system no longer 
meet your standards. Baselines and policies also help you prioritize configuration standards so 
you can focus on higher risk configuration deviations first. 

The Changes option on the ICS Integrity navigation bar allows you to view and acknowledge 
object change information. For example, you can view changes for any objects that have been 
added, deleted, or modified. You can also acknowledge changes and filter the data to see only 
specific types of changes or open changes that have or have not been acknowledged. 

To view changes in ICS Integrity, click Changes on the ICS Integrity navigation bar. For more 
information about managing and tracking changes, see Understanding Change Tracking (page 
50). 
 

Using Workflow Cases with Baselines and Policies 
Workflow cases allow you to document work processes and tasks involved with configuration 
management for the security surrounding an Industrial Control System (ICS) or assets managed 
within the configuration database. You can create workflow cases manually or based on condition 
changes within the database. For example, a workflow case can be associated with an identified 
change. 

To use workflow definitions, the administrator must complete several configuration tasks. For 
more information, see the Administration Guide.  

When the ICS Integrity workflow features are enabled, you can create a case directly from an 
asset in the asset hierarchy. The asset becomes an associated object to the case, and you can 
select additional associated objects for the case. For example, when you identify a computer that 
requires one or more changes to be compliant with a baseline or policy, you can create a workflow 
case to track and record your work for that computer. 

On the Current Deviations window for baselines, the Disposition options buttons also allow you 
to create workflow cases when configured by an administrator. You can create a workflow case for 
investigating, accepting, or rejecting a deviation between a system and a defined baseline. For 
more information, see Viewing and Resolving the Deviations Associated with a Baseline (page 
163). 

For more information about workflow cases, see the following topics: 

 Understanding Workflows and Cases (page 81) 

 Working with Workflow Cases (page 84) 

 Starting a Workflow Case (Creating a Case) (page 89) 

 Starting a Case with Associated Objects (page 89) 

Using Baselines and Policies 
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Understanding Baselines and Deviations 
It is very difficult to manage all changes to all products at all times. Managing the most important or 
most critical products and settings is the basis of baseline management. 

A baseline is an accepted description of the attributes of one or more selected products, at a point 
in time, which serves as a standard and a basis for defining change. Baseline management is a 
way to reduce or eliminate security gaps resulting from assets that are not properly configured. 
These gaps occur when baseline changes are not documented, when required changes, such as 
security patches, are not implemented, and when configuration change mandates are not 
implemented on one or more assets. Security gaps are vulnerabilities that can be exploited. 

To mitigate these vulnerabilities, you must periodically retrieve the configuration information of an 
item and compare it to the baseline. If no changes have occurred, no action is required. If one or 
more changes have occurred, the changes must be assessed, verified, and documented or 
rolled-back to the baseline configuration. For more information about baselines and deviations, 
see the following topics: 

 Understanding How to Use Baselines and Address Deviations (page 159) 

 Understanding Baseline Reports (page 160) 

 Working with Baselines and Deviations (page 162) 
 

Understanding How to Use Baselines and Address 
Deviations 

An administrator defines the baselines you need and integrates workflow cases to match and 
support your work processes. In some cases, the administrator may choose not to use workflow 
cases.  

For more information about baseline types and recommendations, see the Administration Guide.  

The Baseline Summary window provides a list of the defined baselines. You can identify the 
number of deviations that exist for each baseline, how many deviations are accepted or under 
investigation, and how many deviations are not yet assigned to someone to research and 
evaluate. You can also see the number of workflow cases related to each baseline. 

The Current Deviations window allows you to list, filter, sort, and manage existing deviations. 
When you click on a number of deviations on the Baseline Summary window, Integrity displays the 
Current Deviations window with the filter options set to display only those deviations. You can see 
how an item deviates from the baseline, such as a modified property value. 

The Disposition options on the Current Deviations window allow you to investigate, and then 
accept or reject each deviation. If an administrator configured workflows for baselines, these 
buttons can start a workflow case to track this process and require approvals if desired. If 
workflows were not configured, the Disposition options set the Disposition and Status fields 
directly for the selected deviations: 

Investigate 
Sets the Disposition field to Investigate. If workflows are configured, a workflow case is created 
with the selected deviations associated with the case. When the workflow case is completed, the 
Status changes from Current to Investigated. 
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Accept 
If workflows are configured, Integrity creates a workflow case with the selected deviations 
associated with the case and sets the Disposition field to Accept. When the case is completed, 
or immediately if workflows are not configured, Integrity sets the Status field to Baseline 
Changed. Integrity also modifies the baseline to incorporate the deviation and locks the identified 
deviation. 

Reject 
If workflows are configured, Integrity creates a workflow case with the selected deviations 
associated with the case and sets the Disposition field to Reject. When the case is completed, or 
immediately if workflows are not configured, Integrity sets the Status field to Rejected. Integrity 
leaves the baseline as is and locks the identified deviation. You should then go to the identified 
system and change it to match the baseline or the deviation will be identified again in the future. 

Over time, a baseline can change as you accept and incorporate new requirements and 
standards, such as different configuration settings or a new software patch. At specific stages, you 
may choose to create a new version of the baseline, which also locks the current version. The 
Baseline Comparison window allows you to compare two versions of a baseline. This capability 
helps you review how a baseline changes over time and when specific changes were made to the 
baseline. 
 

Understanding Baseline Reports 
Integrity provides several baseline reports to help you review and evaluate your existing 
baselines. You can also review all the deviations between a baseline version and its source 
assets. The baseline reports are defined as follows: 

Baseline Workflow Report 
Provides detailed information about all the workflow cases associated with a specific baseline. 
This report provides information per workflow case reported, such as the case ID, owner, location, 
status, and more. With this information, you can quickly review the workflow case for each 
baseline. 

Baseline Changes Report 
Provides all the changes, including case IDs, associated with a specific baseline version. This 
report provides information per change that identifies the asset and object, the property name, the 
old and new value, and more. 

Baseline Complete Report 
Provides all objects, properties, and values for all baseline versions. This extensive report is 
location dependent with respect to the asset hierarchy tree and provides complete, 
comprehensive information about the existing baselines. 

Baseline Deviations Report 
Provides all the deviations between a baseline version and its source assets. This report provides 
information per deviation that identifies the type of deviation, the object and property name, the 
date detected and the current status, as well as case IDs for related workflow cases and much 
more. 
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Understanding the Current Deviations Window Columns 
The Current Deviations window allows you to list, filter, sort, and manage existing deviations. You 
can see how an item deviates from the baseline, such as a modified property value. The 
Disposition options allow you to investigate, and then accept or reject each deviation. The 
columns on the Current Deviations window are defined as follows: 

Deviation Type 
Specifies whether the identified deviation is an addition, deletion, or modification of an object, 
property, or reference. 

Object Name 
Specifies the name of the object that differs from the object in the baseline. 

Object Type 
Specifies the type of the object that differs from the baseline, such as a tag or reference. 

Object exists in 
Indicates whether the object exists in both the source asset and the baseline, or it exists in only 
one or the other. 

Reference Value 
Specifies the value of the reference. 

Property Name 
Specifies the name of the property that differs from the property in the baseline. 

Baseline Value 
Specifies the property value in the baseline. 

Source Value 
Specifies the property value in the source asset. 

Disposition 
Specifies what disposition option (Accept, Investigate, or Reject) was most recently selected for 
the deviation. If no disposition option button has been selected yet for the deviation, this column is 
set to Not Assessed. 

Status 
Specifies the current state of the deviation: 

 Current: An open workflow case is associated with this deviation or no action has 
occurred. 

 Investigated: An investigate workflow case associated with this deviation was 
completed. 
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 Baseline Changed: The deviation was accepted and incorporated into the baseline. 

 Rejected: The deviation was not incorporated into the baseline. The source system 
should be changed to match the baseline. 

 Resolved at Source: The source system was changed to match the baseline without the 
deviation being rejected. Integrity has determined the deviation no longer applies since 
the system now matches the baseline. 

Accept/Reject Case 
Provides a linked workflow case ID number for the accept or reject workflow case associated with 
this deviation. 

Investigation Case 
Provides a linked workflow case ID number for the investigate workflow case associated with this 
deviation. 

Date Detected 
Indicates the date and time when this deviation was identified. 

Navigation Path 
Provides the path in the asset hierarchy. 
 

Working with Baselines and Deviations 
The baseline windows in the ICS Integrity web interface allow you to view your existing baselines 
and the deviations associated with a particular baseline. You can also create and review workflow 
cases related to the baselines and deviations. The following topics summarize the tasks for 
working with baselines and deviations: 

 Viewing Your Baseline Summary (page 162) 

 Viewing and Resolving the Deviations Associated with a Baseline (page 163) 

 Viewing the Workflow Cases Associated with a Baseline (page 164) 

 Creating a New Baseline Version (Locking a Baseline) (page 165) 

 Comparing Two Baseline Versions (page 166) 

 Creating and Running Baseline Reports (page 167) 
 

Viewing Your Baseline Summary 
The Baseline Summary window displays a list of all the baselines for a particular location in the 
hierarchy with additional columns of information about each baseline. This summary information 
helps you identify the existing baselines, the risk level for each baseline, and areas that need your 
attention based on the number of existing deviations and their current status. 

To view the baseline summary: 

1. Click Baselines > Summary in the left navigation bar. 
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2. Click a location in the displayed hierarchy to display the baselines for that location. The 
following figure illustrates the Baseline Summary window. 

 
3. If you want to view details about the configuration of a baseline, click the title in the Baseline 

column for that baseline. The Baseline Details window is displayed. To close the Baseline 
Details window, click Close. 

 
 

Viewing and Resolving the Deviations Associated with a 
Baseline 

A deviation is a change to an object or a property of an object managed within a baseline. This 
change can include the addition, deletion, or modification of an object or property. These 
deviations need to be reviewed and evaluated because they identify configuration differences that 
could lead to a vulnerability or safety concern. 

On the Baseline Summary window, if you click a number of deviations in a column, such as in the 
Unassigned column, Integrity displays the Current Deviations window with that baseline selected 
and the filter options set to display only those deviations. These contextual links allow you to 
quickly identify and review a set of related deviations. 
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The Current Deviations window also provides filtering and sorting at the column level so you can 
focus on exactly the information you need. For more information about the Current Deviations 
window and the process for working with deviations, see Understanding How to Use Baselines 
and Address Deviations (page 159) and Understanding the Current Deviations Window Columns 
(page 161). 

To view the deviations associated with a baseline: 

1. Click Baselines > Deviations in the left navigation bar. 

2. In the Select a Baseline list, click the baseline for which you want to view the deviations. 

 
3. In Filter by deviation type, select which types of deviations you want to include in the 

displayed list. 

4. In Filter by disposition, select which deviation status you want to include in the displayed list, 
such as Unassigned, Investigating, or All. You can also filter and sort the list based on one 
or more columns. 

5. If you want to export the list to a Microsoft Excel file, click Export and follow the prompts of 
your browser. 

6. If you want to process and resolve a deviation, check the check box to the left of a deviation, 
and then use the Disposition options as you investigate and accept or reject the deviations. 
For more information about the process for working with deviations, see Understanding How 
to Use Baselines and Address Deviations (page 159). 

 

Viewing the Workflow Cases Associated with a Baseline 
On the Baseline Summary window, you can quickly list and review the workflow cases associated 
with a baseline. When you click the linked number in the Workflow Cases column, Integrity 
displays the Workflow Cases summary window that provides details about the workflow cases 
associated with the selected baseline. 
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To view the workflow cases associated with a baseline: 

1. Click Baselines > Summary in the left navigation bar. 

2. Click a location in the displayed hierarchy to display the baselines for that location. 

3. In the Workflow Cases column for the baseline you want, click the linked number. The 
Workflow Cases summary window is displayed as illustrated in the following figure. 

 
4. If you want to open a workflow case, click the linked case ID number. 

5. When you are done, click Close to close the Workflow Cases window. 
 

Creating a New Baseline Version (Locking a Baseline) 
Each baseline can have one or more versions. Only the latest version of each baseline can be 
modified. The number at the end of the baseline indicates the version number of that baseline. For 
example, Baseline - LCN1 Compliance (0025) indicates the 25th version of the LCN1 
Compliance baseline. 

When you create a new version of a baseline, Integrity performs the following actions: 

 Locks the current version of the baseline. This version can no longer be modified. 

 Duplicates the current baseline and gives it the next version number. This version is now 
the latest version of the baseline and it can be modified as needed. 

The hierarchy of baselines contains only the current (unlocked) version of each baseline. When 
you create a new version of a baseline, the new baseline automatically replaces the previous 
baseline in the hierarchy. 

To create a new version of a baseline, the following requirements must be met: 

 The current baseline version must contain at least one change from the previous version, 
such as a modified property value that was accepted. 

 No open workflow cases can be associated with the baseline. 

 You need to have the Administrator or ConfigMgr role. 



 Using Baselines and Policies 
 

 

ICS Integrity User Guide 166 
 

To create a new baseline version (and lock the existing baseline version): 

1. Click Baselines > Summary in the left navigation bar. 

2. Click a location in the displayed hierarchy to display the baselines for that location. 

3. Check the check box to the left of the baseline you want to lock and create a new version. A 
check box is displayed only for the baselines that meet the requirements previously listed. 

4. Click Lock Selected Baselines. 

5. Type a description of that baseline version, and then click Lock. 

6. Click OK on the confirmation message. 
 

Comparing Two Baseline Versions 
The Baseline Comparison window allows you to compare two versions of a baseline. This 
capability helps you review how a baseline changes over time and when specific changes were 
made to the baseline. 

To compare two versions of a baseline: 

1. Click Baselines > Comparisons in the left navigation bar. 

2. In Select a Baseline, select the baseline you want to compare. 

3. In A Different Version, select the baseline version you want to compare to the version 
selected in the Select a Baseline list. 

4. Click Compare. The Baseline Comparison window displays the deviations between the two 
baseline versions. 
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Creating and Running Baseline Reports 
ICS Integrity provides several types of baseline reports. To use the baseline reports, the PAS 
Cyber Integrity asset model must be imported and the IntegrityDataCollector2 service must be 
running. Once your baselines are created and configured, you can use the baseline reports to 
review information about your baselines and related activities. 

To create and run baseline reports: 

1. Configure your report printer settings. For more information, see Configuring Printer Settings 
(page 14). 

2. Create a report package that includes the baseline reports. For more information, see 
Creating a Report Package (page 115). 

3. Once you create and configure a baseline report package, you can run that package to view, 
print, or save one or more of the reports in that package. For more information, see the 
following topics: 

 Running and Printing a Report Package (page 117) 

 Viewing Previously Run Reports (page 118) 

 Scheduling a Report Package (page 119) 
 

Understanding and Using Configuration Policies 
ICS Integrity provides configuration policies that allow you to monitor specific configuration 
parameters and identify when the configuration of these parameters falls outside a defined limit. 
An administrator can create a configuration policy for any item that ICS Integrity monitors, such as 
the minimum patch level for an operating system, the minimum firmware level for a controller, or 
the maximum value for a tag, such as the maximum pressure. 

An administrator creates the policies you need, selects the asset for each policy, and then runs the 
policy so you can evaluate the results. For defined standards that apply to multiple assets, you 
should use baselines to define the standard for each risk level and to evaluate those baselines. 
For more information about baselines, see Understanding Baselines and Deviations (page 159). 

You can view and filter the policy information and results. For more information, see Viewing a 
Configuration Policy (page 168) and Filtering Policy Results (page 168). 



 Using Baselines and Policies 
 

 

ICS Integrity User Guide 168 
 

 

Viewing a Configuration Policy 
Once an administrator has configured a policy, ICS Integrity represents the policy with a hierarchy. 
You can drill-down and select the individual policy node on the tree. ICS Integrity displays the 
detailed view in the right pane for the policy selected in the left pane. The detailed view provides 
several tabs of information about the policy. 

 

To view a configuration policy: 

1. Click Policies in the left navigation bar. 

2. Drill-down and select the individual policy node for which you want to view the details. 

3. In the right pane, select the tab for the information you want to view. 
 

Filtering Policy Results 
ICS Integrity allows you to filter the information displayed by selecting a location in the Location 
tree. The information is then limited to the selected location. ICS Integrity also provides an 
additional filter for policies to limit the results displayed. On the Results tab, you can use the Filter 
list to select the desired display category. 

 

To view filtered policy results: 

1. Click Policies in the left navigation bar. 
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2. In the location area at the top of the window, select the location for which you want to view 
results. 

3. Drill-down and select the individual policy node for which you want to view the details. 

4. In the right pane, select the Results tab. 

5. In Filter, select the category you want to filter by, such as Actual Value. 

6. In Like, type the value you want to use for comparison, and then click the > button. 
 

Displaying Policy Results on the ICS Integrity Dashboard 
You can configure the ICS Integrity Dashboard to display policy results. When you click on a bar 
graph, ICS Integrity opens a window that provides details about those exceptions. 
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Displaying Policy Exceptions for a Managed Asset 
ICS Integrity allows you to view policy exceptions for a specific asset or object. You can use the 
asset hierarchy to drill-down to a managed asset, and then display the Policy tab to review the 
identified policy exceptions for that object. The Policy tab also allows you to print or export the list 
of exceptions, as well as view detailed information about each policy and the results for that 
object. 

To view the policy exceptions for a managed asset: 

1. Click Asset Hierarchy in the left navigation bar of the ICS Integrity web interface. 

2. Drill-down and select the individual object for which you want to view the policy exceptions. 

3. In the right pane, select the Policy tab. 

4. If you want to view details for a listed policy, click the i button to the left of the policy name. 
 

Understanding Compliance - NERC CIP 
ICS Integrity offers a compliance module that contains the specific controls requirements for a 
regulatory, industry, or corporate standard. The Compliance module states the requirements, 
allows you to document how you comply with the requirement, and provides links to reports that 
document the compliance. PAS has developed the NERC CIP standard module and is 
considering other policy libraries for different guidelines or standards, such as IEC-62443, NIST 
SP800-53/82, NEI-08/09, CPNI, and Qatar ICT. 

The library currently provides a listing of the specification. You can view the NERC CIP regulations 
in a tree view as illustrated in the following figure. 
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S E C T I O N  1 1  

ICS Integrity provides comprehensive vulnerability and patch management capabilities. PAS by 
Hexagon collects the latest vulnerability and patch information and makes it available for you to 
automatically download and use within ICS Integrity. In addition, ICS Integrity provides workflow 
cases to help you investigate identified issues and remediate or mitigate those potential 
vulnerabilities. 

ICS Integrity vulnerability management uses the National Vulnerability Database (NVD), which is 
the U.S. government repository of standards-based vulnerability management data, to identify 
assets that might have known vulnerabilities. With the asset matching and listing views, and the 
integrated workflow definitions, you can investigate the identified assets and remediate or mitigate 
the potential vulnerabilities. 

Using Vulnerability and Patch 
Management 
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The Vulnerability Summary window shows several charts and graphs to quickly show areas that 
need the most attention. 
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ICS Integrity patch management uses Microsoft patch data, for items like operating system 
updates and anti-malware definitions, and compares imported patch data for assets against the 
latest Microsoft patch data to provide a list of patches that need to be applied to those assets. The 
Microsoft Patch Evaluation window lists the available patches and the number of assets that have 
the patch applied or do not have it applied. You can also evaluate patches by computer rather than 
by Microsoft Bulletin to identify the number of patches applied, required, and not applied on each 
computer. 

 
With these extensive vulnerability and patch assessment views, and supporting management 
workflow definitions, you have a view of your full site, rather than requiring individuals to make 
many queries on individual installations across your organization. For more information, see the 
following groups of topics: 

 Understanding Vulnerability Management (page 173) 

 Browsing Vulnerabilities (page 179) 

 Performing CVE Management (page 183) 

 Refining Vulnerability Matching (page 186) 

 Understanding Patch Management (page 191) 

 Performing Patch Management (page 193) 

 Evaluating the State of Microsoft Patches and Bulletins (page 203) 
 

Understanding Vulnerability Management 
After the administrator has configured ICS Integrity to download the latest vulnerability data each 
day, you can use the ICS Integrity navigation bar options and associated windows to perform 
vulnerability-management tasks:  

 View a summary of detected vulnerabilities and drill down to more details. 

 Browse vulnerabilities by category, type, and risk score and drill down to more details. 

 Investigate risk analysis and factors used to calculate risk scores. 

 Manage CVE application in your environment. 
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 Refine the vulnerability matching rules to improve matching for your specific environment and 
set of assets.  

 Use the defined workflow to investigate identified matches and remediate or mitigate the 
associated vulnerabilities. 

 

Understanding the Vulnerability Management Navigation Bar 
Options 

The ICS Integrity navigation bar provides the following options for vulnerability management: 

Vulnerabilities > Summary 
The Vulnerability Summary window provides several graphs that summarize the top 
vulnerabilities, risk levels, locations, and other aspects of your environment. Click on parts of the 
graphs to drill down and display the details of the data behind that graph. The details display in the 
Vulnerability Browse or the CVE Management window. Read supporting information about 
each graph by clicking the question mark (?) icon.  

Vulnerabilities > Browse 
The Vulnerability Browse window provides the details of vulnerability exposure for identified risk 
in your environment. If you click a data point or bar graph on the Summary window, related details 
show in the Browse window. Use the Browse window to search for underlying data for any 
identified vulnerabilities. Drill down by clicking links to display more details. When you see 
potential risk to investigate, you can download the details for quick and accurate dispatch. For 
more information, see Browsing Vulnerabilities (page 179). 

Vulnerabilities > CVE Management 
The CVE Management window lists the identified Common Vulnerability Exposure (CVE) bulletin 
matches for your assets. You can filter and sort this list to focus on the highest priority risks and 
assets. You can also select one or more vulnerabilities and then click Investigate to start a case, 
using the associated workflow configured by your administrator, to investigate the identified 
matches and remediate or mitigate the potential risk. For the matches you have determined are 
not risks, you can suppress them. For more information, see Performing CVE Management (page 
183). 

Vulnerabilities > Matching 
The Vulnerability Matching window allows you to refine the matching rules to better match the 
assets and vendors in your specific environment. Since the vulnerability and inventory data can 
include inconsistent vendor and product names, you can group together entries that represent the 
same vendor or the same product. By adding to and adjusting the matching rules, you can better 
match your assets. For more information, see Refining Vulnerability Matching (page 186). 

Vulnerabilities > Configuration Concerns 
The Vulnerability Configuration Concerns window provides a summary of the identified security 
and reliability concerns for your assets during the last assessment. Each bar in the graph 
represents a count of defects for the given check, and more details show as you move your mouse 
over the bars. 
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Understanding the Vulnerability Browse Window 
The Browse window provides many flexible ways to view vulnerabilities detected in your 
environment and details about them. For more information about using this window, see Browsing 
Vulnerabilities (page 179). 

 
 

The results list represents focused results based on your selections of vulnerability category and 
Browse by. Each selection pairing relates to a graph on the Summary window. The results list 
begins with the item name and risk score. The remaining columns on the Browse window provide 
more details about vulnerability, patch, and upgrade bulletins for each row and are defined as 
follows: 

Column 1 (name varies by selection) 
Provides the name of the type of results you are browsing, such as location, endpoint, patch, and 
so on. 

Risk 
Provides the calculated risk score. For more information, see Understanding Risk Scores (page 
176). 

Rank 
Provides the ranking of the vulnerabilities represented in the results as determined by the average 
CVSS score of the actual vulnerabilities of this type. 

Count 
Provides the count for all severity levels that the NVD defined for the associated CVSS Base 
Score. The severity levels include Critical, High, Medium, Low, and None. 
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AVG CVSS 
Provides the average vulnerability score from the NVD for the total count of items for this known 
vulnerability. The Common Vulnerability Scoring System is an industry standard used to assess 
the severity of computer system security vulnerabilities. 

SUM CVSS 
Provides the total vulnerability score from the NVD for the total count of items for this known 
vulnerability. 

Critical, High, Medium, Low, and None 
Provides the counts that fall into these severity levels. 
 

Understanding Risk Scores 
Risk scores help you understand and prioritize vulnerability exposure. Integrity uses a 
combination of factors to calculate a risk score for assets in your environment, including CVSS 
scores, age and count of vulnerabilities with each score, and impact factor and group 
assignments. 

Integrity updates risk scores each time Vulnerability Management runs or when certain system 
changes occur, such as adding or removing endpoints, groups, or impact factors. 
 

Understanding Impact Factors and Groups 
Impact factors and groups let you refine weighting of items that impact risk scores to help you 
manage vulnerability exposure. For example you might have an important process that is critical 
to your environment. You can create an impact factor to apply to endpoints that rely on this 
process. 

The Integrity Vulnerability Management module delivers five default impact factors and the ability 
to add up to five custom impact factors. The Vulnerabilities impact factor is enabled by default 
and always on. You can enable and disable other impact factors and set the default score Integrity 
uses for each. For more information, see Configuring Impact Factor Settings (page 12). 

Groups work together with impact factors to refine impact factor weighting for specific endpoints. 
For example you might have a set of systems that are always on, in high demand, and critical to 
your environment. You can create a group to apply the same set of impact factors to all members 
of the group. 

You can group items for many reasons: 

 Apply custom impact factors 

 Override default impact factor scores 

 Apply the same set of impact factors to similar items 

You define groups as needed, and there is no limit to the number of groups you can create. For 
more information, see Configuring Group Settings (page 11). 

Review risk scores and the effects that impact factor and group assignments have on them on the 
Browse and Endpoint Risk Analysis windows. You can assign multiple endpoints to groups on 
the Browse window. For more information, see Assigning Endpoints in Bulk to Groups (page 
182).You can see and edit some impact factor and group settings on the Endpoint Risk Analysis 
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window. For more information, see Fine-tuning Impact Factor and Group Settings (page 181) and 
Viewing Endpoint Risk Analysis (page 180). 
 

Understanding the CVE Management Window 
The CVE Management window lists the identified vulnerability matches for your assets. ICS 
Integrity uses the inventory item information collected from your assets and compares it with the 
latest imported vulnerability data. If a Common Vulnerability and Exposure (CVE) is found for an 
asset, ICS Integrity looks to see if the identified remediation patch is applied. If the patch is 
applied, ICS Integrity sets the Patch Status to Applied. For more information about using this 
window, see Performing CVE Management (page 183). 

 
The columns on the CVE Management window are defined as follows: 

CVE ID 
Provides the unique identifier from the National Vulnerability Database (NVD) for this known 
vulnerability, also referred to as a Common Vulnerability and Exposure (CVE). When you click on 
a value in this column, ICS Integrity displays the NVD information about this known vulnerability, 
including links to more information. 

Vendor Name 
Provides the name of the vendor from the NVD for this known vulnerability. 

CVSS Base Score 
Provides the vulnerability score from the NVD for this known vulnerability. The Common 
Vulnerability Scoring System is an industry standard used to assess the severity of computer 
system security vulnerabilities. 

Severity 
Provides the severity level that the NVD defined for the associated CVSS Base Score. The 
severity levels include Critical, High, Medium, and Low. 
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ICS-CERT 
Indicates whether this vulnerability information is linked to the Industrial Control Systems Cyber 
Emergency Response Team (ICS-CERT). This team works with the intelligence agencies, law 
enforcement groups, and control system vendors and owners to reduce risks across all critical 
infrastructure. 

Match Confidence 
Provides a percentage of how closely the vulnerability information matches the inventory item. A 
higher value indicates a closer match between the vulnerability information and the inventory item 
details. You can adjust the Vulnerability Management window to hide matches with a match 
confidence value lower than the value you specify in the upper left portion of the window. If you 
change the percentage to display, click Refresh to update the displayed list. You can also adjust 
your vulnerability matching rules to improve the accuracy of this information for your set of assets. 

Match (V:P:V) 
Provides three percentages of how closely the vulnerability vendor name, product name, and 
version number matches the inventory item. These three values are used to calculate the Match 
Confidence column value. A higher value indicates a closer match between the vulnerability 
information and the inventory item details. You can adjust your vulnerability matching rules to 
improve the accuracy of this information for your set of assets. If version information is missing 
from either the NVD or your inventory, the vendor value is a question mark (?). 

CPE (Vendor:Product:Version) 
Provides the structured naming scheme value from the NVD for this vulnerability, such as 
microsoft:internet_information_server:6.0. 

Inventory Item (Vendor:Product:Version) 
Provides the structured name from the Integrity inventory data for the identified asset. This name 
is linked to allow you to view details and additional information about the asset. 

Location 
Provides the path to the asset above the parent system in the asset hierarchy. This path is linked 
to allow you to view details and additional information about the assets. 

Parent System 
Provides the name of the computer system that hosts the software that this vulnerability matches. 

Microsoft Security Bulletin 
Provides the number of the Microsoft security bulletin associated with this vulnerability, if one 
exists. 

Patch Required 
Indicates whether the Microsoft patch that remediates this vulnerability, if one exists, has been 
installed on the computer. This column indicates whether the patch is applied or required. 
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Age (Weeks) 
Indicates the number of weeks this vulnerability has been detected in the environment. 

Published Date 
Provides the date this Common Vulnerability and Exposure (CVE) was published to the National 
Vulnerability Database (NVD). 

Detected Date 
Provides the date this vulnerability match was found by Integrity when comparing the vulnerability 
information to the Integrity inventory data. 

Case ID 
Provides the number of the workflow case, if one was created for this vulnerability. 

Disposition 
Provides the status of this vulnerability, which can be set in several ways. If you suppress the 
vulnerability, this column is set to Suppressed. If no workflow definitions are set up for 
vulnerability management, the value of this column is set by the Disposition options button you 
click for this vulnerability. If a workflow was defined for vulnerability management, this column is 
set to the state of the workflow case associated with this vulnerability. When the workflow case is 
closed, the disposition value is set to Closed, workflow-completion-status, such as Closed, 
Remediated. The workflow definition states and the completion status names are defined by the 
administrator. 
 

Browsing Vulnerabilities 
The first time you click Vulnerabilities > Browse, you then select whether to browse categories 
Attack Surface, Exploitability, or Exposure Time vulnerabilities. When you are already on the 
Browse window, navigational icons allow you to switch between the categories you want to 
browse. For more information about the columns of information on this window, see 
Understanding the Vulnerability Browse Window (page 175). 

When you are browsing vulnerabilities, then navigate to another part of Integrity, and then 
navigate back to Vulnerabilities > Browse, Integrity maintains your previous view settings, 
allowing you to pick up where you left off. 

From the Browse window, view vulnerability details grouped in various ways, such as by 
published year or potential resolution, by selecting an option in the Browse by field. These 
options vary depending on the category of vulnerability you are browsing. You can also filter 
results, drill down to more details, assign endpoints to groups, and export results. 

 Vulnerability results might include normalized names configured in your environment. 
For more information, see Configuring Normalization Settings (page 13). 

The following topics provide helpful tasks for working with items in the Browse window. 

 Viewing and Filtering Vulnerabilities (page 180) 

 Viewing Endpoint Risk Analysis (page 180) 

 Fine-tuning Impact Factor and Group Settings (page 181) 
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 Assigning Endpoints in Bulk to Groups (page 182) 

 Saving Favorite Vulnerability Searches and Views (page 182) 

 Exporting Vulnerability Results (page 183) 
 

Viewing and Filtering Vulnerabilities 
You can add or remove filters, change column sort order, and toggle displayed results to change 
the displayed items so that you can focus on the information you want to see. 

1. When you have a set of results displayed in the Browse window, Integrity adds appropriate 
filters on the left side of the window. Select and clear filters to view only the results you want to 
view. 

2. If you want to quickly remove all filters, click Clear at the bottom of the filter list. 

3. At the top of any column, click the column name to change the sort order. 

4. Select the buttons on the right side of the Results pane to toggle related details off and on. 

5. When you have the results displayed as you want them, you can create a favorite to be able to 
quickly return to the same settings. For more information, see Saving Favorite Vulnerability 
Searches and Views (page 182). 

 

Viewing Endpoint Risk Analysis 
In the Attack Surface category if you select Browse by Endpoints, the Results rows show 
endpoints. When you select an endpoint from Results, the Endpoint Risk Analysis window 
shows the settings used in the risk calculation to explain the details behind the risk score. Impact 
factor and group assignments can affect a displayed risk score. For more information, see 
Understanding Risk Scores (page 176) and Understanding Impact Factors and Groups (page 
176). 
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 The PAS Integrity Scheduler service must be running to perform risk analysis activities. 

 
The Endpoint Risk Analysis window delivers vulnerability details for the selected endpoint: 

 View top vulnerabilities and patches  

 Investigate impacts to the risk score 

 Apply impact factors to endpoint 

 Add endpoint to a group 

 Override any impact factor applied to endpoint 

 View data collection and analysis dates 
 

Fine-tuning Impact Factor and Group Settings 
The Endpoint Risk Analysis window offers a deeper dive into the elements that Integrity uses to 
calculate the risk scores for the selected endpoint. Integrity shows which impact factors are 
applied to the endpoint and where the assignments originate.  

You can change group and impact factor assignments and override default scores to immediately 
see the risk score change for the endpoint. When you change impact factor and group 
assignments, Integrity automatically recalculates the risk score to show how the changes you 
make affect the endpoint score. 

  
 When you override a default impact factor score, the override applies only to that group or 

endpoint. 

 If you assign disabled impact factors on this window, go to Settings to enable them. For more 
information, see Configuring Impact Factor Settings (page 12).  

 You must define one or more groups in Settings to assign a group to the endpoint. For more 
information, see Configuring Group Settings (page 11). 
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 The PAS Integrity Scheduler service must be running to perform risk analysis activities. 
 

Assigning Endpoints in Bulk to Groups 
From the Browse window, you can assign multiple endpoints to groups when the Results include 
endpoints. You must have defined one or more groups to enable the Assign Groups button. If 
you have recently added groups and the button is disabled, refresh the Vulnerabilities > Browse 
page. For more information, see Configuring Group Settings (page 11). 

Use the filters on the left side of the window to narrow the Results and limit the endpoints shown 
in the Group Endpoint Assignment window, and then select Assign Groups. 

 
The Group Endpoint Assignment window shows the filtered endpoints. 

 After making changes on the Group Endpoint Assignment window, refresh the 
Browse window to display the recalculated risk scores. 
 

Saving Favorite Vulnerability Searches and Views 
Favorites allow you to save searches and views that you use often for quick retrieval. For 
example, you might save a favorite showing all computers running Windows in a specific location. 
When you reload results from this favorite, you can monitor whether all computers running 
Windows in a location have been patched, helping you validate your patch processes or 
remediate any gaps you find. 

You can make favorites private or you can choose to share them with other users. Private 
favorites show a person icon next to them. Public favorites show an Earth icon next to them. 

1. When you have a set of results displayed in the Browse window, click Save favorite. 
2. Type a name for the favorite, click Public or Private, and click Save. 

3. To reload results from a favorite, click in the Select a favorite list at the top of the window, and 
then click the favorite you want to use. 

4. If you want to save a new favorite based on a favorite, load the favorite to use as a base and 
complete the following steps: 

a. Click Save > Save as. 

b. Type a name for the favorite. 

 You must use a unique name. Duplicate favorites are not allowed. 

c. Click Public or Private, and click Save. 
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5. If you want to delete a favorite, load the favorite, click Delete favorite, and then click Yes. 
 

Exporting Vulnerability Results 
You can export results from browsing or searching for inventory items to an Excel file. 

1. Open the ICS Integrity web interface. 

2. Click Vulnerabilities > Browse in the left navigation bar. 

3. Use the options to view only the items you want to export. For example, select a location in the 
Location tree area, use filters, and customize columns. 

4. When you want to export the displayed results, click the Export to Excel icon. 

5. Click Save. 
 

Performing CVE Management 
The CVE Management window lists the identified vulnerability matches for your assets. For more 
information about the columns of information on this window, see Understanding the CVE 
Management Window (page 177). 

 
To help you focus on the existing matches that require your attention, the CVE Management 
window defaults to not display matches you have suppressed or have been closed. You can 
include these matches in the list by clicking the appropriate button in the upper left section of the 
window and then clicking the Refresh button on the right side of the window. 

You can filter and sort this list to focus on the highest priority risks and assets. You can also use 
the Vulnerability Summary window to identify an area of interest and then click on a graph to 
open the CVE Management window focused on the vulnerability matches that provide the data 
for that graph. 

Several columns provide links that allow you to view details and additional information about the 
linked items. With these links and the displayed information, you can better evaluate the matches 
and potential risks. If you want to improve the matching rules for your specific assets, vendors, 
and products, you can use the Vulnerability Matching window. For more information, see 
Refining Vulnerability Matching (page 186). 
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Starting a Vulnerability Management Workflow Case 
Once you identify one or more matches that require a closer look, you can select those matches 
and then click Investigate to start a case, using the associated workflow definition configured by 
your administrator. Using that workflow case, you can investigate the identified matches and 
remediate or mitigate the potential risk. 

  
 The administrator must have defined a workflow to use for vulnerability management. If 

not, other buttons are available in the Disposition options area of the window to allow 
you to set the status (Disposition) of the identified vulnerability match without using a 
workflow case. For more information, see Setting the Disposition without Using a 
Workflow Case (page 184). 

 To use any of the Disposition options area buttons or to start a case, you must have the 
PowerUser, ConfigMgr, or Administrator role. 

To create a case to investigate one or more vulnerability matches: 

1. Open the ICS Integrity web interface. 

2. Click Vulnerabilities > Management in the left navigation bar. 

3. Check the check box in the first column for each match you want to associate with a case and 
investigate as a single issue. 

4. Click Investigate. 
 

Setting the Disposition without Using a Workflow Case 
If your administrator chose to not use workflow cases with vulnerability management, Integrity 
provides several buttons in the Disposition options area of the window to allow you to set the 
status (Disposition) of the identified vulnerability match. Once you identify one or more 
vulnerability matches you want to set the status for, you can select those matches and then click 
the appropriate button, such as Remediate or Close. 

 To use any of the Disposition options area buttons, you must have the PowerUser, 
ConfigMgr, or Administrator role. 

Once you have set the status (Disposition) of an identified vulnerability match, you can change 
the Disposition value by selecting the vulnerability match and then clicking another button in the 
Disposition options area. You can clear the Disposition value by selecting the vulnerability 
match and then clicking the Clear Disposition button. 

To set the disposition of one or more vulnerability matches: 

1. Open the ICS Integrity web interface. 

2. Click Vulnerabilities > Management in the left navigation bar. 

3. Check the check box in the first column for each vulnerability match you want to set the 
disposition. 

4. Click the appropriate button in the Disposition options area of the window, such as 
Investigate, Remediate, or Close. 
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Suppressing (Hiding) Vulnerability Matches with Rules 
When you view the list of vulnerability matches on the Vulnerability Management window, you 
might identify a set of matches that are not a risk or that you want to suppress (hide) for now. For 
example, you might want to create a rule to suppress vulnerability matches related to Adobe 
products while you address other vulnerability issues. You can create an auto-suppression rule, 
which hides a set of vulnerability matches. Each time the Vulnerability Management asset model 
is imported, which is usually scheduled to happen daily, vulnerability matches are re-evaluated, 
and the latest auto-suppression rules are re-applied. 

An auto-suppression rule hides a set of vulnerability matches, but it does not affect matches that 
are suppressed manually. If you delete an auto-suppression rule and then import the Vulnerability 
Management asset model, the suppressed matches will no longer be suppressed except for those 
matches that were manually suppressed. To create a suppression rule, you must be an 
Administrator. 

 If a match has a workflow case associated with it, you cannot suppress that match. 

To suppress (hide) a match by creating an auto-suppression rule: 

1. Open the ICS Integrity web interface. 

2. Click Vulnerabilities > Management in the left navigation bar. 

3. Click Suppression Rules. The Automated Suppression Rules window is displayed. 

4. Click Add Rule. 

5. Set the Vendor rule fields as desired, such as is equal to and Adobe. 

6. If you want to suppress matches based on CVSS score, check CVSS Score, and then set 
those related fields. 

7. If you want to suppress matches based on severity, check Severity, and then set those 
related fields. 

8. Click Save Rule. The defined suppression rules are displayed. 

9. If you want to disable a rule, clear the check box for the rule in the list. 

10. If you want to delete a rule, hover over the rule in the list, and then click Delete. 
 

Suppressing (Hiding) Vulnerability Matches Manually 
If you view a match in the list on the Vulnerability Management window and you determine it is not 
a risk, you can choose to suppress (hide) that match in the list. Suppressing a match manually 
does not change any matching rules and does not affect other matches. However, manually 
suppressing a match overrides all matches and auto-suppression rules for that match. To 
suppress a match, you must have the PowerUser, ConfigMgr, or Administrator role. 

 If a match has a workflow case associated with it, you cannot suppress that match. 

To suppress (hide) a match manually: 

1. Open the ICS Integrity web interface. 

2. Click Vulnerabilities > Management in the left navigation bar. 



 Using Vulnerability and Patch Management 
 

 

ICS Integrity User Guide 186 
 

3. Check the check box in the first column for the match you want to hide. 

4. Click Suppress. 
 

Reviewing Suppressed Vulnerability Matches 
If you chose to suppress (hide) matches from the list on the Vulnerability Management window, 
you should periodically review those suppressed matches. You might recognize a pattern that will 
help you define a new matching rule that automatically filters out these types of matches. You 
might also identify a suppressed match that requires further investigation. In this case, you might 
choose to unsuppress the match. If you unsuppress a match, that match will be displayed even if 
an auto-suppression rule would suppress that match. 

To review suppressed (hidden) vulnerabilities: 

1. Open the ICS Integrity web interface. 

2. Click Vulnerabilities > Management in the left navigation bar. 

3. Check the Show Suppressed check box. This option includes matches that are either 
manually suppressed or suppressed by an auto-suppression rule. 

4. In the Status column heading, click the Filter icon. 

 
5. Set the filter to show matches with a Status equal to Suppressed. This status includes 

matches that are either manually suppressed or suppressed by an auto-suppression rule. 

6. Click Filter. 
7. If you want to unsuppress a vulnerability match, you can clear the Disposition value by 

selecting the vulnerability match and then clicking the Clear Disposition button. If a match 
has a workflow case associated with it, you cannot suppress it or clear the Disposition value. 
The workflow case controls the Disposition value. 

 

Refining Vulnerability Matching 
ICS Integrity matches the latest vulnerability data against the information collected from the assets 
in your inventory. Since the vendor and product names in the vulnerability data and in your 
inventory might not be consistent, especially across different product versions and vulnerabilities, 
ICS Integrity needs to use rules to identify potential matches. 
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The Vulnerability Matching window allows you to refine the matching rules to better match the 
assets and vendors in your specific environment. 

 
You can view information based on your inventory (View by: Inventory), or based on the 
vulnerability data (View by: CPE), and identify entries that represent the same vendor or the 
same product. You can also limit vulnerability data to include only data linked to the Industrial 
Control Systems Cyber Emergency Response Team (ICS-CERT). By adding to and adjusting the 
matching rules, you can better match your assets. 

 To modify the matching rules, you must have the ConfigMgr or Administrator role. 
 

Improving Vendor Name Matching 
Vendor names can vary, such as Microsoft and Microsoft Corporation. The Vulnerability 
Matching window allows you to indicate that both of these values indicate the same vendor. By 
associating multiple versions of vendor names that indicate the same vendor, the vulnerability 
matching can be completed more accurately. ICS Integrity provides default rules to handle many 
common name variations, such as company names with and without corporation or Inc. These 
default rules address most matching rules you need. 

Another case is when one vendor is purchased by another vendor. You might want to associate 
the two vendor names with each other, since the product could be associated with either vendor 
name. 

  
 When you finish refining the matching rules, be sure to Save your changes. If you close 

the window or navigate to a different page without saving your changes, the changes are 
discarded. 

 To modify the matching rules, you must have the ConfigMgr or Administrator role. 

To refine vendor name matching rules: 

1. Open the ICS Integrity web interface. 
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2. Click Vulnerabilities > Matching in the left navigation bar. 

3. In the View by field, select how you want to view matches: 

 CPE - lists the structured naming scheme values from the NVD in the left column of each 
section and allows you to select values from the Integrity inventory that should match the 
NVD value. 

 CPE - Limited to ICS-CERT - lists the structured naming scheme values from the NVD in 
the left column of each section and allows you to select values from the Integrity inventory 
that should match the NVD value. The NVD data is limited to entries linked to the 
Industrial Control Systems Cyber Emergency Response Team (ICS-CERT). 

 Inventory - lists Integrity inventory values in the left column of each section and allows 
you to select values from the CPE entries in the NVD that should match the inventory 
value. 

 Inventory - Limited to ICS-CERT - lists Integrity inventory values in the left column of 
each section and allows you to select values from the CPE entries in the NVD that should 
match the inventory value. The NVD data is limited to entries linked to the Industrial 
Control Systems Cyber Emergency Response Team (ICS-CERT). This option is the 
default view. 

4. Click Vendors to expand the Vendors section of the window. 

If you chose View by: Inventory, the left column lists the vendor names from the Integrity 
inventory. If you chose View by: CPE, the left column lists the vendor names from the NVD. 

5. Select a vendor name in the left Vendors column for which you want to adjust the matching 
rules. 

The Confirmed Matches column lists the vendor names that are considered matches based 
on the existing rules. The Potential Matches column lists the vendor names that are possible 
matches, but are not considered matches based on the existing rules. 

6. If you want to remove a confirmed match, select the vendor name in the Confirmed Matches 
column, and then click the right arrow (>) button. 

7. If you want to add a confirmed match, select the vendor name in the Potential Matches 
column, and then click the left arrow (<) button. 

8. If you want to add a confirmed match that is not listed in the Potential Matches column, 
complete the following steps: 

a. Click the Add a match manually button above the left arrow (<) button. 

b. Click the vendor you want to add as a confirmed match, and then click Add. 

c. Click Close. The vendor you selected is now listed in the Confirmed Matches column. 

9. Click Save. 
 

Improving Product Matching 
Product names can vary slightly, especially when products are renamed from one version to the 
next. The Vulnerability Matching window allows you to indicate that multiple values indicate the 
same product. By associating multiple versions of product names that indicate the same product, 
the vulnerability matching can be completed more accurately. Product rules are stored per vendor. 
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 When you finish refining the matching rules, be sure to Save your changes. If you close 
the window or navigate to a different page without saving your changes, the changes are 
discarded. 

 To modify the matching rules, you must have the ConfigMgr or Administrator role. 

To refine product name matching rules: 

1. Open the ICS Integrity web interface. 

2. Click Vulnerabilities > Matching in the left navigation bar. 

3. In the View by field, select how you want to view matches: 

 CPE - lists the structured naming scheme values from the NVD in the left column of each 
section and allows you to select values from the Integrity inventory that should match the 
NVD value. 

 CPE - Limited to ICS-CERT - lists the structured naming scheme values from the NVD in 
the left column of each section and allows you to select values from the Integrity inventory 
that should match the NVD value. The NVD data is limited to entries linked to the 
Industrial Control Systems Cyber Emergency Response Team (ICS-CERT). 

 Inventory - lists Integrity inventory values in the left column of each section and allows 
you to select values from the CPE entries in the NVD that should match the inventory 
value. 

 Inventory - Limited to ICS-CERT - lists Integrity inventory values in the left column of 
each section and allows you to select values from the CPE entries in the NVD that should 
match the inventory value. The NVD data is limited to entries linked to the Industrial 
Control Systems Cyber Emergency Response Team (ICS-CERT). This option is the 
default view. 

4. Click Vendors to expand the Vendors section of the window. 

5. Select the vendor name in the left Vendors column for the product for which you want to 
adjust the matching rules. 

6. Click Products to expand the Products section of the window. 

If you chose View by: Inventory, the left column lists the product names from the Integrity 
inventory. If you chose View by: CPE, the left column lists the product names from the NVD. 

7. Select the product name in the left Products column for which you want to adjust the 
matching rules. 

The Confirmed Matches column lists the product names that are considered matches based 
on the existing rules. The Potential Matches column lists the product names that are possible 
matches, but are not considered matches based on the existing rules. 

 If you want to review more information about an NVD entry, select that entry, and 
then click CVE Look Up. ICS Integrity displays the NVD information about this known 
vulnerability and links to more information. 

8. If you want to remove a confirmed match, select the product name in the Confirmed Matches 
column, and then click the right arrow (>) button. 

9. If you want to add a confirmed match, select the product name in the Potential Matches 
column, and then click the left arrow (<) button. 
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10. If you want to add a confirmed match that is not listed in the Potential Matches column, 
complete the following steps: 

a. Click the Manually add a match button above the left arrow (<) button. 

b. Click the product you want to add as a confirmed match, and then click Add. 

c. Click Close. The product you selected is now listed in the Confirmed Matches column. 

11. If you need to further adjust the product name matching, use the Product Name Matching 
Rules field, and the buttons to the right of this field, to change the existing rules. 

12. Click Save. 
 

Improving Version Matching 
Version numbers can vary, such as 6 and 6.0.0. ICS Integrity provides default rules to handle 
many common version variations. The Vulnerability Matching window allows you to add to these 
rules to define that multiple values indicate the same version. By defining multiple values indicate 
the same version, the vulnerability matching can be completed more accurately. Version rules are 
stored per vendor. 

  
 When you finish refining the matching rules, be sure to Save your changes. If you close 

the window or navigate to a different page without saving your changes, the changes are 
discarded. 

 To modify the matching rules, you must have the ConfigMgr or Administrator role. 

To refine version number matching rules: 

1. Open the ICS Integrity web interface. 

2. Click Vulnerabilities > Matching in the left navigation bar. 

3. In the View by field, select how you want to view matches: 

 CPE - lists the structured naming scheme values from the NVD in the left column of each 
section and allows you to select values from the Integrity inventory that should match the 
NVD value. 

 CPE - Limited to ICS-CERT - lists the structured naming scheme values from the NVD in 
the left column of each section and allows you to select values from the Integrity inventory 
that should match the NVD value. The NVD data is limited to entries linked to the 
Industrial Control Systems Cyber Emergency Response Team (ICS-CERT). 

 Inventory - lists Integrity inventory values in the left column of each section and allows 
you to select values from the CPE entries in the NVD that should match the inventory 
value. 

 Inventory - Limited to ICS-CERT - lists Integrity inventory values in the left column of 
each section and allows you to select values from the CPE entries in the NVD that should 
match the inventory value. The NVD data is limited to entries linked to the Industrial 
Control Systems Cyber Emergency Response Team (ICS-CERT). This option is the 
default view. 

4. Click Vendors to expand the Vendors section of the window. 
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5. Select the vendor name in the left Vendors column for the product version for which you want 
to adjust the matching rules. 

6. Click Products to expand the Products section of the window. 

7. Select the product name in the left Products column for the product version for which you 
want to adjust the matching rules. 

8. Click Versions to expand the Versions section of the window. 

If you chose View by: Inventory, the left column lists the product versions from the Integrity 
inventory. If you chose View by: CPE, the left column lists the product versions from the NVD. 

9. Select the version in the left Versions column for which you want to adjust the matching rules. 

The Confirmed Matches column lists the versions that are considered matches based on the 
existing rules. The Potential Matches column lists the versions that are possible matches, 
but are not considered matches based on the existing rules. 

10. If you need to adjust the version matching, use the Version Matching Rules field, and the 
buttons to the right of this field, to change the existing rules. 

11. Click Save. 
 

Understanding Patch Management 
Once the administrator has configured ICS Integrity to download the latest patch data that 
Microsoft publishes once a month, you can use the ICS Integrity navigation bar options and 
associated windows to perform patch-management tasks. ICS Integrity uses the information the 
PAS Recon asset model collects about your assets and compares it to the latest patch data. 

However, patch management in an OT environment has additional requirements to make sure 
applying Microsoft patches to your assets does not impact other vendor products you have 
installed. ICS Integrity provides powerful features for creating vendor bulletins with their approved 
patches, and then using workflow cases for testing and implementing these patches, or mitigating 
the issues as needed. With additional views to drill-down to the details for assets across your 
organization, you can make the needed decisions and effectively manage patches for all your 
assets. 

For more information about the patch management process, see Performing Patch Management 
(page 193). 
 

Understanding Patch Status Indications 
ICS Integrity provides several patch management windows and views within those windows. 
These views display patch status information and indicators to help you understand the status of 
each patch for each asset. If a patch is found on a computer, ICS Integrity sets the status to Patch 
Applied. If the patch is not found, ICS Integrity uses several rules to determine how to set the 
status: 

 If the patch is applicable (by matching affected products and components found through 
the PAS Recon asset model data), and there is no superseding patch, the status is set to 
Patch Required. 

 If the patch is applicable, there are superseding patches, and the superseding patches 
are also not installed, the status is set to Patch Required. 
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 If the patch is applicable, there are superseding patches, and those superseding patches 
are found to be installed, the status is set to Patch Applied. 

 If the patch is not applicable, the status is set to Patch Not Applicable. 

When a patch is reported as Applied, ICS Integrity also reports which patch identification (KB 
Number) is found through the PAS Recon asset model data collection. For example, as shown in 
the following figure, security item MS17-004 (KB3216771) is applied in 3 out of 4 computers 
because the component KB3212642 (the Windows 7 and 2008 R2 equivalent KB Number of 
MS17-004) is found. 

 
In the following example, MS12-055 is applied because the assessment found the KB2778344 
(MS13-016), and MS13-016 supersedes MS12-055, so this patch is Applied through a 
superseding patch. 

 
 

Understanding Patch Management by Bulletin or Computer 
You can choose to manage patches by bulletin or by computer. The Patch Management window 
provides many filters to help you refine your search using patch information, hotfix ID, and location 
information. The following options help you organize the search results so you can view and 
manage patches as needed: 

Patch 
Sorts the search results by Bulletin ID. This organization can help you explore individual patches 
and start workflow cases based on a patch. For example, you might want to test a specific patch 
for a planned site update, and this view allows you to select that patch and start a testing workflow 
case. 

Computer Systems for which the patches are Applied 
Groups the search results by computer. You can click the arrow icon to the left of the computer 
name to display a list of patches matching your filters that have been installed on that computer. 
This view helps you see where a patch has been installed so you can determine whether there 
might be issues with that patch. 

Computer Systems for which the patches are Required 
Groups the search results by computer. You can click the arrow icon to the left of the computer 
name to display a list of patches matching your filters that need to be installed on that computer. 
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This view helps you see which computers need a set of patches, but those patches might also 
require testing. 

Computer Systems ... patches are Released for Implementation and Required 
Groups the search results by computer. You can click the arrow icon to the left of the computer 
name to display a list of patches matching your filters that are ready to be installed on that 
computer. This view helps you identify a set of patches that have been approved for 
implementation on a computer. 
 

Performing Patch Management 
To perform patch management, you first need to create vendors and vendor bulletins. Then, you 
can use that information to assess and manage patches. Each month, as the Microsoft patch data 
is updated, you can collect supported patch information from your product vendors and create 
additional vendor bulletins. ICS Integrity allows the administrator to also define custom workflow 
definitions for testing patches, implementing patches, and mitigating issues. These workflow 
definitions are integrated through buttons in the patch management windows. 

To manage patches for assets across your organization: 

1. Review vendor names and create vendor aliases to streamline and simplify your patch 
management. In some cases, vendor names can be inconsistent across the information the 
PAS Recon asset model collects. For more information, see Defining Vendors and Vendor 
Aliases for Patch Management (page 193). 

2. Periodically collect the list of patches that each vendor has approved and create a bulletin for 
each vendor with that information to help you evaluate and implement patches safely 
throughout your OT environment. You need to periodically create these bulletins, such as 
monthly or quarterly, based on how often each vendor updates their list of approved patches. 
For more information, see Creating Vendor Bulletins for Patch Management (page 195). 

3. Use the Patch Management window to identify assets missing patches listed in vendor 
bulletins and to start custom workflow cases for testing patches, implementing patches, and 
mitigating issues. For more information, see the following topics: 

 Understanding Patch Status Indications (page 191) 

 Understanding Patch Management by Bulletin or Computer (page 192) 

 Viewing a Filtered List of Patches and Assessment Information (page 196) 

 Testing a Patch (page 198) 

 Releasing a Patch for Implementation or Mitigation (page 201) 

 Implementing a Patch or Mitigating a Risk (page 201) 

4. Review the state of all released Microsoft patches for your assets. For more information, see 
Evaluating the State of Microsoft Patches and Bulletins (page 203). 

 

Defining Vendors and Vendor Aliases for Patch Management 
Since vendor names can vary across the information the PAS Recon asset model collects, you 
need to define vendors and vendor aliases to help streamline and simplify your patch 
management. With vendor aliases, you can identify variations, such as Honeywell Inc and 
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Honeywell International Inc, as the same vendor. Integrity can also use these vendor aliases to 
improve other functional areas. The main reason for defining and using vendor aliases is to narrow 
searches for specific Microsoft bulletins.  

 Do not confuse vendor aliases with normalization rules. Vendor aliases are specific to 
Patch Management in Integrity 

Initially, the list of Vendors is blank. You should create a vendor name for each vendor you use, 
and then associate all variations of that vendor name collected by the PAS Recon asset model to 
treat them all as that one vendor name you created. 

To create a vendor and associate vendor aliases: 

1. Open the ICS Integrity web interface. 

2. Click Patches > Vendor Aliases in the left navigation bar. 

3. Click Add New Vendor. 
4. Type a name for the new Vendor, and then click Save New Vendor. The new name is added 

to the list of Vendors. 

5. Select the new name in the Vendors list, and then click Edit Vendor Aliases. The Add a New 
Alias window is displayed. 

 
6. Click a variation of that vendor name in the Available Vendor Aliases list, and then click 

Add. That name is added to the Selected Vendor Aliases list. Continue to add other 
variations of that vendor name. 

7. If you want to type a vendor name to add to the Selected Vendor Aliases list, type the name in 
the Or Type a new Alias field, and then click the Add button to the right of that field. 

8. If you want to remove a vendor name from the Selected Vendor Aliases list, select the name in 
the Selected Vendor Aliases list, and then click Remove. 

9. Click Save Aliases. 
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After you have created vendors and associated their vendor aliases, you can create vendor 
bulletins using those vendors. 
 

Creating Vendor Bulletins for Patch Management 
On a regular basis, such as monthly or quarterly, each vendor publishes a list of Microsoft patches 
that they have tested and verified as supported with one or more of their products. To deliver this 
information in ICS Integrity, you need to create vendor bulletins. A vendor bulletin identifies one or 
more products from a vendor, and it lists the patches that are supported for each of those 
products. After you create vendors and associate vendor aliases with them, you can create, edit, 
or delete vendor bulletins. 

Once a month, you should collect the list of patches that each vendor has approved and create a 
bulletin for each vendor with that information to help you evaluate and implement patches safely 
throughout your OT environment. You can create bulletins to identify vendor/product sets and 
related patches to test and then implement. 

To create a vendor bulletin: 

1. Open the ICS Integrity web interface, and click Patches > Bulletins in the left navigation bar. 

2. Select a vendor in the Vendor field. 

3. Click Add New to open a blank bulletin. 

4. Type a name for bulletin in the Bulletin ID field, such as Patches - Oct 2017, and select 
an effective date using the Bulletin Date field. 

5. If you have an attachment to save with the bulletin, click the Browse button, select the file to 
attach, and then click Open. 

6. Select which products to include in this bulletin by completing the following steps: 

a. Click Add Product(s). The Add Products window is displayed. 

 
b. Check the check box next to each product you want to add to the bulletin. Select at least 

one product. You do not need to add all subcomponents. 

c. Click Add Selected Products, and then click Close. The products are now listed in the 
Selected Products field in the bulletin. 

7. Select the updates (patches) to add to the bulletin by completing the following steps: 

a. In the Selected Products list, click Select next to the product for which you want to select 
the updates. 
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b. Click Add Update(s). The Add Updates window is displayed. 

 
c. Check the check box next to each update (patch) you want to add to the bulletin. ICS 

Integrity lists the patches in the Available Patches list that are applicable to the 
computers that have the selected product installed. 

Each product in the bulletin has its own list of updates. You can include the same patch in the 
list of updates for more than one product in a bulletin, but duplicate updates for one product 
are not allowed. 

d. Click Add Selected Updates, and then click Close. 

e. Repeat these steps for each of the other products listed in the bulletin. 

8. Click Save when you are finished. 

You can edit an existing bulletin to add products and updates to a bulletin. You can also delete 
selected products or updates from a bulletin, but only if those products or updates have not 
advanced past the beginning state. Once the assessment process has begun, ICS Integrity will 
not allow you to delete. 

You can delete an existing bulletin, but only if those products or updates have not advanced past 
the beginning state. Once the assessment process has begun, ICS Integrity will not allow you to 
delete. 

 When you delete a bulletin, the information previously stored in the bulletin is 
eliminated from the database. 
 

Viewing a Filtered List of Patches and Assessment 
Information 

The Patch Management window provides many filters to help you refine your search using patch 
information, hotfix ID, and location information. From this window, you can select the patches you 
want and start the appropriate type of workflow case to test or implement those patches, or to 
mitigate the risks. For more information, see Understanding Patch Status Indications (page 191) 
and Understanding Patch Management by Bulletin or Computer (page 192). 

To view a list of patches: 

1. Open the ICS Integrity web interface. 

2. Click Patches > Patch Management in the left navigation bar. 
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3. Expand the Patch Info section by clicking the arrow to expand that area. 

4. Set your filters to determine which patches to include in the search results by completing the 
following steps: 

a. Select a Vendor from the list. The Vendor list shows only vendors that have been 
configured and have vendor bulletins. 

b. In the Vendor Bulletin field, click one of the saved Bulletins or click Any, which will 
include all stored bulletins. 

c. In the Product field, click one of the saved products or click Any, which will include all 
saved products. 

d. In the Version field, click one of the saved product versions or click Any, which will 
include all saved versions. 

e. If you want to limit your search results to a specific hotfix, expand the HotFixID section 
and specify the hotfix ID. 

f. If you want to reduce your search results to a specific location, expand the Location 
section and specify the Location fields. 

g. Click Search to retrieve data for the patches that match the criteria you selected. If the 
search returns results that match the criteria, a list is displayed. 

 
 If you selected one of the computer options in the Options section, the results 

are grouped by computer and you need to expand the appropriate computer to view the 
list of patches for that computer. 
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5. Click Edit to display the Assessment window for that patch. The Patch Management List and 
the Assessment window are initially displayed side-by-side. 

 
You can click the left side of the divider bar to expand the Assessment window to fill the 
window, or click the right side of the divider bar to expand the Patch Management List to fill the 
window. When either view fills the window, a similar bar is displayed on the edge of the 
window that allows you to return to the side-by-side display. 
The following figure illustrates the Assessment window and the information provided by 
various areas of the window. 

 
 

Testing a Patch 
In the Assessment window, when Testing Required is selected, the fields in the Testing area are 
enabled. If the administrator implemented the default workflow definitions, the Start New Test 
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Case button creates a test case in the Workflows area. You can also manually select a Tested 
Date for the patch. 

When testing a patch, you should test it in all sample environments where you use vendor 
products that could be affected by the patch. 

 

To use a workflow case for testing a patch: 

1. Display the Assessment window for the patch you want to test. For more information, see 
Viewing a Filtered List of Patches and Assessment Information (page 196). 

2. Click Start New Test Case. The case is displayed, and you can populate the necessary 
fields. 
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3. Click Start to begin the testing process. After a few calculations, the Check List window is 
displayed. 

 
4. Type the necessary information in the fields, and then click Save. 

On the Assessment window, the Test Case information is now populated, and the Start New 
Test Case button is disabled. To open and view the case, click the Test Case number. 
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When the test is finished, the final status is either pass or fail, and the results are displayed. 
Red or green color-coding displays the pass or fail message. 

 

 
 

Releasing a Patch for Implementation or Mitigation 
After the patch is assessed, tested, and approved, you can signify the status by selecting Release 
for Implementation, and typing the effective release date. This approach allows you to use your 
own testing process, or you can use the default workflow definition, and then record that 
information to support the following aspects of the patch management process. 

 When testing a patch, you should test it in all sample environments where you use 
vendor products that could be affected by the patch. When you release a patch for 
implementation, the views show the patch as released regardless of whether it was tested with all 
the vendor products on the computer in the view. 

If the administrator implemented the default workflow definitions, once the patch is released, you 
can then create a workflow case to implement the patch, or you can create a mitigation plan to 
eliminate the threat if implementation is not possible. 

To release a patch: 

1. Display the Assessment window for the patch you want to test. For more information, see 
Viewing a Filtered List of Patches and Assessment Information (page 196). 

2. Test the patch to make sure it can be implemented without impacting existing systems. For 
more information, see Testing a Patch (page 198). 

3. On the Assessment window, check the Release for Implementation check box, and specify 
the Release Date. 

 

Implementing a Patch or Mitigating a Risk 
Once a patch has been tested and evaluated, you can choose to implement the patch, or you 
might choose to mitigate the risk in another way instead of implementing the patch. You can 
manage patches in multiple ways, by patch or by computer. ICS Integrity provides the flexibility for 
you to manage patches using the processes you want. 
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Often when managing patches, you will choose to implement patches on a computer-by-computer 
basis. Make sure the patch has been tested with all vendor products on the computer where you 
are implementing the patch. The Patch Management window provides multiple viewing options to 
help identify where patches have been implemented and where they need to be applied. 

To implement a patch or mitigate the risk: 

1. Open the ICS Integrity web interface. 

2. Click Patches > Patch Management in the left navigation bar. 

3. Expand the Patch Info section by clicking the arrow to expand that area. 

4. Set your filters to determine which patches to include in the search results. For more 
information, see Viewing a Filtered List of Patches and Assessment Information (page 196). 

5. Expand the Options section by clicking the arrow to expand that area, and then select how 
you want to organize the search results, such as by Computer Systems for which the 
patches are Released for Implementation and Required. 

 
If you select Computer Systems for which the patches are Released for Implementation 
and Required, you can then initiate implementation and mitigation cases for one or more 
computers. For more information about these options, see Performing Patch Management 
(page 193). 

6. Click Search to retrieve data for the patches that match the selected criteria. If the search 
returns results that match the specified criteria, a list is displayed. 

7. If you want to view the list of patches that match the filter criteria you specified for a specific 
computer, click the arrow next to the computer. The list of patches that match the filter criteria 
are displayed below the computer. 

8. If you want to display the Assessment window for a specific patch, click Edit next to the patch. 
Then, make sure the patch is tested and released for implementation. On the Assessment 
window, the Release for Implementation check box should be checked with a specified 
Release Date. 
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9. If you want to start or add to a case for one or more computers, check the check box next to 
each computer you want to include, and then click the appropriate button, such as Start New 
Implementation Case, in the Patch Management window. 

 
10. If you want to start or add to a case for a specific patch, click Edit next to the patch, and then 

click the appropriate button, such as Start New Implementation Case, in the Assessment 
window. 

11. In the new Case window, populate the fields as necessary to capture details of the new 
Implementation or Mitigation Plan, and then click Start. After a few calculations, the Check 
List window is displayed. 

12. Complete the Check List window with a signature, and the Assessment window will display 
either a Success or Failure message. The Successful Implementation message is similar to 
the following figure: 

 
 

Evaluating the State of Microsoft Patches and 
Bulletins 

ICS Integrity can use the latest Microsoft patch data and compare each patch against the data 
collected by the PAS Recon asset model about your assets to identify which patches apply to 
each computer. This process determines the list of patches that need to be applied to monitored 
assets. ICS Integrity also lists all patches that have been imported, assessed, and the number of 
assets that have the patch applied or not. 

Since applying patches to assets can also impact other vendor products, ICS Integrity provides a 
comprehensive patch management process with integrated workflow definitions for testing 
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patches before implementing them in your environment. For more information about this process, 
see Understanding Patch Management (page 191) and Performing Patch Management (page 
193). 

This section gives you an additional view of the Microsoft bulletins and patches, and the overall 
status of their implementation throughout your environment. This overview can help you identify 
possible issues, such as old patches that are not approved by vendors and computers with a large 
number of patches to apply. This overview can also help you identify computers that need to be 
patched and do not have other products that would be impacted. 

To display the Microsoft Patch Evaluation window, on the ICS Integrity navigation bar, click 
Patches > MS Patch Evaluation. The Microsoft Patch Evaluation window allows you to show the 
view by Computer or by Microsoft Bulletin. 
 

Reviewing Microsoft Patches by Computer 
The Microsoft Patch Evaluation window allows you to view the number of Microsoft patches 
applied, required, and not applicable for each computer. You can then view the assessment data 
for an individual computer to see the list of patches and the status and date of each one. 

To review Microsoft patches by computer: 

1. Open the ICS Integrity web interface. 

2. Click Patches > MS Patch Evaluation in the left navigation bar. 

3. In the View field, select Computer. 
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4. Click the linked name of a computer to view the Microsoft patch details for that computer. The 
Assessment Data window is displayed listing the patches that are applied, required, and not 
applicable for that computer. 

 
 

Reviewing Microsoft Patches by Microsoft Bulletin 
The Microsoft Patch Evaluation window allows you to view information about each Microsoft 
bulletin, such as the number, title, severity, and date. You can also see the number of computers 
where the patch is applied, required, and not applicable. You can then view the computers 
requiring a patch and drill-down to the details about each computer to determine why that patch 
might not be applied or whether that computer has other products installed that could be impacted 
if that patch is applied. 

To review Microsoft patches by Microsoft bulletin: 

1. Open the ICS Integrity web interface. 

2. Click Patches > MS Patch Evaluation in the left navigation bar. 
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3. In the View field, select Microsoft Bulletin. 

 
4. Click on a linked bulletin number to display the computers requiring that patch. The Assets 

Requiring Patch window is displayed. 

 
The Misc. column shows patch assessment analysis data, such as the KB number found, or 
in case of a rolled-up patch, the Common Vulnerability and Exposure (CVE) items that are 
applied and required. 

5. If you want to view more details about a computer, click a linked System Name. The Integrity 
Information window is displayed with details about that computer, such as system properties, 
related cases, and more. 

6. Click Close when you are done viewing information to close the window. 
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